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Abstract This paper proposes a reuse-based knowledge representation and acquisition strategy, for the automatic provision
of just-in-time and just-enough, context-dependent resource knowledge, for actively managing the communication network
systems. In the proposed knowledge model, the static domain content of a network system has been represented as the domain
knowledge ontology, and the experiential management knowledge is encoded as the production-rule type representations of
distributed multi-agent middleware architecture. For the proof of concept, an experimental network system has been set-up in
the laboratory. A couple of test-cases have been designed for experimenting with the implemented prototype system.
Experimental results confirm a marked reduction in the management-overhead as compared to the manual network
management techniques, in terms of the time-taken and effort-done during a particular fault-diagnosis session. Validation of the
reusability/modifiability aspects of our system, illustrates the flexible manipulation of the knowledge fragments within diverse
application contexts.

Keyword Knowledge Representation, Domain Ontology, Agent-based Computing, Distributed Problem-solving, Failure
Detection, Network Management

1. Overview

Growing complexity of the distributed communication
network systems, and the associated voluminous
information overhead have made the network management
an increasingly troublesome task. For managing these
huge distributed network systems, the manual procedures
have become quite tedious. The effective management of
huge and complex networks is possible only with the

intelligent and automated network management tools. Key

to the automation of network management functions is the
detailed interpretation of the network-related knowledge
resources. Hence, a knowledge acquisition, representation,
and sharing technique, in the context of network
management domain, for deployment with the multi-
agent support mechanism, is highly desirable. The
proposed knowledge-model has been constructed in-line
with the CommonKADS [1], which is a comprehensive
methodology for structuring the application intensive
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Figure-1: Hierarchical view of fault-symptom taxonomy

knowledge of the expert systems. This scheme aims to
the shareability of the
knowledge resources of a system.

facilitate reusability and

2. Proposed Knowledge Model

Our modeling approach categorizes the network-related
knowledge as the domain knowledge (static domain
and the
experiential management knowledge (inference strategy,

content, and dynamic status information),
and task structures). Ontologies are used to capture
knowledge about some domain of interest; these describe
the concepts in the domain and also the relationships that
hold between those concepts. The hierarchy of concepts
within our experimental network system, and their crucial
properties are specified through the attribute-value
mechanism, or more specifically, the domain knowledge
ontology, which has been designed in Protégé-3.4 [2]. The
management expertise prescribes the execution of various
task relevant goals in the operational network system, and
is incorporated as the fault-case reasoning models
[Figure-4], where the nodes represent the events and
This
experiential management knowledge is explicitly encoded
as the production-rule type representations of the DASH-
agents [3], which actualize the automated reasoning tasks
in conjunction with the static domain-specific content.

whose directed edges represent causality.

Moreover, the cooperative problem-solving is initiated
when the agents invoke the underlying base-processes,

which interact with the run-time dynamic status
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Figure-2: Knowledge template of fault-detection agent

the
in-fact

A
an algorithm of run-time

information  during diagnostic  sessions.

base-process is
problem-solving, whereas agents act cooperatively on the
front-end. The fault-symptom taxonomy as shown in
Figure-1, contains the knowledge of nearly all the
possible failures which could be encountered by the
network user.

Task Knowledge or problem solving task structures are
designed as the generic hierarchy of tasks which prescribe
the activities to be performed in a domain of interest. The
diagnosis is defined as the task of identifying the cause of
a fault that is manifested by some observed behavior.
Fault diagnosis process incorporates the following steps:
observe the symptoms, develop a hypothesis about the
cause of a symptom, test the hypothesis, and if the
hypothesis fails, iterate these steps until a conclusion is
reached.

3. Multi-agent Middleware System

The intelligence layer consists of multi-agents for
handling the empirical task relevant knowledge to relieve
the network operators from the tedious monitoring and
control of the network system. The proposed system
architecture is supported by the Agent-based Distributed
Information Processing System (ADIPS) framework [4],
which is a flexible computing environment for the
implementation of multi-agent systems. This framework
repository-based development

employs a system

methodology which allows autonomous adaptive actions
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Table-1: Test-cases for experimentation with the prototype system

Network
Test Initially Detected
Node Root-cause of Failure
Case (Machine) Fault-symptom

Router_A-1 Network-paging [Slow-speed] Excessive User-requests or Connectivity Failure

1
Performance-degradation occurs due to data bursts caused from the excessive number of user-requests, or
equipment/link failure
Work-St_Aral FTP-server Access Denied Power Failure in Router-A_1

2 Power failure in Router_A-1 resuits in broken connectivity. Error messages from the data-transport layer are
generated for all affected connections. As a consequence, disruption in the file access occurs
Note-Bk_EIm Error in Sending Email SMTP-server Process Down

3 SMTP-server process "sendmail” goes down in the application server [App-Sv_Maple], thereby causing an error
while sending the email
Desk-Tp_Fawn | Host Connection Refused HTTP-server Port Firewall-Blocked

4 Port of HTTP-server in Subnet-A is blocked by the firewall [ip-tables], causing the connection refused error or
an error-page is displayed
Note-Bk_Pisces | Error in Receiving Email POP-server Port-setting Failure

5
POP-server port has been configured incorrectly in the application server [App-Sv_Maple], thereby causing an
error in receiving the email

6 Desk-Tp_Lynx Destination Host Unreachable Incorrect NIC-setting
Due to the NIC-setting problem of Desk-Tp_Lynx, connection is refused to HTTP-server in Subnet-A

7 Note-Bk_Kane | Web-browsing Error DNS Configuration Problem

DNS misconfiguration results in the failed name resolution, hence Web-browsing is inaccessible

Fault-symptom Hypothesis Hypothesis

Detection Generation Discrimination

Agent

the
happens in the system
6
forwardFauitSymptom 7
IinvestigateFaultCause
8
Interacts with dynamic
status information
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determine the root-
logy-Agent cause of a fault-
symptom
4 9
4—requestDomalnData |, requestDomainData
5 10
dD: forwardDomainData
11
forwardFaultCause
12
Presents the
diagnostic-set
to management
console

Figure-3: Communication/Cooperation protocol-sequence of multi-agent middleware system
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Table-2: Quantitative evaluation criteria based on the time-taken,

and the number-of-procedures adopted, to resolve a
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S = #-of-Steps, Average Reduction in S = 82.35% models in the proposed system
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on each designed distributed system. The internal state
knowledge of the agents comprises of: Identification
Knowledge specifies the environment or the system where
the workplace agents are instantiated. Fault-Detection
Knowledge [the code-snippet in the Figure-2], and
Problem-Solving Knowledge inevitability constitutes the
core knowledge for detecting the anomalies, and has been
expressed as the production-rule type instructions in an
agent. For each initial fault-symptom detected, various
run-time checks are performed for all possible
occurrences of the fault-symptom, and the information
obtained (about the root causes of the obstacle), is
compared with the pre-defined one, and then the
problem-solving findings are forwarded to the
management console. Figure-3 shows the communication
and cooperation protocol-sequence of the multi-agent
middleware system.

4. System’s Evaluation

Our experimental network system, comprises of the
100BASE-TX Ethernet, firewall configured as NAT
(Network Address Translation), routers, bridges, various
personal computers arranged in three sub-networks, and
Fedora-Core:ver-2.0 has been installed on all machines.
4.1 Validating the Efficiency of Prototype System

The performance of the proposed knowledge-model
method is determined in comparison to the OS-default
network management tools. Several failures [Table-1]
obstructing the normal operation of network system are
generated, and accordingly and it is required to detect
these failures with the manual network management tools
and mechanisms, as well as with the implemented
prototype system. Also, the time elapsed between the
notification of the failure to its root-cause determination
has been measured, plus the number of procedures
executed. These criteria serve as the index for measuring
the practical worth and applicability of the automated
network management notion, thereby determining the
extent to which the burden of the network administrator
has been reduced. The results indicated in the Table-2
determine an average reduction of 88.16% in time, and
82.35% in the number of steps performed, in comparison
to the manual method, while resolving a particular
fault-case.

Results of automation procedure are affected by the
number of nodes of the network system, the instantiation
time of agents onto various network nodes, the size of the
log-file interpreted by the java base-process to locate the
failure, and the time required to get the collective result

indications from the network nodes under investigation,
on the management console.
4.2 Validating the Reusability of Prototype System

Table-3 demonstrates a considerable reduction in the
effort required while designing the agent-based fault-case
reasoning models, for various failure scenarios. The
fault-case reasoning model of SMTP-related failures has
been created initially as shown in the Figure-4 (b), and it
has been shown that when these small grain agents were
reused for POP, FTP, HTTP and router-related anomalies,
a considerable reduction in the design-effort has been
reported. Similarly, the network domain ontology can also
be modified efficiently on the centralized management
console. More specifically, it concludes that some
alteration of the network do not reflect the changes in
knowledge models embedded in the system. This makes
the knowledge acquisition activity less complex. It has
been assumed that an equal amount of effort is required to
alter/modify/design each knowledge component.

5. Concluding Remarks

We have presented a knowledge representation,
acquisition, and utilization approach for the automated
management support to communication network systems.
Validation of the reusability aspects of the system, as well
as its performance measurements has been done. The
ontology design and implementation in this project, in the
practical network management domain, is the most novel
concept which has never been reported in the literature.
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