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Researches on IT Forensics
from International Joint Workshop on Computer Forensics

KENICHT TAKAHASHI, YOSHIAKI HoORItt and KOUICHI SAKURAI*#

We held on International Joint Workshop on Computer Forensics at SRP center building,
Fukuoka, Japan, on 15th and 16th, December, 2008. This workshop is held as the part of
”Researches on Digital Forensics” supported by International Collaborative Research Project
of National Institure of Information and Communications Technology (NICT). In this report,
we introduce the researches presented in the workshop with the standardization and future
research topics on digital forensic.
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2. International Joint Workshop on
Computer Forensics
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Identification, Collection and/or Acquisition and
Preservation of Digital Evidence &5 & A F VT
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The standard will provide detailed guid-
ance on the identification, collection and/or
acquisition, marking, storage, transport
and preservation of electronic evidence,
particularly to maintain its integrity. It
will define and describe the process of
recognition and identification of the evi-
dence, documentation of the crime scene,
collection and preservation of the evidence,
and the packaging and transportation of
evidence.
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e Test methodology for ICT forensics system

e Digital evidence exchange format

e ICT forensic system framework

e Protection procedure of ICT forensic system
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N5 L UT-BZERE (Cell Phone Forensics : Col-
lection & Analysis) HTH17z. Keunduck Byun 5
& Mobile Evidence Collector & Mobile Data Ana-
lyzer ZBR L, FhiC K-> TEHBZHONAFY
T—2M5 SMS REEEE, EREREDT—X%HE
TLCET EMRESI N,
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TRFEARFD KwokYan Lam & Jinyang Shi h5 7«
VRNV T XL 2Ty I OFbIc A RERRERFIAT S C
LIZDWVWTDIEE '(Biometric Cryptography: Chal-
lenge and Opportunity for IT-Forensic, Biomap-
ping: Secure the Biometrics Using Noninvertible
and Discriminable Constructions) W{THhniz. F
RTCRI—F DTS AN %F 5 - DICREE LR
THaBT L, BVHVID &7 1T HVID DFETD
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728 ® Live Data Forensic System, JTAG - >/ %
T 21— AN CEEHEFED T — X ZEUF LENTT % Mo-
bile Data Forensic System, 7547~ k¥ —/\E
FTIVTCTF LV Py 77T —REEHT %7280 Enter-
prise Security Forensic System ZBXLTEH,
NoOBBEABMENMEN TN (K3). i, &F
HISAT — RV A73Y —Y—)Uh High Speed Foren-
sic System D—EDOEREL L T Keonwoo Kim Hh53E
#7243 (GPU Acceleration for High-Speed Pass-
word Recovery) HMThHhiz.

-
High Speed Forensic System
- Focus on The Speed

- Process Large Data
\ /

(Live Data Forensic System h
- Collect Usage Record & Memory Data
in Running System

\_- Registry Analysis 4

Mobile Data Forensic System
- Mobile Phone Forensic System
- Acquire Phone Data by JTAG

(Enterprise Security Forensic System
- e-Discovery & Forensic Accounting
L Clinet/Server S/W

/
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26 % O fth

BB KED Kyoungsoo Lim A 51d Live Forensic
Y—jl, LDFS DSt (LDFS: A New Live Forensic
Tool) MfThNiz. LDFS Ti¥, 2—¥H{azEH
L UTF—Z%EUS9 B h % Scenario-based % Case
Type-based, Crime Scene Situation-based &\ 57z

BEHRETEETRCLick->T, a—YHEMELE
T— X BEIHICIVE - MRS B.

EEXRZED Jewan Bang » S I3HIRE N7 7 1)V
TS 72DV —) VDS (Enhanced Data Re-
covery Tool) MTbiiz. K5OV —ILTE, /N1
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2ERRL, ZOEREFIATEH LTI 7AIVEE
LY 5.

BB A2 D Jaemin Choi MBEEFHERE D
L, WEORINCFIAT 572D (A Study of
Forensic Accounting Techniques to Financial Fraud
Symptom Detection) H¥EN I Nz,

KDDI DSt CAD TfEK 7z VHDL I— R
AEIC—FIHZBRET 2 2 DOHIZE (Forensic Wa-
termark to Detect Illegal Copying of CAD Tools)
ZHEMT Uiz, BB VHDL J— RiSED UIEREE
DA T DDFEEZEDIIBN, ZRFNDAY Y |-
FAY Y b DHBEITO TV, £z, EEAFED Md
Amiruzzaman (Steganography: A Secret Commu-
nication Medium) & HyungJoong Kim (Status of
Reversible Data Hiding) 55 & EFEH LICEET 3
N D Th N7z,

JTMRZORR T ALYy rDkbicu/zE
AETRENSH B &\ 5 RIERE (Requirements of
Purpose-based Forensic Logging) %{To7. B{E,
AR ENTVB O AT LOBIWEREIERT 5725
DLEDTHYD, 7L VIv I DIDICFIATZSH,
TFL VIV IDEBDIREZ LNIZEDTEEY. &
T, MARABR VAT LIz EDREENDTINA A TIdRm
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e, TFLUTy IDTHICED K S HIERINE
IZEZNEEL, I —FOERICH> TRELEn 72
BEEEL, £, 74V YvIOBIBEEDD
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ISIT DE R (closed 7&%) A—1) > F'U X k&%t
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WVREDFERIC K> TehERE LD B DD AT
I» (Finding Mailing-list Address Leakers towards
Spam Mail Blocking) Z#BN L7z, BBV AT LT
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Fully Distributed Certificate Authority (FDCA)
approach) Z1EZE L7z, %513 Threshold cryptog-
raphy ZFWV 5 Z & TRERNEERRI AR EETHLT
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3) Eoghan Casey, Digital Evidence and Com-
puter Crime, Second Edition by, Mar. 2004.
4) Keith J. Jones, Richard Bejtlich and Curtis
W. Rose, Real Digital Forensics: Computer Se-
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5) Brian Carrier, File System Forensic Analysis,
Mar. 2005.

6) Panagiotis Kanellis, et al, Digital Crime And
Forensic Science in Cyberspace, May. 2006.

7) John J. Barbara, Handbook of Digital and
Multimedia Forensic Evidence, Dec. 2007.
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Forensic Analysis Including DVD Toolkit, Apr.
2007.

9) Keith J. Jones, Richard Bejtlich, Curtis W.
Rose and Dan Farmer, Computer Forensics Li-
brary Boxed Set, Aug. 2007.

10) Jr., Albert Marcella and Doug Menendez, Cy-
ber Forensics: A Field Manual for Collecting,
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puter Crimes, Second Edition, Dec. 2007.
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is027001security.com/html/other 27k.html.

14) Multimedia forensics bibliography, http://www.
cl.cam.ac.uk/~abl26/bibliography/main/sort/
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national Journal of Information Security and
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10:00-10:10 | Opening
Prof. Kouichi Sakurai
Session I Overview of Computer Forensics
Chair Prof. Yoshiaki Hori
10:10-10:35 IT Forensic and Network Management
Prof. Hori (ISIT, Kyushu Univ.)
10:35-11:00 | Current Forensic Research in ETRI
Dr. Youngsoo Kim (ETRI)
11:00-11:25 | Research Activities and Digital Forensics in KDDI R&D Laboratories, Inc.
Dr. Toshiaki Tanaka (KDDI)
11:25-11:50 Current status on Regulation and standardization of IT-forensic
Prof. Sakurai (ISIT & Kyushu Univ.)
11:50-12:15 Biometric Cryptography: Challenge and Opportunity for IT-Forensic
Prof. KwokYan Lam (Tsinghua Univ.)
Session II HW and Live Forensics
Chair Prof. KwokYan Lam
14:00-14:25 Cell Phone Forensics : Collection & Analysis
Mr. Keunduck Byun (Korea Univ.)
14:25-14:50 | GPU Acceleration for High-Speed Password Recovery
Dr. Keonwoo Kim (ETRI)
14:50-15:15 | LDFS: A New Live Forensic Tool
Mr. Kyoungsoo Lim (Presenter: Mr. Jewan Bang) (Korea Univ.)
15:15-15:40 Requirements of Purpose-based Forensic Logging
Ms. Binhui Chou (Kyushu Univ.)
Session III Forensics Tool
Chair. Prof. Sakurai
16:00-16:25 The Research of Computer Forensic Products in Japan

Mr. Masakazu Fujii (ISIT)

16:25-16:50

Forensic Watermark to Detect Illegal Copying of CAD Tools
Mr. Kazuhide Fukushima (KDDI)

16:50-17:15
Mr. Jewan Bang (Korea Univ.)
17:15-17:40 A Study of Forensic Accounting Techniques to Financial Fraud Symptom Detection
Mr. Jaemin Choi (Korea Univ.)
2008 4 12 A 16 [
Session IV Certification, Steganography, ML and Biometrics
Chair HyungJoong Kim
10:00-10:25 | Ubiquitous and Secure Certificate Service for IT-forensic applications in MANET
Mr. Ge Meng (Tsinghua Univ.)
10:25-10:50 | Finding Mailing-list Address Leakers towards Spam Mail Blocking
Dr. Kenichi Takahashi (ISIT)
10:50-11:15 | Status of Reversible Data Hiding
Prof. HyungJoong Kim (Korea Univ.)
11:15-11:40 Biomapping: Secure the Biometrics Using Noninvertible and Discriminable Constructions
Mr. Jinyang Shi (Tsinghua Univ.)
11:40-12:05 Steganography: A Secret Communication Medium
Mr. Md Amiruzzaman {Korea Univ.)
12:05-12:10 Closing

Prof. Sakurai (ISIT & Kyushu Univ.)

—198—



