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ABSTRACT

Provenance is defined in some literature as a com-
plete documentation of processes that led to an object.
Provenance can be applied in some systems: database
systems, file systems and grid systems. Provenance
is very important to verify the processes that led to
an object. There are many research to develop a
provenance system. Main provenance implementa-
tions use a centralized model or a centralized manage-
ment of provenance system. Although many prove-
nance stores may be used and the users may choose
a trusted provenance store as the place to store their
provenance, when recording a provenance informa-
tion, the users should store a complete provenance in-
formation in a particular provenance store. We be-
lieve that this model has a weakness, that is the user
can not restrict access of the administrator that main-
tains the provenance store where the user store their
provenance. We propose an alternative to this model,
that is a user may store some parts of the provenance
information in a provenance store and some other
parts in other provenance stores. We also discuss se-
curity advantages of this approach.

1 INTRODUCTION

Provenance of an object is defined in some literature
as a complete documentation of process that led to
the object. Provenance can be used in many contexts,
e.g. database systems, file systems and grid systems.
In a database, provenance of a data item is a complete
documentation of process that led to the the data item.
In a file system, provenance of a file is a complete
documentation process that led to the file. In a grid
system, provenance is a complete documentation of
processes that led to the output of computation in the

grid system.

Provenance is important because if we know the
track record of data, we will understand the value of
data. The data with a complete provenance will have
higher value than those of without any documenta-
tion of process that produce them. By knowing prove-
nance we may reproduce the data when we need them
even without knowing/having the data. This is partic-
ularly important in the context of e-Science, when we
use computation resources for solving scientific prob-
lem. In the e-Science infrastructure, the provenance
is important because the data with a complete doc-
umentation will be easily reproduced with the same
or different parameters. By knowing provenance the
scientists can also easily verify the result of an exper-
iment.

There has been considerable interests on the
method to record the provenance information. The
main provenance implementation use the concept of
provenance store [4, 5, 8], that is a system that has in-
terface to store and query provenance record (Figure
1). This architecture is much similar to the database
system where users can do query to the provenance
store that has interface for provenance management.

Provenance can be represented at some granulari-
ties. Although there are some efforts in developing
the provenance representation [21, 22], in this paper
we do not stick to any available provenance repre-
sentation. We assume that provenance is stored in
a database regardless of how to represent the prove-
nance in database (relational or xml).

The problem in building a provenance system are
[4] (a) provenance modeling: that is how to represent
the provenance information in a storage, (b) scalabil-
ity: how to manage a huge amount of provenance in-
formation and (c) security: how to secure the prove-
nance information. In this paper we focus on the se-
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curity issues of provenance especially in a distributed
grid based system where the users of provenance store
may come from many different organizations.

Main provenance implementations [4, 5, 8] use a
centralized provenance system, where the provenance
information is stored in a centralized provenance store
(or with a distributed storage but a centralized man-
agement). The centralized provenance system has ad-
vantages in simplicity and easy to manage. Although
the users may choose a trusted provenance store to
store his/her provenance information, when record-
ing the provenance information, the users should store
a complete provenance information in a particular
provenance store. We believe that this model has a
weakness, that is the user can not restrict access of
the administrators that maintain the provenance store
where the user store their provenance.

A solution for this problem is that the user encrypt
the provenance information to protect from unau-
thorized users/administrator. However, this method
needs much cost in computation and will degrade per-
formance. In this paper we propose an alternative
to this model, that is a user may store some parts of
the provenance information in a provenance store and
some other parts in other provenance stores. Using
this approach, an administrator in a provenance store
can only access some part of the provenance informa-
tion. To access all part of the provenance store the
administrator should cooperate with all administrator
of the provenance stores where the user store his/her
provenance information.

Organization of this paper is as follow: first we dis-
cuss the provenance store, after that we discuss prove-
nance representation including P-assertion and prove-
nance graph. After then we discuss problem defini-
tion and proposed model. Before closing the paper
with conclusion we discuss some requirements, secu-
rity and feasibility of the proposed model and some
related works.

2 PROVENANCE STORE

Main provenance systems use the concept of prove-
nance store [4, 5, 8], that is a system that has inter-
face to store and query provenance record (Figure 1).
This architecture is much similar to the database sys-
tem where user can do query to the provenance store
that has interface for provenance management. The
provenance store can be accessed by users to store
and share the provenance record.

A provenance store, although has a centralized

management, may have distributed storage. The cen-
tralized provenance system has advantages in simplic-
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Figure 1: Provenance Store

ity and easy to manage. When recording provenance
for data, a user should record complete provenance in
a provenance store.

3 P-ASSERTION AND PROVENANCE

GRAPH

There is no standard model of provenance although
there is an attempt to develop the standard [9]. The
EU provenance project develop model of provenance
record using the contept of p-assertion [4]. They
defined p-assertion as an assertion that is made by
an actor and pertains to a process. The provenance
(documentation of a process) consists of a set of p-
assertions made by the actors involved in the process.

There are two types of p-assertion to represent re-
lationships between entities in the system. An inter-
action p-assertion is an assertion of the contents of
a message by an actor that has sent or received that
message, a relationship p-assertion is an assertion,
made by an actor, that describes how the actor ob-
tained output data or the whole message sent in that
interaction by applying some function to input data
or messages from other interactions [4]. With these
types of p-assertion, we can make a model of interac-
tion between entities in a service oriented architecture
(SOA) provenance system.

Provenance can be represented by a directed cyclic
graph (DAG) [6]. Each node in the graph represents
an entity and each edge in the graph represents a
causal relationship between two entities. Examples
of entities include processes, people or data, i.e files.

An example of provenance in the figure 2 below.
In the example below to produce data D3A in the fig-
ure 2 we need to execute process PB with input data
DOB and DOC and process PC with input data DOD.
The output of process PB is data D1B and the out-
put of process PC is data D1C. After then we execute
process PE with input data D1B and data D1C. The
output of process PE is data D2B. We get data D3A
from the output of process PF with input data D2B.

To produce data D2A in the figure we execute pro-



Figure 2: Provenance Graph

cess PA with input data DOA and DOB and process
PB with input data DOB and data DOC. We send the
result of process PA (data D1A and the result of pro-
cess PB (data D1B) to process PD. Data D2A is result
of computation at the process PD.

4 PROBLEM DEFINITION

In this section we discuss security problems in a
provenance system. Before stating the problem def-
inition, we identify four active entities in the prove-
nance system (Figure 3). Active entities are the entity
that has the possibility to access the provenance store
(store or fetch). These active entities are:

1. User
A user is a human being that has capability to
record provenance to the provenance store and to
query the provenance store

. Administrator
The administrator is a human being that has ca-
pability to manage the provenance information:
change/add/delete/move any the provenance in-
formation in the provenance store.

. Process
A process is a computer program that has capabil-
ity to record the provenance automatically.

. Outsider
An outsider is a human being or a process that is
not authorized to access the provenance store but
may have access to the network in the provenance
store

The process to record provenance are as follow:

1. A user execute a workflow that will produce data

. The processes that execute the workflow record
the provenance information to a provenance store

. The user may add additional provenance informa-
tion to the provenance store
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Figure 3: Active entities in the provenance store

An administrator have access to all of the prove-
nance information that is stored in the provenance
store maintained by the administrator. A user should
store a complete provenance information in a prove-
nance store whenever he/she need to store the prove-
nance information. This model has a problem because
a user can not restrict access by administrator of the
provenance store to the provenance information. Al-
though the user may restrict access by other users,
the user should trust his/her provenance information
to the administrator of the provenance store.

In the next section we discuss an alternative, that is
by distributing provenance information in more than
one provenance store. By using this approach an ad-
ministrator can not access a complete provenance in-
formation. To access a complete provenance infor-
mation the administrator should cooperate with all of
administrators where the user store the provenance in-
formation.

5 SECURING PROVENANCE BY Dis-
TRIBUTING PROVENANCE STORAGE

In this section we discuss a method to secure prove-
nance by distributing the provenance storage. First
we discuss the basic model. After then we discuss the
requirements for implementing the proposed model.

5.1 BASIC MODEL

Our basic model is shown in the Figure 4. As
shown in the Figure, whenever a process records the
provenance information, the process should divide the
provenance information into some parts and record
those parts in some provenance stores. To get a com-



plete provenance information a user should query all
of the provenance stores that store the provenance in-
formation.
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Figure 4: Distributed Storage Model

5.2 REQUIREMENTS

We identify some requirements and challenges to im-
plement this model:

1. The method to divide provenance information
To implement this model, first we need a method
to divide the provenance information into some
parts. The method should divide the provenance
information so that it can be reconstruct later eas-

ily.

2. The method to reconstruct the provenance infor-
mation
We also need a method to reconstruct the prove-
nance so we can get a complete provenance after
querying all of provenance stores where we store
the provenance information.

6 DISCUSSIONS

In this section we discuss security advantages of this
approach. The security advantages include confiden-
tiality, integrity and availability.

6.1 CONFIDENTIALITY

By using this approach, we may improve confiden-
tiality especially from attacks of administrators of
the provenance stores. An administrator can not get
a complete provenance information because the the

Administrator

Administrator

provenance information is distributed at some prove-
nance stores. To get all parts of the provenance infor-
mation, the administrator should cooperate with all of
other administrators where the user store the prove-
nance information.

6.2 INTEGRITY

The integrity may also be improved. By using a
provenance store to store a complete provenance, the
administrator may change all parts of the provenance
information. However, by distributing the storage, an
administrator can only change one part of the prove-
nance information. To change all parts of the prove-
nance information, the administrator should cooper-
ate with all of other administrators where the user
store the provenance information.

6.3 AVAILABILITY

Availability can be increased and can also be de-
creased. Availability is increased because by sepa-
rating the storage the queries for the storage (fetch or
store) of provenance system are divided to some sys-
tems/storages. The bottleneck using one storage can
be minimized. The availability can also be decreased
because if one provenance store fail to work, the user
cannot get a complete provenance store when he/she
need the complete provenance information.

7 RELATED WORKS

Braun et al. and Tan et al. have discussed security
issues on provenance [6, 1] although they did not pro-
pose any security system related to the issues. Braun
et al. identified some of the security characteristics of
provenance. The first is that provenance differs from
data in that it forms a directed acyclic graph (DAG)
so we need to have a security model for a directed
acyclic graph (DAG). Second issue is that sensitivity
level of data and its associated provenance may be
different. It is possible that the provenance be more
sensitive than data or vice versa. Tan et al. lists six se-
curity issues in a SOA-Based provenance system [1].
These security issues are (1) enforcing access con-
trol over process documentation, (2) trust framework
for actors and provenance stores, (3) accountability
and liability for p-assertions, (4) sensitivity of infor-
mation in p-assertions, (5) long term storage of p-
assertions, and (6) creating authorizations for new p-
assertions. They emphasis that the first issue is unique
to the provenance purposes because the requirements
are different from regular data.



Groth et al. have proposed an architecture of prove-
nance system including the security architecture in an
EU sponsored project [4]. They have implemented
the architecture in a SOA-based provenance store.
They suggested that access control should be speci-
fiable at the level of individual p-assertions and at in-
dividual elements within p-assertion if needed. They
also suggested to use role-based access control and
content-based access control although no detail ex-
planation and implementation of their proposal.

Chebotko et al. [10] proposed a secure scientific
workflow provenance querying with security view.
Security view is a subset of data and processes. The
main different of their work with ours is that they em-
phasis the use of view to enforce access control pol-
icy.

Another related work is the work Nagappan et al.
nagappanl. They proposed a model of sharing con-
fidential provenance information where an the actor
who are willing to share the provenance information
can share the query for that provenance information.

8 CONCLUSION

In this paper we have discussed a method to secure
provenance by distributing the provenance storage.
The main idea is that by dividing the provenance in-
formation into some parts and store those parts at
some different provenance store. This method im-
prove security (confidentiality, integrity and availabil-
ity) because the administrator of a provenance store
cannot access/change all parts of the provenance in-
formation and bottleneck of single provenance store
can be minimized.
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