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A Method of Steganography Based on Edit History of Document
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Abstract Text-based steganography has been extensively studied. An attractive method for text-based steganography proposed by
Nakagawa-Sampei-Matsumoto embeds information into a text by changing words into altemnative words so that the meaning of the whole text
remains unchanged. Appropriate selection of altemative words is essential in assuring resistance against detection of embedding, By this reason the
method needs relatively fat natural language processing and large database for altemative expressions. The resultant stagotext, which is the modulated
text with embedded information, looks natural at glance, but from rigorous view of human examiners with curiosity, the very fact of the existence of
embedding can be disclosed by its inevitable fluctuation in expression. To seek better methods the present paper proposes the idea of utilizing edit
history of documents. This idea has potential to produce much attractive steganographic tools to overcome security and practical issues of the former
methods. This paper also shows a basic implementation for MS WORD 2007 documents and gives its primal evaluation.
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