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Proposal of Filesystem for Log with Falsification Detection
by Hysteresis Signature

KoJ1 TSURUTA ,t SHOICHI SAITO ,# TETSUTARO UEHARA ft
and HIROSHI MATSUO!

A lawsuit caused by a crime with computers has increased by the spread of the Internet.
Reliability of log files which are managed by a system administrator is important at the law-
suit. Digital forensics technology is widely used for protecting evidences in digital data of
the log files. In this paper, we propose a new system to prevent falsifying log files, and to
detect falsification. The proposed system uses an appending only filesystem and a hysteresis
signature. It can prove the system manager not to modify the log files. Moreover we build a
prototype system, and verify the log files and a signature file by the prototype system.
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