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Abstract

Use of login names and passwords is the most common mechanism to control user access to computer systems. However,
this mechanism is no longer adequate and we need to investigate more advanced safeguards against unauthorized access to
computer resources. Biometrics, the physical and behavioral characteristics that make each of us unique, are a natural choice
for identification. Some systems have been developed based on physiological traits, but reliable systems require expensive
hardware and software. Keystroke dynamics, which is a behavioral trait, is a good sign of identity, and it does not require a
specialized hardware. However, unlike other access control systems based on biometric features, keystroke analysis has not
led to techniques providing an acceptable level of accuracy. In this paper we investigate authentication systems that use
keystroke dynamics in conjunction with passwords to improve security of passwords. We present a few original methods,
discuss their properties, and compare them with conventional methods. Empirical results suggest that our approach can

provide a secure and sufficient easy to use access control system.
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# 1.FAR

Data M6 M6
[2] [3] M1 M2 M3 M4 M5 CF DS
Category i 3]
1 53.22% 3.92% 18.07% | 11.69% | 34.28% 5.01% 38.93% 3.35 5.30% 3.94% 6.53%
(allkeys) | *+85.22 | *4.15 +18.46 | *19.55 | *+27.44 +313 | +37.73 | =*6.11 +11.01 +474 +8.67
2 61.00% 7.21% 9.42% 0.24% 76.47% | 44.93% | 66.34% 61.94 4.36% 35.05% | 8.69%
(PIN) +29.61 +8.48 +18.02 | +0.64 +27.52 | +29.15 | +31.21 | +27.42 | *£329 | +26.13 | *17.73
3 16.40% 3.39% 18.45% | 14.00% | 27.25% | 17.81% | 38.00% 6.24 3.48% 9.79% 5.47%
(free style) | +£12.23 +4.08 +31.40 | £3262 | £20.20 | *9.01 +38.73 | *3.68 +287 | +10.04 | *5.37
# 2.IPR
Data Mé M6
[2] [E]] M1 M2 M3 M4 M5 CF DS
Category 35 ful:5]
1 0.00% 23.94% | 13.80% | 15.06% 0.00% 1.05% 34.29% 4.86 2.57% 0.57% 15.44%
(all keys) +0.00 | +31.49 | +1866 | *19.07 | *0.00 +167 | +39.22 | *7.70 +4.87 +1.40 | +20.60
2 0.00% 61.58% | 48.28% | 64.52% 0.00% 4.53% 4.60% 1.70 9.09% 2.27% | 43.56%
(PIN) +0.00 | +1846 | +20.37 | *£19.61 +£0.00 | +10.41 | *10.72 | *451 +11.81 +6.01 | +25.89
3 12.43% | 73.88% | 50.98% | 65.81% | 25.30% | 18.34% | 56.32% 22.73 27.96% | 19.58% | 63.41%
(free style) | +22.00 | +£2394 | +3393 | +28.97 | +3412 | *14.67 | *46.18 | *+26.70 | +28.81 | +17.91 | *+30.83
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