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Abstract This paper proposes an organization of special-purpose hardware dedicated to pattern matching for
packet inspection in network intrusion detection systems (NIDSs). The proposed matching machine receives virus
patterns as input, which are described as regular expressions defined in Snort NIDS software, and performs efficient
matching. For instant updating of pattern sets, the proposed matching machine consists of an existing matching
machine, in which patterns are implemented as hardware, and a new matching machine, in which patterns can be

set during the execution time of matching.
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A1 ki, RO UK-ED CC Tk, ERD CCDEK A1
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RizpELViciEBEh3. £z, ThoDEENRERIVY
D CCIRANENIRE, ZDEERD CCIicHhT 5.
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LTHAENS KT 28IRT3. corE, SEHSHAE
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B L hiEasknizd, EROATRAARAD a 5
v FUTHNERE N RThEE S5k, T T, UK-HOE
D CC TR E;,, B 1 Lo EICEK BN 1ICEBT LD
5, & CC BRANRRIDKEBELFHPANIENILEICEK N1
3B AENS (B5). ¥, KSEBRE<YFY
TRBAL X FLRIRICERD CClciidhaT eh b,
UK-THO#DIEL 1 EIH TR, BRERVDEK N 1icks L&
I KS BEMVANENIFEDS:, AHRADEEEL bR
RYFUINREhC icks. M6 TR EK A 1ick-
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RINDEELEDN SR F VT RERLIZC b B. &
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LEYFVTEBRHLTVBH, RERIVDEK M1 icko>
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Fig.6 The first repetition of a UK-term.
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Fig.7 The second repetition of a UK-term.
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Fig.8 Extended architecture.
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=B EH UHN—FD 2 7 MLEARE R X — VI ER
TR THEEN-FY LTy F AR b D, Al
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