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Anomaly Detection System Based on
Model Partitioning Using Call Stack Information

TAKAYUKI KaMmivaMAfl and YosHiHIRO OvamaTl

Many anomaly detection systems have been proposed to prevent attackers
from exploiting vulnerabilities in applications. An important class of the sys-
tems is ones that utilize system call patterns of normal application behavior.
Unfortunately, many of them have limitations in detection accuracy. One rea-
son is that they merge system call information in different execution phases
and create only one normal behavior model for an entire program. In this
work, we propose an anomaly detection system based on a model partitioning
technique. The system automatically partitions the execution of a given pro-
gram into multiple phases using call stack information, and creates a normal
behavior model for each phase. It dynamically changes the normal behavior
model according to its execution state. We implemented the proposed system
on Linux and compared it with an existing system in terms of branching factors
and overheads.
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Fig.1 Example of automaton created by Sekar, et al.’s method.
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main() { write_message() {
init(); write(...);
work () ; }
}
read_passwd() {
init() { open("/etc/passwd");

write_message();

read_passwd() ; }
}
read_datafile() {
work() { open("foo");
write_message();
read_datafile(); }
}
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write@ read_passwd

write_message open@
read_datafile
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Fig.2 Example of a program the behavior of which cannot be accurately expressed by Sekar, et
al.’s method.
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Fig.3 Ideal automaton.
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Fig.4 Example of VtPath.
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Fig. 7 Example of execution that enters again a previously visited phase.

gobobooooooooooooooobooobooOoo22o0000b0o0000o0oDobooOo
goobooooooooboooooooooooooooooboooooobo FoOoODOoOOo
0000 KOOOoooooooooooooo
goooooooooobooooooboobobOOoo0oooooboooOoooDboboDobo
goooobooooooooooboooooboooooobooooooboOoooooDooboo
goooooooooooooobooooooboooooooooobooooooooDboboo
goooooooooooobooooooooboooobooooooooobooboooooDboo
O000000000OCCOOO0 PhalDSOOOOCOOOOO0OODODDOOCOOOOOOO
goooooooobooobooboob 1boooboooobooobbooooooo
000000000000 O0Od0PhalDSOOO0OOOOOOOOCOOOODOOOOO
O00000000PhalDSOOO0OOOOODOOOODOOOOOOODOODOOODOOO
goboobbooboooobooooboooobooooboooboooboOoooona

0000000000 00000 10000000 branching factor 'Y 00000000

Branching factor 00 00 0000000000000 00O0O00O0O0O0O0OO00OOO0OO
gobooboooooooooooobobooooooobobo0ooobooOoboOobobooooobooObo
goooooboooooooo

0000000000000 000000000000000000SekarJO0OOODO
gooooobooooooooooooooobooooooobooobooooboOboOoooooDoboo
gobobooooooooooobooooooooooooboooooobooooooobooonoo
gbooooboooooooooooooooobooOooboboOoboOoooooDoooOoo
gooooooo

000000000 0obDOoooDOoooooog Vol.2 No.o1lo 12-22 (Mar. 2009)

34 0O0O0O0OO
PhalDSOO0OOOOOOCODOOOOOCOODOOOOOOOOODOOCODOOOOOODOD
gboooboooboooooboooobooooboooobboooboooOoobooona
gboooboooooboooodooobodboooooooooooboooooobooonoa
gobooooooocobobobooobooooooooooooboobooooboobooDboOoo
oooooobooooooooooboooooooOoooOoobooooOobOOoboOoOoooDbonoa
goooobooooobooooooobooooooobOoboOoboooDOOoDOObOOOOoOoDon
gooooooooboooooobooooooooboOoboOoOoboobOOoOoOOobCOoOooOoDoo
goooobooooooobooooobooOobooooooooooooboobooooooboo
gbooobooobooooobooooOoooboooobooobOoboboOobOoOooOoDOo
gooooooboooooooooobooobooboooboOooboOooOooobooOooboOoboobooo
goobooooobooooooooboooooboobooo
ooooooooooooooooooooobooooooooooooooooooDooon
goooooooooooooooobooooobobooooooooboooobooooooDooboo
goooboooooooooooooooooooooboobooooooobooooooDooboo
gooobooooboooooboooboboooooooooooooooobooooDo
goooooooooboooooobooooooobooo0ooooobo0oooobooDooooboo
gooooobooooooooboooooooobooboooooboooooboooooooDobo
goooooooboooooobooooobooboboOooooobooooooooDoboo
gobooooooooooooo
goooboooooooooooobooooboobooooooooooooooooon
goooooboooboooooooooooboooooobooooooboooooooboooa
gbooobooooooboooodoooobooodoboooooboboooboobOooooDa
goooooooooooooobooboooooboooooooooooobooboOooooboon
goooobooooooooboooooooooooboboOooooooooOoOooooboboo
gobooooooooboocoooooooooOoboOoooOoOoOobOOoOoboboOoboOoOoOoDOoOoDo
goooobooooooooooooooobooooooobooOobobOoOoOObObOOooOoDoboo
goooooooooobooooobooboooboboooooooOoboooboooboOoboOoOoo
goooobooooooobooooooobooOooooOoooobOobooOoooooooooDoboo
gobooooobooooooobooboboooboobooooooboooooDooo

(© 2009 Information Processing Society of Japan



17 O0O000O0O0O0OO0000OOOOO0OO0COOOO0O0COOOOO0O0O

4. O g

4.1 0000
PhalDSO Linux 0000000000 PhalDSOO0OO00O0O0OOOOOOCODOOOOO
ooooooooooobooodoooooooboboOooooobObooOobooDooooboboo
UoooooboooodoonoooD ptraceJ0000O0O0OO0OOOOOOOODOOODOCOO
obobobotooobooooobooobobooouobbptrace 00O OoOoooooooOoOO
goboboboooooooboooboooboobooo0oonn ptrace0 000000000
goooooboooooooooooooboboOoboooobobooOooobooDoOoDbboo
gobooooooobooooobooooooooboboooboOoooOooobooobboOoono
4.2 fork/exec0O0OO
gobooOoooooobooOoonooooDnD ferk00000000O0DO0COOOOOOO
goooooooooooooboooooobooOooOoooooobooooooboooooDobo
gooooooooooooboobooooooooooooboooobooobooooooboo
00000000 fork00000O0DOODOOOODOOOOOOODOOOOODODOO
goobooboooooooboooooooboooooooobooobooooooboooooDoono
goooooooooboooooooboooooooboboooooooooooDobooOoo
ooobuodbooboobg execbdoboobooboobboobobbono
Uddb execOOUOUOODDOUOOOODDOOOODDODODOOODDOOODDOOODDOOOO
4.3 OD0OO0ODOOOOO
PhalDSOOO00O000O00000O00O0O0OOOOOOOOOOO 300000000
gobodoooooobooo 8suoboouoooooboooooaog
e JO0OODOOOODOO
gobooooooobobooooooboooboooobooobboOooooooboboOoooa
ocoooooooOOO IDO0O0OO0000000000O0OoOOoOObDOobOOOIDOOO
oboooboboooon ferk 00000 O0ODOODOOOOODOOOOOOOOOOO
oo
e JOOUOODOOO
gooooooooooooobooooooobooboOooooooOobocoOooooooboo
0000000000000 0000O000O0D0 FSAOODOOOOOOoOoOOoOooo

000000000 0obDOoooDOoooooog Vol.2 No.o1lo 12-22 (Mar. 2009)

- T—Fbv0
Foar—n ) oiaing

Node1 | open@0x080a1602 ...

I—ZD Node2 | fstat@0x080a161c ...
RELTL—L Node3 1630 ...
7z—X :

T

Node1 | write@0x080a3102 ...
Node2 | close@0x080a311d ...
Node3 | _exit@0x080a312a ...

Phase1| A-B
Phase2| A-E

Phase3| G-H \
\b

F0ER0
ETLOID

TaERETIL
F=TI

Model1| PARENT

Node1 | close@ 38 ...
Node2 | getpid@
Node3 | write@ 70 ...

Phase1| A-C
Phase2| D-F
Model2 15 Phase3| G-J

Model3 0x08031237\

08 PhalDSOOOOOOOOOOOOO
Fig.8 Data structure for models in PhalDS.

Node1 |accept@! 12 ...
Node2 | read@
Node3 | write@

e FSAODODODO
gooooooooboooooboooobooooboboboobobobooboOoD
goobooooooooooooooooooooooooboboooDbobobooooD
goooboooodoooooooooooooooooboboooooDoooooooDo
goboooboooooooooo

goboboooooooooboooooooboboooboooboooooooooobooooon

goboodooobooooobodoooboooboooooOobooooOooobooobOOoOobooboOooDoOo

00000000 FSAOOODOOOOOO0O0O00O0O0O0o0o00oooooooooooo

gooobobooooooobooooooobooooboobooo0oooobooboOooooobooboo

oooboooouooooooooooooooboooOooOobooboOooOboOoOooooboo
oboouoboooobooobobooobobodUtferk000OOOoOOoOOOOOOO
goooboboooooooooooooooooobooboOobooooooobcOoooooDon
goooobooooooooooooobooooboooboOoOoOOOOo0oOooooObocOoooooboo
goooobooooooooooooooooobooooobobooooooobooooooDon
0000000000 FSAODOOOODOOOODOOOOOO0O0OODOOOOOOoooooo

(© 2009 Information Processing Society of Japan



18§ ODO00OO0O0O0OO0O0O0O0OoOoOoOoOOoOoO0O0OooOoooooOooObOoO

gooooo
5. [0 u

0000000000000000000000%Y0000000000000000
000000000000000000000000000000000000000000
0000000000000000000000000000000000000%7:19:12
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000

Sekar 000000000000 ODOO0OOOOOOOODOOOOOOOODOOOOOO
00000000000000000000000000000000000000000
00000000000000000000
PhalDSOOO0O0O0O0ODO0O0OOODOOOOODOOODOOODOOOOOOOOODOD
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000
000000000000000000000PhaIDSOO000O00000000O0O0
0000000000000000000000000000000000000000
00000000000000000000000000000000000000000
000000000000000PhIDSOO000000O0O0O0O0OOOOODOOOOOD
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000PhalDSOO0O0O0O0O0O00OOOOOOOOOODOOOOODOOOOOOD
0000000000000000000000000000000000000

6. O O

PhalDSOO0ODOOOO0O0O0OOOOPhalDSOOOOOOOOOOOOOOODODOOO
000000000000D0000C00000000000Intel Celeron DO 3.20 GHzM
768 MB RAMO Ubuntu 7.100 kernel 2.6.220 0000000000000 0O0POPOODO
O Qpopper 4.0.130 Web OO OO Apache 228000000

000000000 0obDOoooDOoooooog Vol.2 No.o1lo 12-22 (Mar. 2009)

6.1 0000000
0000000000000000000000000000000000 Qpopper O
00000100000 USEROPASSOQUITOOOOOO 30700000000000
0000000000000 1000000000Apache 0000000000000 Web
00000000000000000000000000000000000 WebOOO
00000000000000000000Owget 000000000000000000
000000000000000 19526700000000060000000000000
00 40000000000000000000000000C000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
oooooooon

0000000 Qpopper 0 Apache 10 0000000000000 OC00000OO
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
00000000000000000000000000

Qpopper0 Apache 10000000000 0D 100 200000000000000
0000000000 100000000000000000000000000000
00000Sekar 0000000000000 00000000000O0O0O0O0OOOO
00000O0Sekar 00000000000 00000O0O000O0O0DO0O0O0OOOOO
0000000Sekar 000000000000000000000O0O0O0O0O00OOOOO
00000000000000O0O0O0O0O0O0O0O0O0O0OOOOOOOOOOOOOOOOO
0000000000000000000000000000000
0000000000000000000000000000000000000000
0000000C000O00000000000000000O0O0O0O0O0O0OOCOO 0O Feng
00 VtPath0OOOOOO0DO0DO0DO0O0O0O000O0O0O00000Qpopper 00000 80
O000O0Apache 000000 210000000000000Qpopper 00000000
05000Apache 0000000 O0D 13000000000000000000000
00000000000000000000C00000000000000000000
00000O00000000000000000000000000000000000

(© 2009 Information Processing Society of Japan



19 OD00O0O0O000O0O0ooooOooOooOoO0oOooooooooOoOobOoo

01 Qpopper J0OOOOOO
Table 1 Sizes of models for Qpopper.
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Table 2 Sizes of models for Apache.
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0 8 Qpopper 0000 branching factor 000000
Table 3 Branching factors and false positives in the experiment of Qpopper.
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Table 4 Branching factors and false positives in the experiment of Apache.
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