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Security Architecture Establishment and Mobility Management for Information Networks (3B5R : {E&8R%x v b7
— BB EFa VT4 - T—FTVFv—DHILEELEY T4 - IRXTI AV MMCET DHTE)

SRR 20 4E 3 H F R FHIfER| it (1L27)
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KanXit, A )58 T 7 MANET 1S B0 52 % 2 ) 5 4 Mo B 1 AL ) i, W
SO F O - T — N L WIEE TR E L OMEHEMP R A ZER L AR TN L 22, DR X D AR SR HEE
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HEBHARS

To make a balance between security and performance and consider these Table. Research Topics Vs. Security & Performance
two aspects comprehensively, we focus on the fundamental issues of security Research Topics Security Performance
architecture establishment for typical information networks: key management and Ke¥ M;ﬂfﬁgpent Authentication | Low Repository
trust management for MANETSs (Mobile Ad Hoc Networks), and hierarchical or S
access control for group communications on Internet. Meanwhile, we also Tru?;[)r,leaRaNgE?l'Tent More Robust

investigate fast handover scheme for Mobile IPv6 network.

As for key management in MANETS, the main goal is to assure that the source Access Control
. . . L for Group Access Control | Low Overhead
node can obtain the verified public-key of destination node. Trust management for Communications

MANETS is utilized to inhibit misbehaviors of nodes. To assure forward/backward Fast Handover

for Mobile IPv6 Authentication Low Latency

secrecy for group communications, key should be managed efficiently. Finally, the

motivation for designing fast handover for Mobile IPv6 is to reduce the handover
latency.

About our contributions, we firstly propose a localized public-key management scheme (LPM) for MANETS, which can achieve public key
authentication and low certificate repository. Secondly, we propose an objective trust management framework for MANETs, which are more
robust and reliable. Thirdly, we propose a distributed key management scheme (DKMS) in secure group communications, which can achieve
hierarchical access control and low communication overhead. Fourthly, we propose an enhanced fast handover for Mobile IPv6, which can

achieve low latency and node authentication. These contributions have been summarized in the above Table.
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Unified Frameworks for Practical Broadcast Encryption and Public Key Encryption with High Functionalities
(3BER : BOXBUEES & SHEE NFIRIES S N fc S DR ERIRHE BT D HZE)

HISEAR PR 19 4 4 H KE FRRY FHIER ik (P L)
HEEZES avEa—FL¥al) s« eiaE Sl PESE BN O IR % 2 U 7 1 It%Ek v & —Tt%ER

WEDT &2 AT DAL T 2 %% OFEREA & ARSI S 2L L, 2o 27 2 MGG~ 72, E IR
At IZ 1% Blu-ray Disc & HD-DVD D ifilEHERIRS % V2 CBOERING S 235 £, FEERIMfifE b S\,

FhizmXEE

SHETETIEND 2 RE B HELE2 BT 2 % 2 ) 74 R E LT, fEROIS  prrmrrrreye——
ERHT 220 CRATTHD, 2HUb 3 A AR S 25k D 5 Tn s, 7% QE? ,ﬂg

L2, KXy AERICBOLTIE, WOTHLEITHOALD R Y F7—2ZIcBhTE
X9k, EHTHZEE 12DEEROWMIY 2T LS KICEAN R EEL L7267 apion T Dbt een

TR DS N T3, 20T, 20L5 BRSBTS A8, WHOZeES TS 57 B é;ﬁ
T CBRT B HE R EZ A IR 6 4, HERES AT 17— P ¥ 2 7 ARG S WX P

Certificate-less  Keyword-searchable ‘fe;fiﬁ&;
VIR T ) S 7 4 7IRIEIC COMEARRT 2 TH 5. CnEMVIUS, BERRE e
BLUZZRBICE VTS, 20k DBRICHSUL T -y OREMEEZRO I EDREL %5 2. N e S
RO TR ARG S O —Fl LHR B EATE S, Z2ICH, KR DVD v
DF 4 5 VEHEEIOBA & LCHH S h 3 RO A & b 2 o—fiT, Hfos e il
XERWEHIC L VERESH, WRCIASNTEL, Lo, HONARIAIEE2IRES oo
NTwiwv, 207k, Hi L OEEEPSREEEDOHAR 28> & ) &li Tk & ORGEHIREE

Further applications

«Combined functions ~ ~New functions \
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Nobutaka Kawaguchi (1|1 15B&)

Detection of Hit-list Worms based on Propagation Behavior
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