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TosHIYA NAKAJIMA, 1! TETSUYA TzUT2
and TsuyosHar TAKAGI™

The theme of this paper is to achieve fast pairing computation with supersin-
gular elliptic curves over prime field GF(p) where p is greater than or equal to 5.
Fast pairing computation for these curves is possible by using suitably chosen
prime number p. That is, if largest prime factor r of p 4+ 1 has low Hamming
weight then the Miller algorithm runs efficiently, and if p has low Hamming
weight then the Montgomery multiplication inside the Miller algorithm also
runs efficiently. On the other hand, a new attack to discrete logarithm problem
with prime numbers of low Hamming weight has been proposed recently. Thus
it is necessary to find prime numbers that realize both efficient pairing com-
putation and security against the attack. However, no algorithms to find such
prime numbers have been proposed ever. In this paper we propose a search

method to find prime numbers that realize both fast pairing computation for
the curves and security against the new attack (the well-known security condi-
tions regarding bitlength of p and r are also satisfied). With a prime number
found by the method we achieved speeding up of about 22% in computation of
the Miller algorithm as well as security against the new attack.
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(b) y¥* =2 +1; p=—1 (mod 12).
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1: fi<—1, fo—1, T «— P

2: Q«— ¢9(Q)

3:fori=1—2 downto 0 do

4 f1 = L lrr(Q), f2— f3 vr(Q)

5: T« [2]T

6
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if r; = 1 then
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T—T+P
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Algorithm 3 0000000000
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00000000 E1-E4 000000 S1-S3000000 p
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/0000 1-150000000000 pOOO */

1w« 2

2: while w < wmax do

3: 00 w0O!l,000000 0000000
oo0oo00o000 w+—w+10000000 20

4 r000000000C000 30

5: g — W

6: whilels; > 1 do

7 ls>10 00000 E400000000 15 «—1s—1
ooooogoen

8: ls=10 00000 E4000000000000 30

9: V= lp =l — s
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11: o000 s, 000 sO00000O00O0D
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14: w— w+1
15: “Not found” DO DOODOO
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17: for d = 2 to dpaes step 1 do
18:  tmp <« 1000000 2¢,, OO OODODOO
19:  for etmp = |cw/(d+1)] to |cw/(d —1)] step 1 do
20: Yuboung 00000 (11)0
21: if 2¢tmp — Yubound < tmp then
€ < €tmp, IMP < 2€tmp — Yubound
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23: if Uyjp < Vyr then V;, «— Uy
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i e e i i e O o i i o i i o i o i i e i i i i i i
fEff££Fff £EEFFFEFf FEFEEFFF £EFFFEES.
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