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A SMF Steganography Based on Fluctuation of Duration

KoTArRO YaMAMOTO™! and MUNETOSHI ITWAKIRIT?

Steganography is one of technique to conceal messages into usual digital me-
dia, and it makes communication invisible. Our technical proposal would be
able to embed messages into Standard MIDI File (SMF) data stream. How-
ever, the size of embedded data is very small in the conventional technique,
and shortage of the capacity is one of the problems to use our technique as
steganography. In this study, we adopted an adaptive embedding method based
on fluctuation characteristics of the duration for increase of the capacity. The
embedding payload can be improved over two times as large as that of the
conventional method, without deterioration of the sound quality. The exper-
imental results show efficiency of the proposed method for steganography use
rather than conventional techniques.
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Fig.1 Note-message prameters of SMF.
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Table 1 Embedded ratio of the conventional method.

method velocity [%)] event [%]

M 3 5 5 5 -

L 1 1 5 10 -
maximum 3.00 3.58 0.69 0.33 4.01
minimum 0.01 0.01 0.00 0.00 0.04

average 1.51 1.72 0.35 0.17 1.21

02 000000000000000000 [%)
Table 2 Embedded ratio of rhythm-channel watermark [%].

method maximum minimum average
rhythm 6.70 0.13 2.98
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Fig.2 Fluctuation of duration.
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Table 3 Estimated standard deviation of fluctuation after embedding process.

n 1 2 3 4 5 6 7 8
Ay, 0.78 1.87 4.18 8.80 18.04  36.51 73.46 147.36
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Table 4 Alteration of standard deviation by embedding.
M CoverSMF | StegoSMF _ 26 1

o(0) 0 0 g
o(1) 0 0 % 261
o(2) 1.83 1.83 3
o(3) 0 0 g2
o(4) 5.56 4.31 £
o(5) 5.57 4.24 257
o(6) 11.00 8.90
a(7) 14.81 8.00 2.55 L L -
o(8) 8.83 8.87 0 5 10 15 20 25 30
a(9) 25.48 16.11 Processing threshold 7}, [note]
o(10) 31.47 35.33 07 T, 0OODODOOOOOOOOO
o(11) 115.79 72.01 Fig.7 Embedded ratio with processing threshold T},.
o(12) 91.37 65.11
o(13) 191.63 191.63
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Table 5 Embedded ratio of the proposed method (Th = 30).

method event [%] | velocity [%] | proposed [%)]
100 maximum 4.01 3.58 5.55
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Sl average 1.21 1.72 2.57
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Fig.8 Number of note message and embedding payload.
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Table 6 Note availability ratio of the proposed method (7} = 30).

method ratio [%) SD
maximum 100 -
minimum 7.05 -

average 72.7 23.0
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Table 7 Division in SMF generated by music sequencer.

Format type Format O [tick] | Format 1 [tick]

SingerSongWriter Lite 5.0 480 480
XG works Ver.4.07J 480 480
SONAR LE Ver.4.0.1 960 960
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08 00000 SMF
Table 8 Experimental SMF.

Name | MIDI Source | Time [sec] | Size [byte]
C1 RM-C002 464 116,534
C2 RM-C030 243 25,513
J1 RM-J026 214 65,590
J2 RM-J045 265 52,367
P1 RM-P002 219 58,671
P2 RM-PO015 159 64,798

09 OO0 SMFOOO
Table 9 Characteristics of experimental SMF.

instrument
sample note no.
no. name(p-no)
flute(74)
c1 6 oboe(69) 11379
Strings(49)
C2 1 piano(0) 1722
piano(0)
7 9 guitar(32) 4330
alto sax(66)
piano(0)
J2 10 D.guitar(30) 2308
E.bass(35)
E.piano(5)
P1 15 piccolo(73) 2479
lead 1(81)
D.guitar(30)
J2 10 lead 8(88) 5529
synth voice(55)
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010 O0OOooOOoooooooo
Table 10 Embedding capacity of the proposed method.

method | velocity [bit] | proposed [bit]
C1 11,032 42,030
c2 1,051 1,167
J 12,763 19,172
J2 9,964 7,965
P1 10,847 9,112
P2 831 20,621

ABX Double Blind Test Evaluation

Session1 /6 Trial 1 /3

OXiER OXisB
Current v; 16

Start

<1
)

End ) 30

010 00O pPCOOOOOOOOOOO
Fig. 10 Screenshot of evaluation software.
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011 00000 20000
Table 11 X2 test result of the proposed method.

sample | correct [%)] X2 2
C1 44.4 0.556 | 0.456
C2 46.7 0.200 | 0.655
J1 46.7 0.200 | 0.655
J2 46.7 0.200 | 0.655
P1 53.3 0.200 | 0.655
P2 42.2 1.089 0.297

O ATH-PROSVOOOOOOOOO
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