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Keeping archives of the access logs for a computer system is a standard proce-
dure that helps enormously in tracing computer crimes. Records generated using
conventional procedures are vulnerable to alteration by a system operator and thus
can be challenged when presented as evidence in legal proceedings. Moreover, the
need to develop evidence of crimes conflicts with the need to ensure the privacy of
those using the system.

The authors observe that the security requirements for the usage records of a su-
perdistribution system closely resemble those for the access log of a computer system.
They propose a log keeping procedure that takes advantage of this resemblance to
ensure the integrity of the archive and protect it against improper access by the sys-
tem operator. This procedure provides evidence of computer crimes while preserving
the privacy of computer users.
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