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An Anti-Phishing Method by Detecting
Brand Names in Websites
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Abstract Cybercrimes which aim at users’ personal information become a serious threat. One of these crimes
is a phishing attack. Phishing attack may have negative effects on the spread of e-commerce or e-governance.
In recent years, the lure of the phishing skips from emails to other media(ex. Instant Messenger, hyperlink on
attachments to email messages). In this paper, we propose an anti-phishing method. This proposal method
has a function of hijacked brand name detection from websites. This method also has the function of URL
verification by using white list of legitimate web sites. We show the architecture of our method and algorithm
of hijacked brand name detection.
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