2006—CE—87 (8)
2006,712,79

FEEREN LB B
IPSJ SIG Technical Report

HAFSOMEREMECBIF2E1-VRF1v IR

1RHE &
BRELFRF IR ¥ — /A &R

mailto:fkd@is.seisen-u.ac.jp

ME

NAT—F (BHBOHWANFTS) ORMEMRE ZAILEPHE T 2E8R2HRT -DIC3DDHE
Bhtibhiz. LR 1 LEER2 Tld. BERE2 LIF2ERE LT, Hehrd)icgeEhsd
DHRAT 5 & OREMBRICTHES W BRANIISNA PRADHERI N, SO b, oiE
OWRHEZEWETZI B2 —) AT 4w 7 2L LTHWTWBEDTIIRWT BRI NI,
KR 3T, Rkt — ) XF 1w I INEZ SNEHAIC. BERIZIZZENE BRMICHN T
EEZIELKHETE L5020, 2 BRRICIIZDHEDIRRD I EIRENZ,

Heuristics on the estimation of the robustness of password
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Abstract

Three experiments were conducted to explore the estimating process of the robustness of pass-
word. The experiment 1 and experiment 2 showed that there is a cognitive bias that overes-
timates the effect of numeral within the character string to make the password stronger. It
suggested that the evaluation of the difficulty of memorization is not used as heuristics. The
experiment 3 showed the more adequate heuristics is used spontaneously to estimate the robust-

ness of password, if the heuristics is pointed out. However the effect goes out two weeks later.
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