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Abstract IP traceback is a technique to find the true sources of Distributed Denial of Service (DDoS) attack. In
this paper, we focus on Passive Detection Packet (PDP) method of IP traceback. There is a trade-off between the
amount of trace traffic and the time to detect the attacking route with using PDP method. But no analysis is made
vet. We mathatically analyze this trade-off with a model which consider an AS as a node for inter-domain route
re-composition.
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W, p=05x101TH5. &oT, EREENp=05x10""
UTOBER IS ey 7HNFICEL CHER RV LR RES.

4.4.3 BRIPCBTHHEBRBEMREE PSSy 78

ik Jol: £

4.3 DEREN DS, EHIFE G() = 0.8000 ~ 0.999 DHRAOD
BT, EEEE 0S5 x1071E, 15X 107 OBELBT LY
Ry Ny NOREBERYE NV—2 Ny MEIEREE 1.4.3
WRLE.

F4.4.305, EEREE 0.5 x 107" TREDE 0% & Th
51F 30[min] AT, EERER 1.5 x 1071 CEERINE 90%
Ta5IE 30min] ANTHRIBTEBZ LA, HriChok:

4.4.4 HRERL ASBOBMK

BRI, LS p LR G(r) TRIETER ASOH n



F1 p=05x10"1TD G1) KBH SRR B

RO | RIHBE ¢ Heshy ¢
G(t) (p=0.5x10"") (p=15x%x10"%
0.999 4133[sec] (=68[min]) | 1550[sec] (=25[min])
0.990 3072(sec] (=51[min]) | 1147[sec] (=19[min})
0.980 2750[sec] (=46{min)) | 1025{sec] (=17|min])
0.950 2323[sec] (=38{min]) | 867[sec] (=14[min])
0.900 1994[sec] (=33[min)) | 745(sec] (=12[min])
0.850 1798[sec] (=29(min]) | 671[sec] (=11[min]}
0.800 1654(sec] (=27[min]) | 616[sec] (=10{min])
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LOBEBRERT. ZhiE, ROHeA26HONS.

B G(t) = 0.999 T, EERHERE 0.5 x 107* T, B3I
#YO% THA 11D ASETLARETEARANWZI LIRS, —
¥, ERBEEY 15x 107 £ THITH L HIHE 99.9% &K 31
DASTTRHTES. SHOA VX —% v MBI 5EH AS
Bk, iR LAEEDI 5~ 8 CHEEDLYELDABKETE
ASOBICHLTREATHLLVWAS.
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BOENEEREIS, KEFIVTIE Bellovin[1] I8 & > THRE
INEERBEE 0.5 x 10741, KL 80% KK BT 30[min]
AN OB EETHY, 20BE0 My Z&IT 01% I
WABhBZEeRbholz. LML, 7EY INARBDOES
IR 99.9 % TH 5 HATRBREEIC 60[min] EEL, HFHTR
W, —7%, #IC 30[min] ARICR IS AR B REROME,
H3»rsESh, EOMBE. BHHE 99.9% T 1.5 x 1074 TH
Bz rMEHTEE R4kY, ZOBEGO NSy ZHME
0% ICHERNWZ L bR B TEE

& oT, BHER 30[min] ATORHEOL & TR, KHE
99.9% Tp=15x 10! PEHEREETH L2 VWAL, &
ICREEEEERES, PL—a2NnNry hOHEMEBORAN
01% THBEVWIZKEDL LT, BEMERD D L, Lk
124 x 107 DFAEE LV EVRS.

6. Bb D IC

AR T, FRANT v PRI bV — AN 7 HAD IP
FTVay hU-ANY P OERILEENLLT, ZOFROD

EFMALEATRY, HERETREINEESBEORYH L,
BRI VEG T EHREROBEBREHENREL S ZE
47l .

SEDHZET, FHENT Y M FROEF VAL & BB
EHSZ LT, HEREEMOMGE, WAWETERSIATY
LERHEORYM EERLE.

RRLUT, 480K [bit/sec) DXy P U — I HHT, ASE S
DO, Bellovin [1]IC &> TREBE O 2EKHESE 0.5 x 1071
TOT7 R I NARBITRAETHEZ LR Tk, Fk,
B USRHETLERMES .00l EBM5 L, XY NU—-Y b Sbw Y
KB 52 LTHEZNATWRVEMNER 1% ¥ B8R 2
BRO Ao

k&Y, RHEMA 30min) L WOIRET TR ZORE
TRADONV—ANTy b ELERT ZZ LN TELERBSE
15X 1074 M, Foby ZEME 1% EVWIRETFTRZO
WP C O BIE B IT R AV HI SR B AR BREEF 1.24 x 10° M ELE R
ERERL VWA D,

ST, ErSby V7 EAWEREFVORIEEIT R, 4
BREEOELEFELUEHTLVFHEORBICLY, FRAN
By b HROEACEFEEET. &, BEBTERIERRY
MO—IDEFNICODVWTEERL, BNE 1% LY KSR
R I2EBICBIS NSy VIR ZHB ORI HE
D—D2THd.

7. # i

RS EROERRHREOBITICELTEERIA Y M
TR EEZFEARL, ARRELTDICHEY ZHHIHWEA
VR =Xy NIEZBEBOERICEIEHVELET. £, &
MEO—WIEPE 1 4 EEXHRZEAR2HEREHE 5F
WB) TBREEABEA VA —Xy NORHFERICET 2H
K1 (BEBE :13750353) K EoTWE T, ZZICHLTH
BrRkULET.
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