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HTTP Filtering with Rule Based Reverse Transparent Proxy System

Motomu ITO# Yoshihiro BAN and Itsuo HATONO?

Abstract

This paper deals with a rule based reverse transparent proxy system for HTTP

access. To protect the attacks to WWW servers in Kobe University from the outside networks,
we develop a transparent proxy system that consists of two web cache servers for LAN to WAN
and WAN to LAN http access by using a layer 4 switch, respectively. From Dec. 2001, the
developed system has filtered almost http attacks from WAN and no damaged WWW servers
have been found in Kobe University. This result suggests that the system is ffective to

protect WWW servers from the attacks.
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Table 1List of equipments in the trasparent proxy

system.

Equipment namé Product name
Layer 4 Switch | Alteon 180e
Cache Server | CacheFlow6000x2
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Fig. 1 Transparent proxy system in Kobe Univ.

Table 2 Number of filtered Nimda'’s attcks.

Date No. of filtered Nimda’s attacks Filtering rate| Total no. of http access
2002.9.21 1,617,361 51 % 3,181,225
2002.9.22 2,872,865 43 % 6,682,643
2002.9.23 1,476,004 33% 4,469,101
2002.9.24 788,551 45 % 1,742,782
2002.9.25 1,045,134 45 % 2,345,690
2002.9.26 1,169,305 39 % 3,016,361
2002.9.27 751,954 26 % 2,906.555
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Fig. 2 No. of http access from WAN to LAN and filtering rate of Nimda’s attacks.

0 450



研究会Temp 
－45－


goboogoboooboobooogoboooboooa,
O0O0NmdaDOOOOOODOOOOOOO,000
O0O0WebOOOOOOOOOOOOOOOODOO
O00,00WebODOOOOOOOURLOODODOO
O000000000D0.00URLOOCOOO http
goboboobooooburLODOOoOoDOOoOooOO
gboboooboooobobooboo.oobooooo
000000 WebOODOOOOOO WebOODODO
gboboodobooboooogo,obbobooboan
O000000O00OO0ODO.0ooDoOoO,Nimdao O
gobobooobooooboooobboourLobOO
goooooog,0opoboobooboobobob
O0000,000000000WebODOOOOOOO
000000000000 0000. 00 NimdaO
gobogooobooooboobog,ggoo,n
00000 NmdaDOOOOOOO0OODOOOOOO
obooooboobooboboobo.bod
0000000 WAN-LANOOOO WebODOOODO
OooooooburLOoobooooooooooo
ONmdaDOOOOOOOOOOO Table2O0O0O.

Table20 OO OODO,0000000 WebOOO
00000000 NmdaOOOGOOQOOoOOOOOO
O0D000.00NmdaDODODODOOOOOO
O000000,000000WebODOOOOODO
g, 0boboooobobobooboboboon
gobogobooboobboobooboobo
g, ggboobboobooboobboob,b
O0WebOOOOODOOODODDOODOOOOODOOO
gobobooobooboobooboboobogobog.

O0,000000D0000000000 WebOO
gboooobooboobobooboobooonboo
O00,000000000PCOOO Nmdad OO0
gboooboboobooboboobooboobo
gooboooobobooooboboobo.oobo
O00,00N1S[2100000000000000O
gooboooobobo.ogobboooooboo
gboboooboobonsgobgoboboooon
O0000,0000000 WebOOOODODOOO
gbooboboboboooob.ooobobg,
O00O0O00O0WebOOOOOOODODOOOOOO
O000000O0000000000,0000 Web
gbbogbboobuoobboobooboobo
gbooobboooboobooaobboaon.

00000 WebODOOOO NimdaO OO OQOO
0,0000000000000Web00000O0O0O
goooooo,0oboboobboooboob,on
gobboourLOOooboOoOoooooboboOoooo

0 460

gobobobg.

gobooobooboooobo,0boobobogon
gooobobooboooooboboaoboboaog,
2000000000000 0obobboOooOoDbo
goobooboooob.bbooooboooan
gobodgbobooobooboooobooboon
goooooboogd.

O0,000000000 httpOOOODOOOO
goooobooooooooowwwioooooo
gobooboooobooboooobooboon
gooooo

6. 0OOO

ooboooobobooooobooooDg 4d
OO0OWebOOOOOOOODODOOOOODOOO
gboboboboboboboooboooooo
gbodogob,bo-gooubgbobobobaoon
gobodgbbooobuoobooobuooboon
gogobobooboooooboobooo.oboboboon
wwwioooOo 10o0ooooooooooooo
g,0o0gooboooboobooobooboooboon
goboooboboooooooog.

gbobodoboooobooboooooooooo
gobooboooobooboooobooboon
gooooo,wwwiooooobgooooooo
gbooboo,0boboobooboboooooon
O0000D0.000000CERTODDODOOOOOO
goboobooooboobobooobooboon
goboobobooboobooboo.oo,od
goooooooooboboobob,0goooon
goboobooboobobbooooboogoon
goooobooboobooobobog,oobod
goboobgoobobooboobobobooboon
goooooooboboooo.ooooooboe4n
gobogobuoobbuooooboooobooan
ggbooobobooobooobood.

gooo

[1] http://www.squid-cache.org/
[2] http://www.microsoft.com/
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