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Design and Implementation of Packet Selection Processor Based
on Quantity and Contents

Atsushi Takagi Kazuo Katgd  Yoshiaki Katayam& Naohisa Takahashi
Abstract

It is difficult to capture all packets in high-speed network because of increasing packet. If packet capture
system selects capturing packets, it can deal high-speed network. In this paper, we propose a packet
selection processor which selects a packet required for a monitor. It combines filter based packet maching
(based on contents of packet header) and threshold based packet maching (based on quantity of packets).
Thus, it can select the capture-packets which matches specific filter conditions appears in large quantities,
and select the non-capture-pakckets which large quantities packet but mathces specific filter condition. We
also propose slide-multi-table, the way that reduce false negatives (packets quantity is large but system
can’t detect). We simulate our prosessor in software, we obtain our prosessor can detect SYN Flood, one

of the DoS attack.
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KEHEER 2 L7284 013 9 2 false positives)s
i,c< HAAME (X 5(a)) Ik vimnenz s,

1 F
0.8
& 0.6 -
0.4 -
0.2 -

0

6: false negativeg < 41 5 (2
HL7z

Zut Y oBEE 2

B DTy MEREER [k =1 D & &]

4 7: BRI > U — 7 O

5.2 1\ vy FDEIR
WRTH I uvwyY a2 Y 7 =27 TEEL, LT
D 2 FIZHOWTCEHEETT 5.

o 3.1EITHR LI FBMEIC X B BIEOIE DY M
o =X BN A OZBPUFE RT3 2 B
R L 1L, A DEOREN V7 MERREERICENT
FEETENERTETHY, UTFTOLIITEHETS.

R /\:7 {f%ﬁ%‘@%“i )
=X BALEERIADO AL B

52.1 EEBIRE

ERAy N7 OB 7 O#EY. RNy b
I RhT v ”VxFL—4 (Anritsu MD1230A[7]) &
Ny REEAPCEHWTARL, FREIREET 0
Yo B REET AZEMN PCTRET S, HMEH, 2
A PCOBREIIIE 2R T. £/, *y hU—21%
1000Base-T Ethernet i fi L 7-.

ARFEBRTIE, @HEDONT & v 712 DOSEIEED /7 v
M EIRAZEZGAIL, DOSKEDO 7y R EN
FPATEIRTE=0nEa R, @O M Ty 7 &L
T, MAWI[S] TABISA TS FT kv F—4%
NetPoke [9]i & ¥ FZBRH PC2H %5 L7z. £7- DoS
WL LT, hoey szl —&05 SYN Flood
PREBEL Ny FERE L.

EEBROAT v TIIUTOHEY THD.
STEP-1 EBRPC L7t v B INGAN % 52 5
STEP-2 4w hP xR L —& LFEH PC T/ v

FEixEL, ZEMPCTRETS

STEP-3 ##E 7 ut v ¥y M &EiRT 5

01010
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# 2: B H PCERBE

oS RedHat Linux 7.3
MotherBoad | Supermicro X5DPE-G2
CPU Intel Xeon 2.4MHz x 2
Memory 3 GBytes
. Maxtor DiamondMax16 80GBH|
Hard Disk | x1a /133 x 2

# 3 FERIFISEE L X r v b

EE Ty FR[EEE ][ EE R [s]]EE %K [H/s]
SYN Flood 424,67 900 4719
W FTevr | 4,246,775 900 4,718.6
&Rt 4,671,452 — 5,190.5

STEP-4 E D 3y k& RT3 U7z 2 % GF
T5

5.2.2 EBRRA/NTv b+
EERIFIZEHE LTe Ty NMIaR 3I1TRT. @F b
Zbv7 LT, MAWI @ samplepoint-BZ3515 % 8
A 25H (14:00~14:15® 1545f) ©F —% %M
L7z, F7-8ISYNFlood: LT, TCPSYN” Z 7
By b&1E LTy MEREDSE TRICH L
cZ 7 4y 7 D 10%DETEITEE L.

5.2.3 EBRTHUW-EREHE

AREBRCTHA L7237y MERGMFE R 41277
JRIEDFMOD 7=, T =& BAIERTIE 0.1~50[s] DR
D6 ODEEEHA L. =—FEEMIEI, FEMH
WX DRI SE, @F T 7 47 OR35S
RICBIT D 1BHT-0 D7y NEOFEEETH 5,
471.2[[E/s] 2~ 6 PE LT-.

BEVAT LTRIT 4 TR ZEATH 120, AT
A4 PG EEEZERL, 2—VHREERE 7, D 34 %
Tut vy OMET, & LTHEA L.

524 ZFERER

FERIZ L > TEONEZK Ny FOBREEE S
Y. #ELD, ETOHEITBW TR L= N7 v
k> 99%LL 1% SYN Flood D 347 v k&) f5 L
729, SYNFloodD@&EIRIZKHI L TWB LWz b, Z
Nk, FERECLBEr ORETDHIERHD Z L
MWRENT-. BF N T b o7 BB THERIRL TOB,
FHR L=y 2BE LERR, iy v =i
DEZENZ L DRRETH D Z X mnoTz.

O =X HEALEFRE A OBIR N, o RIS
5 IRFE DFE R 2R, AW 5[S] LLEDEAITIE, R
¥ (% 200,0000#) 2% L CTRREN/NE W, T7hbb
A DEZEZVESETHRRA Y NI EA L
AL LN ENymo iz,

6 HhHYIZ

NE EBEICES S ANy v FOBIREEBLT 5720
DOy MBRT ety Y EIRE L. BEFEOHEI
S BA TR E 72 % false negativeg Hiljgi 32 %
TA FREEHERAZRE L. GHMEE LT, £
T4 RS EHEER O HOLEIZET 2 TR
fliz47\Vy, 274 FZEFHLEK I false positivesD
HIIC S B 2 RET A Z 2ox LT, $£77, R 7
tyHEY T My T TERL, FHIZERRIZL Y SYN
Flood BAER TE B Z L &/RL, ZOFEBRIZTBWTR
D2RERTILICEY, #ETaky D250
NI A=K 1, NN ESICRETE DI a5
L7=.

o FEISH IRy N —27 D NT b w7 THSNTH

ELT /A DEXPENTH S

F A4 TR L 7o@ IR
(@) Th.cOEFE

E= FEfL | 2 —JFEE| 7 0 v FRE
W ALS]|BIE oo [M8] | B o [fH]
0.1 a7 35
05 236 177
10 471 353
50 2,356 1,767
10.0 4712 3,534
50.0 23,559 17,669

(b) 7 4+ VX DIEFE
FID 51 T a v

1 [SrcIP ANY & SYN flag
# 5. = F HARH A OBUEME S @R L2 T v MK

W-A

A[s] || #a% 8] | &% [fH] | SYN[E] | SYN #14 [%]
0.1 338,678 510[338,678 99.85
0.5 || 240,186 94|240,092 99.99
1.0 || 228,164 441228,12(Q 99.98
5.0 || 215,911 38(215,882 99.99
10.0 || 213,333 32(213,333 99.99
50.0 || 202,691 28|202,663 99.99

EH @% N7 7 427 SYN: SYN Flood
7% 61 F =X BOLREH] A ORKE
REALER
246,465.0(
23,944.0(
3,059.5(

509.80
266.75

o ADMEELZVIL S THERIN A MIIRIT L
AMEBL LWL D72 A DEIERH 5
IO DFRERIIFFED N T v v 71Tk DM R
55N bDOTHALDT, MOFFHE T by 711D
WTCTOERNDLETHD.

BIE, ET o o2 HE LI GhEXIGD TR »
KT =2 LB —T 2 AR— FOBSETTH T
5. 5% aeydonn—RuoT b, iRy
U —27 TCORIRBIEOFMZHED L TETHD. F
=, SERRELTEATA FREEHERICBIT TR
H7REHh e, T—7 a2 =B IS LB 02
1THTETHS.
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