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Proposal on the Peer-to-Peer Traffic Detection Assistance Model Using the
Traffic Activity Visualization

Satoshi Togawa®, Kazuhide Kanenishi** and Yoneo Yano***

*Graduate School of Engineering, University of Tokushima
**Center for Advanced |nformation Technology, University of Tokushima
“*Faculty of Engineering, University of Tokushima

Abstract: In thisresearch, we have proposed the assistance model for peer-to-peer traffic detection. Recently, an
illegal file has been exchanged with peer-to-peer file exchange software. Thesefiles are extracted from music CD
and DVD. Most files do not obtain the copyright person’s approval and are open to the public. Neither enterprise
nor the Campus Network user of the university must acquire these files from the problem in morality. However,
theillegal fileis actually acquired via Campus Network. The network administrator should observe the users
peer-to-peer communication.

In this paper, first of al, We explain a problem of peer-to-peer file exchange system. Next, we explain the
proposal on the peer-to-peer traffic detection assistance model. Finally, we conclude it.

P2POOOODOO0ODOOOOOOOOOOOOO

1 0000

Peer-to-Per0P2PO 0000 O0OOODOODOOO
gooboobooooboboobobgoobooooon
O0WIinMX[1] O Winny[2]OKaZzaA[3| OO O OO
goobooboobooboboobobgooooooon
gooooooobbobbbioooooooogo
ooboooooboooobooobobboooog
gooooooobbobbbioooooooogo
gooooboboboobobobouoooo
gooboobobooboboobobobooooon
goad

gboobboobooobooboobobooon
00oo0ooooo cbooooooooooon
DvDOOOOO0OO0OO0OO0OUODoOOoOooooDoO
gogobbooobbooobooobobooon
gooobooboboobobobooobooboobo
gogobboobbboobbooobobboon
goobooboooooo

000000000 WinnyOOOOOOOOOO
goobbooobboobbooobbooon
O000O0OWinnyOOOOOOOOOoooooo
goobbooobbooobooobobboon

0 190


研究会Temp 
社団法人 情報処理学会　研究報告IPSJ SIG Technical Report

研究会Temp 
2003－DSM－31　　（4）

研究会Temp 
2003／11／26

研究会Temp 
－19－


OWnnyOOOOOOOOOOOOooOoooooo
gooooooobbobobboooooooog
ooboooooooo
goooobboooooooooooooooon
gooooboboboobobobooooooo
Ooopoooooo cbooooooooooon
MPEG-1/Audio Layer30MP30 [4 DD OO0OO0OO0OO
OCOOD0DOAnonymous FTPOODOOOOOOODO
gooooooobbobobboooooooog
gooo-obgobobobobooboobooo
PPOO0OOCDOO-0DO0OO0ODOOOODO
gooobobobooboboboooooo
godobooobobooobboooboboooboo
gooobobobooboboboooooo
godobooobobooobboobobooooboo
gooooooobbobobboooooooog
O0000o00oooo PPOOCOOODOOOO
ooobooobobooobboobobboooboo
gooooooooboboobbooooooooo
gdbobooobobooobboobobboooboo
goad
goooo0o-000ooobbbooooboboo
gooooooobboboobboooooooog
gooooooobbboobboooooooogd
gooboooboboobobo-oboobobooboboo
0ooooooooooooooD IPOOOOOO
odooooobbooobboobobboooboo
godooooogoooo
000 PPOOOCOOOOOOOOOOOOODO
ooobooobobooobbooboboooboo
oooooooIiPODOOODOOOOOOOOO
d0000O0OO0O0O0OU0ooooooooogg Winny
gogooooobbobooboooooogooog
Ooopooono TCPOOUODOOUODODOOOOODO
gooooooobbobobboooooooog
goooooooooooo
000oooooooooooo P2POOODODO
gooooobooboobbobooooooooog
0000 PRPOOOOCOODOOODOOODOODO
O00000ooooooooo P2PODOOCOOOO
0000 P2POOODODOOOOOOODOOOOOO
oopbooobooon
O0P2PO0O0O0OODOO0OOOODOO Snort[5]

000000 o00oooaointrusion Detection Sys-
temDSO OO0 O0OO0O0O0OO Snort00OQdonO
gbooobooboobuoobooboboogoo
0o000o0o0 PPOODODOOOOODOOOCDOOOO
godoboboooboobooboooboooooon
goobobooobboobobuooobobooon
OPPOOCOODOOOOOOOODOOOOOO
gooboooboboboobobbooobobboon
godobooooooooooooooooooon
0oDo PPODOOCOODOOOOOOODOO

ooDoooooolibsoooooooooon
goobooooooooooooouoooooon
goobobooobobooobbooobobooon
goooboooooooooouooooooooon
gobooooboobooon

gooobooboooouoooooobooog
OPPOOODOOOODOODOOODOOOCOOOO
goobboooboboobobbooobobooon
gooboooooooooouooooooooon
goobobooobobooobboooboboboon
gooooooooooooooooooooon
gooobooboobuoooobooboooo
gooooboooooobooooooooooobooa
gdoobooooooouoooooouoooooon
gooooobooboboooo

00O00DO0DOo200 P2POOOOOOOOOO
00o0Do0oo300000000000000n
Jdd0o0oooDO0o0o00oDood40000000
goobboooboboobobbooobobooon
oosSoo00o0ood

2 P2PO0ODOOODODOOODO

21 P2POOOOOOOOOOO

00000 PPOOOOOOOOOOOOO 20
oooooo0o

Hybrid 0O O 10 HybridO P2POOO0OOD0
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
00000000000000000000000
0000000000 PPOOOOOOOOOOO

g 200


研究会Temp 
－20－


central server

client ———

PR—

0 1: HybridD P2POOOODO

servant

I
o

02 Pued P2POOOCOO

0000000 HybidOOOOODOOOOOO
coooooooood

Pured0O O 20 Pured P2PODOOOOODODO
Pue0 00000 O0O0OOO0OODOOOOOOODO
coboooooooooooooooooooon
oobooooooooooooobooooooon
cobbooooooooooOoooobooooooon
ooboO0ooooooooboooboooooooon
coboooooooooooooooooooon
coboOdoooooooOoobOOoOobooooocooon

0210

O00o0ooO0o0oooo0ooooooooo PPOO
oboooobooooooooooboooDbooDo
gooo

Hybrid O P2POO0OO0DO0O00O0ODO0O0O00O0O
0000000000 0Napster O WinMX 000
O0D00O0O0Pued P2POODOOOODOOOO
00000000000 00Gnhutela6] O WinnyD
Freenet[7] 000000
22 Pured P2POOOODOOOOOO0

000000 Pured P2POOOOOOOOO0O
000000 WinnyDOOOOOODOOO0O000
O00O0O0Pued PPOOOOOOOOODOOO
00000000000 400000000000
000000000
221 000000000000

0000000000000 P2POOOOOO
00000000000000000000P2PO
00000000000000000000000
0000000000000000000O00O00
00000000000000 IPO0OODOOO0
0o000000000000000O0O0O0O0O0
0000000000O0WinnyDOOO0OO00oO0o
0o00000000000000000O0O000
000000000000000000IPOO0
00000000000000000000

0000000000000000O000O0O00
0000000000000000 20030000
000000000000000000O0O00O00
0000000 IPOOOOODOOOOOOO0
00000000000000000000000
ooo00O000000000000000000
0000000000000000000000 2
04000000000000000000

0000000000000000000000
000 IPO00OOODODDO000O0 10000
222 000000

00000000000000000000000
000000000000 204000000000
00000000000000000000000
000000000000000000000O00
00000000000000000000000
00000000000000000000000


研究会Temp 
－21－


01000000000000000000000000

000 IPOOOOD |00O0TCPOOO | OO IPOOOO |00 TCPOODO
aaabbb.114.10 1565 ccc.45.178.161 20008
aaabbb.114.10 1566 ddd.111.97.41 3768
aaabbb.114.10 1567 eee.187.56.93 1826
aaabbb.114.10 1568 fff.145.49.71 1511
aaabbb.114.10 1569 000.164.131.58 7700
aaabbb.114.10 1570 hhh.228.180.73 31528
aaabbb.114.10 1571 iii.124.29.240 7667
aaabbb.114.10 1572 jij.213.133.144 9119
aaabbb.114.10 1573 kkk.127.236.73 7743
aaabbb.114.10 1574 111.111.106.118 12036
aaabbb.114.10 1575 mmm.107.244.165 7410
aaabbb.114.10 1576 nnn.110.154.21 24646
aaabbb.114.10 1577 000.199.8.124 4000

oobooobooooooooobooooooooon
cobboooooooooooooocooooon
oooooooooog

223 0O0O0OO0O0OO
gbooooooooooooooocoooooon
oobooooooooobooooooooooon
coboooooooooooooocooogooon
oooooono

224 0OOO0O0OO
gooooooooooooooooooboooon
O0000000WinnyO 10000000000
cobbooooooooooooboocooogoon
oooooooooooboObooobOooooboD
cobbooooooooOooOobooboooooOooon
ooboOOooooooooobooooobooooooon
cobboooooooooooooocooogooon
coooooooood

23 000O0DOOOOODOOOODOO
uboobOoooobooboobOoocooooooon
oooooooIPOCOOOOOOOOOOOOO
cobboooooooooboooboooooooon
O0000o0o00ooOO0oooooooooo P2PODO
oooooooboooobooono

Hybrid O P2PO0OCOOO0OOOOOOOOOO
ooboOOooooooooobooobooooooon
cobOoooooOooOooocoOOOoOoooOOoOoOooon

0000000000000 000000OHybrid
OPPOCOOOOOOOOOOOOOOOOOOO
goobobooobboobbooobbooon
goooboobobobobobooobooooono
gooogoo

PueD PPPOOOOOODOOOOODOOODOO
000000 0OPured PPPOOOOOODOODOCOO
00000o0oO0oooOoOoooODOO P2POOOOO
O00o0oOoCoC0 1000000 oo PPOOCOO
00000000000 00ooo0O00 Freenet O
WinnyOOOOOOOOoooOoooooooooo
gooobooboobobobobooobooooono
ugno

3 0D0OO00ODoO

2000 P2POODOOOOOOOOOOOODOO
O0oOP2PODO00O0OOOOOOO HybridO OPure
obooooboooooooooooooDbooDo
Pured P2POOOOCOOO0OOODOOOODOOO
gboobooooboobooboooboooooobooon
oooOoOoPPOOOOOOOODOOOOOOOO
oooDo
31 00OoOooopooo

2300000000PPOOOOOOOODOO
gboooooooooooooooboooDboOoDo
ooooo0o00O000 Pured P2POOOOODO

220


研究会Temp 
－22－


D—/g\\
D By T

H

NSTAYETIVER ey
Ll UL e i

XEVAT LA

52 0v 1R
AR

BEES)
RS EEE
S

030000000

oobooooooooobooboooooooon
coboooooboocoobooooobooo
OoooOooOoooooPPOOODOOOOO
0o0o0o00o0ooooooIPO0OO0OOOOOOO
ooboOooooooooboooboooooooon
tooO0oO0-0boooboboobobcoooobooon
coboooooooooooooooooooon
Ooooooo IpPOOODOODOOOOOOODOOO
cobboooooooooooooooooooon
ooooooo
IPOO0OOD XO0OOOODOOOOYoOoOOoOo
OO0 IPOOOODOOOOOOOOOOOOOO
oobooOobooooooobooboooooooon
coboobooooooo-ooboOoooooooao
ocoobooboboobooobobooboooobooobooon
coooocoooooooboocooo
ooooOoDoDoOooooooooooOooIPO
coboooOooooobooooobooooooon
cobboooooooooooooooooooaon
ooboOooooooooboooboooooooon
cobbooooooooooooboooooooon
oobooooooooobooobooooooon
cobooOoooboocoobooooooa
0300000000000opooooooDoooo
cooooooooooooboboooobooon
000000000000 Layer20000000
oobbooooooooooobooobooooooon
cobbooooooooooOooooooooooon
ooboOoooooooooboooboooooboooon
cooboobobOooOoooocooboobOonooon
cobbooobooooooOooboOoobooooocooon

0 230

oooooooooOOoOOoUoUoOooOo IPOCOOOO
goobbooobbooobooobobooon
gboobobooooooooboobobooo
gobobooobbooobboobbooon
goobboobobboobbooobobooon
goooooboobobobobooobobooono
goobboobobboobbooobobooon
gboobobooooooooooon

4 JODODOOODOOO

41 DO0O0OO0OO0OOOOOOO

oobooooooooooooooboooboooo
ubooooboooooooooooooboocoonon
oobooooboo

gooogoo
gooooooo
goooooo
goooobobooooog
goooobobo

ok~ w D

ooooooopoooIPOOODOOOOOO
00000 IPOOOOOOOOODOODOOODO
ooooobDoooooobooooboooDbooDo
uboooobOoooocoboooooooboocoonon
gooogoo

nO0000 IPOOOOOmOO00O IPOOODOO
goboooooOoooooocooboOoOoooooag

All A12 Aln

, A21 A22 A2n
A= . : : @

Aml Amz Am'n,

gobobooobobooobboobbooon
gooooobooboboboboooboobooDo
goobbooobbooobooobobooon
gooogo

z,y0ODOOOD0OOOO0O0O0DOOO0OODOOO0O0
goobboobobboobbooobbooon
gooogoo

Bll Blz Bly
B21 Bzz e B2y

A= | . . @
Bml Bmz Bmy


研究会Temp 
－23－


oboooooobooocobOob0ebDOOOODO
goooooOoOooObOOOOOODODOODODOO
coooooobocooooono

B = {a,b} ©)

gopopooooooooooooooo IiPOO
gooboooooobobobobgoobooooon
gdddooooooobobooboo
42 OJO00ODOODODOODOO

oooooooooo 410000000000
goobooooooboboobooboobooooon
goooooobbobbbbooooooooogo
goooobooboobboobooboooo
gooboooooobobobobgooooooon
gooooooo

Kohonen 0 OO0OO0OO0OO0OO0OO0OODODOOOOOO
(Self-Organizing Map:SOM) 0 020000000
goobooooooboboboobgoobooooon
cooosOMO0OO0oOOoOoOoOoooOoooooo
gooooooobbobbbioooooooogo
oboooooood

goooobbobboobooooooooooo
gbooooooooboobobooooooo

5 000

oboooobooooooocobooooooon
00000 PPOOODOOODODOOOODOOOOO
000000 PPOOOOOOOOOOOOOOO
ocooboobobOobDOoooooobobOoDboon
cobboooooooooooooocooogooon
OpPPOOODOOOOOODOOODOOOODOO
O0000ooOoOo PPOOODOOODODOOOODOO
cobobooooooooOooOoboooooooooon
ooboOooooooooobooobooooooon
coboOoooooooOooOboOoboocoOooOooon
ooboOooooooooobooobooooooon
oooood

ubooooooooooboocooboooooooon
ooooooobobooooooobooooDo

gooon

[1] WinMX Web Site,
http://www.winmx.com/

[2] Winny Web Site,
http://www.geocities.co.jp/SiliconValley/2949/

[3] KazaA Web Site,
http://www.kazaa.com/

[4] Moving Picture Experts Group(MPEG) Web
Site,
http://www.chiariglione.org/mpeg/index.htm

[5] Snort Web Site,
http://www.snort.org/

[6] GnutellaWeb Site,
http://www.gnutella.com/

[7] Freenet Web Site,
http://freenetproject.org/
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