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A Secured Autonomous Bootstrap Mechanism for Control Networks

MASAHIRO IsHIYAMA,t KENICHI KAMADA,t SHOICHI SAKANE,tt
NoBUO OKABEf and ATSUSHI INOUE?

Control networks are expected to employ the Internet Protocol, and a huge number of
nodes such as sensors and switches will be connected. In this case, there are several issues
such as a configuration cost and security. In this paper, we propose an autonomous bootstrap
mechanism for nodes in control networks. Our mechanism introduces a server that manages
configuration information of each node. It also provides a protocol that enables a node to
discover the server autonomously. Our mechanism provides security by using Kerberos and
IPsec. We also show that a node only needs a key for Kerberos and its identifier on its boot-
strap, and thus that indicates this mechanism reduces a bootstrap cost of control networks
that accommodate a great number of nodes.
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