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Abstract Recently, Denial of Service (DoS) Attacks become serious problems. In order to protect DoS Attacks, various kinds
of IP traceback methods have been proposed to find the attacking host. Usual studies in this field are mostly the theoretical
analysis or the simple simulation based on probability computation. In this paper, we focus on ICMP traceback and develop
the simulation method by improving the commercial network simulator code “OPNET”. The effectiveness of this method is
verified when it is applied to both models of serial network and tree-structural network.
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