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Abstract In network security, it is very important to detect a security incident such as scanning activity, which often is a
precursor to a DoS attack. We have developed a network monitoring system whose sensors are deployed at the endpoints of a
network. To provide an understanding of the monitored network traffic, we classify various events by parameters observed
from packets comprising a given event. For example, we use the At between packets, the number of unique source IPs,
destination IPs as well as source and destination ports. In addition we also determine whether or not multiple
source/destination IPs/ports occur in a sequence or appear randomly. Using this method we are able to quickly divide events
into two primary classes, known events for which pre-defined actions may be taken and/or warnings issued and, suspicious
events that may or may not be hostile but in ether case require further analysis.
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