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Abstract LAN access control systems are often used at many organizations such as universities, to provide net-
work accessibility to both insiders and guest users. However, most of existing LAN access control systems have some
problems such that guest users can access services restricted to insiders. In this paper, we propose a LAN access
control system to protect restricted services from guest users, without modifying any existing servers by applying
NAT function conditionally. According to a field testing, the proposed system has been confirmed to be effective
and practical.
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