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Abstract It is important to monitor routing protocols for stable operation of IP networks. In this paper, we
focus on OSPF, a widely deployed intra-domain routing protocol. Routers running OSPF advertise their link states
on Link State Advertisements (LSAs) to the network, so the location of OSPF failures on the IP network can be
detected by monitoring LSAs. However,in order to identify OSPF failures correctly, it is necessary to consider the
association of multiple flooded LSAs when OSPF failures occurred and LSA delay. In this paper, we propose a
method of OSPF failure identification based on LSA flooding analysis taking these aspects into account.
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2006/08/18 11:18:20 Failure: Router failure R4, Confirm

®7 REREDS DR

AN N1HSYBTENIZT LZRML T, R1 & R4 % Attached
Router 7 4—)VE DBy b 7—% LSA #ILT 5.
LSA SRR TTh 5D LSA #ERIL 12188, Chol3ks
R LSA THHOT_EHOMEEERITS. TOKR, V—
2 Rl & R4 TL—2REEBNREL L LRETESLDT, %Ki
HEEL 1= ProP U v JRHERRL, N—SBBREREET
5, sl 7T, BREEEMFR ST 3 70 BT
Oy ERLTVWEY, SSERAOBEAIR, HERROMHDOBZT
LI EIBNS.

6.3 BEL—4TORKHE

6 ICBWVWT, —% Rl L R3 CRBHCGEDREL L
T3, CORYYIXDVERMLU B —2, LSARHE
FLTEHTS. @eic, FRELSREL B0 Y 2 RERE
R BRXY TRLIEV Y JREBEREhIEY I2KT. C
TTC, R1 & RIDMDYY HZIZDNT, SOV VICETS
LSA BEHENZWDT, TOUV IR EREEETVHRLE
HEhs. TOREHRKFETE R & R TL—2BHSR
EURLRSEERT, HBDPtoP UV 7L SV Yy b
FvhI—=2 Yy SEMEBEL L HETS. R1 & RIVE
FANC ILHAL 12)—4% LSA O age h® MaxAge L%k 35X T D
LSA RT3/, ZTOHKRETIE Rl & RIOMDOY
JREETVWBLRBMEINS. TDLSA IR, ageH MaxAge
LiBLHiREN, ZTOHRRL L RICHELT, Z0OVUV Y
DNETHRENZOTL—2BENREL - EREENS. K
g iz nPsoEENEa HhRlERT. FHTE, L—%F
R1 & R3IKCHT S LSALBRIEATH BN —2MGFLEEE
hBET, W46 Fhh>TH3.

COMERRRTZ—AREL LT, V—2BEFECELT
HBLRVEERETRLIEILOND, PR, H3—
RHEDVIDSE XNLUED Y VY IHBIRRENIIBE, £
DN —RTL—RBENREL I LRHETS.

.06 ¥

FHTIR, BEREMILESH 3HED LSA OREES
LSA DERERL 7z, LSA DIEHYZ— A &% OSPF
R FEERERL 2. RRRTFHeREL, ERRHET
L 78RR RL 2. AF % OSPF BEBMEEREEIC M
HRApT LR LD, BEFEORISAFTER5E IP Xy
b U= S OYRAITBAGHICERT ES. SHRBHRL—4
TR MRS R AL 7= S A O BERHE /7 B O B,

X Higguoo

8 Rl & R3 TRRICRESREL BAD YUY FRIE

2006/08/17 11:07:24 Failure: PtoP link failuro R4 -> R3
2008/08/17 11:07:24 Failure: PtoP link failure R2 -> R1
2006/08/17 11:07:47 Failura: Transit network link failure N1 —> R1
2006/08/17 11:07:47 Failure: PtoP link failure R7 -> R1
2008/08/17 11:07:51 Failure: PtoP link failure R -> R3
2008/08/17 11:07:55 Failure: PtoP link failure R5 -> R1
2006/08/17 11:07:55 Failure: Transit network link failure N1 => R3
2008/08/17 11:07:65 Failure: PtoP link failure R11 -> R3
2008/08/17 11:54:08 Clear: PtoP link failure R2 -> Rt
2006/08/17 11:54:08 Clear: PtoP link failure R7 ~> Rl
2006/08/17 11:54:08 Clear: PtoP link failure R5 -> Ri
2006/08/17 11:54:08 Clear: Transit network fink failure N1 -> R1
2008/08/17 11:54:08 Failure: Router failure R1, Confirm
2006/08/17 11:54:08 Cloar: PtoP link failuro R4 -> R3
2006/08/17 11:54:08 Cloar: PtoP link failure R9 -> R3
2008/08/17 11:54:08 Cloar: PtoP link failure R11 ~> R3
2006/08/17 11:54:08 Cloar: Transit nstwork link failura N1 > R3
2006/08/17 11:54:08 Failure: Router failuro R3, Confirm
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