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Abstract This paper analyzed the relationship between the change of AS-path length and Flow Data, and ana-
lyzed the distribution of subject that a certain organization is communicating. It is expected that the route should
be improved and will be needed for future by obtaining BGP routing information. We used the collected BGP
tables stored in Hard Disk and communication data passed through BGP tabled, and analyzed correlation between
AS path length and flow QGPOP which has its own AS. We wanted to find the distribution of BGP neighbors of
Kyushu university by analizing collected Flow Data.
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MTH&CBEHENTED, ASBfiNcHHILTHHTICL
T, v hI—JDOBBEBBICLTVS. BifE, AS DU 2
F2EBA, EoCMEAMICHS. BBELTOWEWY ASICRR

FESEERITSIBE, D AS Ay FehilT BT LT,
BRD AS X TOBERT> T3, COk®, WEEZITS AS
O, Db, BEEKIC K-> THERERIRERSIISC
Lickb, 2y I EREEERIRO—DDERE K- T
Wa. Zoxy MI—2EERERY, RENLBRO—DEL
TASRARLWI DSBS, REAVE—~2 v LD AS
HOEBBEIFH L LTRIAEH T3 BGP (Border Gateway
Protocol) &3 70 b TR, AS RAENEWREBEE
SEERNCGBIRT B K3 IKA-o TS, LrL, AS/SAROE:
BREBRTZLVW-TE, ASHREOBVLEBERULANEEL
RONETESER LMBIRTET, WROWWERHIENT
bUTVBLIRBEAEY. LU, 2y bI—IARETEHE
LT AS MICH LW BRSPS, $TH AS OHBIC X - TRVARE
MEREThOIE, ZORBETET 3EED AS RZARIEL
5. ERITIR, 12—y EOBRBIIOTLH, #
BRicA > a—% v P EERFINBERFICNLTEDL S g%
BELTWBONEFENTS. ChiZSBOA > E2—Xv Ml
ReBWTERRIMREEVES. 2, AVE—Xy Mk
BiL TV ALTOERRR Y M-I RICHEERE#1T-T
WADI TRV, FIAEAMKETIE, BFOKRERLZHMD
HAINEAORZELRIBLBEENIRETHTVEESS. D% b,
FEIGEEHFOSHICREYNSHZLEX N3, Z2CT,
FRX TR, RISV E—-2 FEEHNTVWZ 70—
BHRERFT L, AS AR LOFBMFEPHEDERD 2/HR
PR T BT LT, SHBOAM U E—2y MBRCEREF— 4
ZUURT 5.

RN TR, B2 HICHOT AS HOEBEHRT AS AR,
BRUA Y E—%v MEBRICOWTORARRRS. B3
T, EHEORFFEEBRR, DX S FfZEDTHL
OhEBATS. ZUT, WA4BTR, BB LIRRIC
HI2, AS SRR LT~ L OFPBERIC DOV TOHESE
1795, B RTEMEDOE L LSHOBIC DN THERS.

2. AVE—RyMN—F4Y

2.1 AS & AS HOEREHIE

BHE, A VF—X v MoEBEKEROFRA FMEREhTy
2%, ThEEEY37-»ic AS[1] (Autonomous System) &
WS BMUNFIREhTVS. AS ki, HEORY —R[LU
BHTIBEINTWEIN—ERZXy N T—JDRE{DOT L TH
3. AVE—2v FTE, ASB{LCHFLTHEETSILT,
2y b7 DEEEBRRBICL TS, ASIKR, ZhFTho
AS Z—TRUCERIT 7= ASHEES LS 16bit DFHIFHE
HYTENRTS. ASRIP 7 FLRIE RIR(Region Internet
Registry) %> NIR(National Internet Registry) 72 EMEEL T
BY, 1=—2kx ASBIMRR, HRATHhTVS, i, %
NFhOBELIFEL TV 150D AS R IP 7 FLADHH
IZDWTIE WHOIS F—#~N—X 2813 L THM KR

1 AS &A v &—2w b LOKERBIE
Fig.1 AS and Internet routing

RPBIULNTEB2]~[6). TTT, 18— FE—DD
BXXIP Xy b O—S LRI FPE, A1V 8—2 v FESBO
ASDREBKRLEZ DI LN TES (1). £IT, ASHE AS
MOBREHIHES, BT sC LT, v FU—20ORKE
HHOm LY, FEOYRLEZE>TWS. A1V F—2v D
FERRHENE, AS ICHBITBAZREMIIN L AS RN It 2 ARREMIED
D2 DTARTE, AS ADRKEHIENETS Yo bal% IGP
(Interior Gateway Protocol) , AS D&% EGP (Ex-
terior Gateway Protocol) AWEXR, IGP icid, OSPF (Open
Shortest Path First), RIP (Routing Information Protocol),
Is-Is (Intermediate System-toOIntermediate System) %k &4
$%. —#, EGPictd, BGP (Border Gateway Protocol) At
$%. BRETIE, EGP Tit, BGP4[7),[8 £S5 Yo ko
MR RS T 5.

BGP &, AS MOZBRMEETRTI DT raLT
»%. BGP ORBBAHCIT, RIC/T v P RIEETNEL—
FDT FLAR, 5ukicBBT3ETICRH LI ASBSOY
A+ (ASRR) HEENTHY, FH AS SRAEDENLD
EREL—bELTHATS. £/, BGP iZid/SAEHELRE
ENZNRRACHT AN ESENTEY, AAREEEETS
T, JOTMEBRBRERITS CLATES. KRNI
i3, ASTLIT AS AT Y THENTWBDTHEEL, 7
L7742 RLWI BT LIC AS RADED YT HEHTVS.
TLT749 R, Ry PI—IF7 LA XY bR I
S5D, —POXw FT—0F FLREEYT. SEEROBC
&, 18Ry VI—S T RLAREE LT 4y 9 RERKT
BCTET, FNUCHIET B ASSARHBC N TES. ¥,
BGP TIREBEAAEL AS ~DREBEMM2 R — 2 TR
H5T LT, BREAEE2TOT LT 4w 7 ANOERNEHE
fFT 5. TCT, BEBHETO AS RARLR, JUEICEE
THETIKRBLE ASBHEBSORTH D, AS B comEptL
ERBILNTES. FBE, ASSAEEHEBLTIHARLRL,
A A—2y b LOERBERIICHET 5L OFFENRENATY
3 [9]~[11].

3. @BWFZE

3.1 70—F—2ORRMBROEE
ARETR, 7o0—F—2 LEBHEHEZDERL, ThboD
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saelP dstiP router_sc prot sicPor dstPori  ociels  packets
155.230.104.2816  133.43.121.50/16  0.0.00 ] 20 26588 130720
14122313148 150.1002.3/18 0000 17 33424 Ex] 85

133593418
133.243.3.35M8
133593516
207.46.4.38/19

140.113.30.243/16 0.00.0 1 0 0 56
133.5.207.23246 000.0 8 80 1836 40
163.19.173.10016 0.0.00 1 [ 0 56
1335.20.17216  0.000 6 1883 5008 48

PRSI 3

®2 79-F—20—F)
Fig.2 example of Flow Fata

F—Eh5 AS RAROHHCXABOT— 2 £l LR T
5. FEiTR, 70-F—2 LEBIHOBERAEICDOWTH
~3.

S EIDRRT TIXEERIR% QGPOP [12)(Kyushu Giga POP
Project) D AS T$H3 AS2523 DN— 2 HHIHL, To—F—
&% AS2523 & AS2507 (WA HEHMHLT. QGPOP
L3, HEDORLIEHABMESBING 52MAKHARY FT—
7 T&% 3 SINET P@REOZH XY b U—2TH2 KOREN &
BGP K7V %KL, ThEND AS LHEHEETS L L
&ic, SINET £ KOREN D STy bOBHIEREZLTY
%, ¥z, 111 (Internet Initiative Japan) > APAN-JP (Asia
Pacific Advanced Network - Japan) Z ¥ &®D BGP K7V~
TEE->THS

Ta—-F—2iclLTIE, QGPOP, AMAR L HICERE
hTH370—7F—2%EHT5. ¥z, 2TO7a—=2IUt
THDTIREL, Y FI v IEThiF—22Rd3. 4
TVIL— 105D 1 THD. 7a—F—Ehb6l, B
BT FLA, BEE? LR, FobalEis, @Rk
TRy MR EIIURTES (M2). 7u—F—&i3,
AV E—Fv MIEOBEZRTT 22 LS OMETRME
T3S [13)~(15].

R— BB LI, ¥ &—2v b TO TCP/IP i & 5EEIC
BWT, HEARNETHEHICBAVWONEBETHS. IP7
FLADGEEHFEORR P EFEL, R—FHEHLEDR
AMDRIALTWE 0y S LERET 5. R— NESIEE
OFIFFCENFHO 05 65535 (16bit) THH LU THHS.
EWFETIE, EEOARZEE LB EZ{TSBRICCOR—F
#EEEHV3.

Riz, ERIEORBCOVTIERS. HW5) T3 BGP D
BERMEZEET 3. BERNENSE, FRAELLTORR
MEHEETATL 749 2 AL FNCHIEET B AS X2 HS
TRIENTES. ASRRE, RAECIRT 32 ECCEART
3 AS #ERIAIC—DTOUNBIIHEONTRENDS (B
3. TOASNKRRDREMABT LT AS RAERBBCL
NTEZ. £, BIAD ASHE, FER GT) AS BHIAC
ELTESR. TTT, AS/CARZHENTZICHR, ST
BE— AS RADEBITRHRBRET TV 3188055, chid
AS-path prepend L FVY, I—SBELDRRICHI—DR
RBHIL, BL—42%3% AS ABRSBWEREMNIBZ L
DTHS. BGP TR, AS 7RAENEWIZE%E BRI
LTW DT, BA—RIHiiN3T7u—2Ebd oLt
%. AS-path prepend &, HEDT7O—EF L BWEE
BEHATNTVS, AS-path prepend 8L AS 73R E

Next Hop  Metric LocPif Weight Path
210.138,15.145 2497 2497 701 703 801
210.138.15.145 2497 2497 3356
142311202 210.138.16.145 2487 2497 174 21889 i
"14.23.180.0/24 210.138.15.145 2497 2497 701 6128 30576
*>i4.36.116.023 210.138.15.145 2497 2497 174 218891
*>14.36.118.0/24  210.138.15.145 2497 2497 174 21880

® 3 BGP REEHIHO—H
Fig.3 example of BGP table

[Caen =2rAL_]
S —
\\J/r*~(§%g)——1\;/,

RE | as/tsik ASUE
T2ra 2 2K 253
T a 8270 GLH 10006

ggggss

~

TIRA IS RGNS AN
ASIUIR=24143=0
-+ 2503 2907 2523 9270 3606 1002¢

B4 ASRAOHBENE
Fig.4 method of calculating AS path length

R{RAZA, HENSGEBRLTWVWS AS #1358, WY
B ASE—DD AS LA XL T ESEV. ¥, XPRT
%, I11J (AS2497) @ AS-path prepend 25 U TR 21T
5. 11J &3 QGPOP icBHELTW5 AS T, 20054E8 A 17
BIZ AS-path prepend ZBMU TV 5. I1J & QGPOP &
FEEEEE L, QGPOP OB LD AS NANDEHL
K2V, TORFRBHELTRITETS LEMEELE AS R
AROFHNVERA TR > TLESDT, SEOEF T I
@ AS-path prepend Z5Efi LRI 21T S.

3.2 70—-T—40ORFFEEX

8.2.1 AS/RARLTU—F—2DHBEMGRORN

QGPOP NSRS L IRERHIL Tu—T— 2 %R T 5 C
LT, ASSAEBLMT—4 L OMHBERICIET 25— X 2R
9 5. QGPOP DEMEN TR T7u—F—&%, 2004 £
10 Bh5 2005 £ 12 BET, 4 BT LOKEHDF— 4%
W¥5. chid, MACK> TF— 2 DERICEN TSRS
WH30, FEODWADTF—EEMBLHEELNEER
bh31:THB. ¥ie, —HFDTF—RIEDWTIR, Fh¥F
NG 0 9~5 SOF— &% 24 (HEURT 5.

7, AS RABOHEARKIROVTERS. EHWETI
QGPOP DEBMBAEFMAT 3%, E7u—ic@L T,
QGPOP 55k ETD AS RALHIBBT XL, Ju—D
EREBBD AS 3RAA L LEBWIIRRWD, AR
G AS RAERKE L TBIRT 3728, AS RAEOBZI
DixnEEXSNB. 2T T, QGPOP H5D AS 73SRADHES
LHEBNEUTH S LRELT QGPOP M HREELT RL X
AD ASIRREMCT-E D, KiZ QGPOP D AS #& 2523 %
3%, QGPOP »HREFAET FLAETD AS RAERL,
ThERETHSBFEHEAD ASRALERL, BFETS.
AS RARDOHED—FHl%E 4 iZRT.

COXSE LT ASRRERZHEL, 7u—, /49y & AS
NRARLOHMREZRETS. £k, 2TO70—F—4%
B LIBRIZ, RET7 7RItk 3s 7u—hAiticih
febd5L, FROBNTHEDNTVZ 70—DFRITLLS
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AS path leagth
S

0T m0S3 20Rs  FGUT 2SR 01T oo0aTy 20060
yoarmontn

5 EMEELREG AS 2 BORIE(L

Fig.5 Time change of avarage AS path length

MR b, ZCT, FHMATR, 27000 TOD
i FERC, BRNKERENSTabaltsdH—t
SO(HTTP) ICHEEVZEED, F—2DMRRY AS RARLOH
REBRERORRMTETTS.

3.2.2 EEHFEOF RO

ARMKEZOBER T u—F—& L QGPOP ORI BGP 7—
TWERAWT, 7u—, 7y b, fifg AS Bic OV TEEH
FEXNORFETS. WNAZDOTu—F—23, &EEKRE
DF—2EWFT 5. £le, WiK%ED BGP 7F—7TWiH3
Blic & DRETE SV e, QGPOP O BGP 7—7 V&R
W, EEHEFED AS 2BHET 3.

%712, QGPOP D7 0—7F— 2 &7 L FRtic, —MRrNcFIA
ThAERBE LTHEERZR—b 80 KFREL TORFTLITS.

4. RITBR

4.1 70-—F—4¢ AS R"AEOAREMAR

2B LR—1 80 DEFEFICHBNT/ Ty MR Tu—¥h
S AS RABEHFL, BHELERLIZEONE S TH
3. 2EMICTO—X b &3y FOF AS RAEDH AN
ENTEHBL, FIT4vIRDELTELS ICEREPE
T3 ehbhad. £z, 270-IHLTOFEHAS R
ARCEOMERSRSh, B— 80 DT7T—ILDNTIEH
1 AS RARICEPEANRONS, 2y Mc@UTIRAIK
K> TORNEHNAEL, 2ifF - #—F 0 DFERBDEBLIC
BOWTHESI- s Rohixho =iz, ASIRELH
RAZE{E L DHMEBFRE RS e .

Ric, B AS RABCHIHERMNELNR—F 80 DT
O—DONT, ASHARTLDOEERERLEY S T7%E
6lc&d. 5 TR, Tu—DF AS AZENEMEFEL T
HALTWE FRAERTESE, HFLVLAD AS RREDS
wOTS571, EcHBT By, chid, BEIEDK
DNE AS RRABEFROTBEDHNIMR, TS5 T701b LM
ODHYRLBESTRRIZLEAS. £it, AS/RAES5TT70 %,
AS3AE 6 T 90 %FZDTO—HHNTHED, KW AS/{X
8D AS MTEL DAEFIMTEATVE T Lbh 3.

vvvvvv

-

paraentago (%)
]
B
RS

B I S TR R R R
AS-path lengih
H6 ASNRERBIWE, TO-DOLEEROSE

Fig.6 Distribution of port 80 flows and AS path length

=1t 80 DT7O—EHWT, AS RABREMEZEL T
SEEICH D, BFHELL LEICE AS AR EFDO7O—
MPATWRZ Mook, 220, EMEEILTHEHESR
7o TW3 AS DR 7 0—0DH o1z AS DEICDOWTHED
IBEL, AS RREOWHEHED LI BRIZDONWTOERER
fIolz. TOKR, AS RARDTENIFHEL LI-ERL Bbh
BHEERVOVMRRLE. Z0O—Dh Microsoft D AS TH
3. Microsoft {Zi& AS8068 75 A8075 D AS ZHMICM XS
ESCHOYUTENTHWT, EHMEFGLTIIED ASHDS
BIEHICB L DFBBPEN TS, AS12076 (hotmail) & F
7z Microsoft @ AS T3 %. T® Microsoft ® AS, AS12076
¥ ASB072 ILDWTD AS RADELERTHIE T A, 58
I AS12076 D—iB L AS8072 A AS8075 It EhT Wk
AS12076 ¥ AS8072 X, AS8075 ZRHL THEINh TV
B, TNEH—DDASICELESHT LT, ASHKAEN 1K
LEEFERL oM. Microsoft DEEERTHSB L, AS2508
(k%) LodEEHSL, AS2508 (MK & AS2523
(QGPOP) ki3 AS MAHEHEDEN > TNB 8, K AS/X
BH5E< k3. AS12076 & AS8072 ht AS8075 ICHiA S hizi
B, ASNAEN 4 LtDMEFL D<A, TP AS KRR
BREDLIEDRELEXLbNS. £53—D AS SARDEYN
WAHLEEmE LTETFSNBDN, AS18088 (QIC KLH:
Fa—-FrAr74+0aL) OFEAOMNTHS. 2004 £ 10 B
SEEIXLTVWOER, @iEa&kiddiah-1. LHL, L
IEENIX, 2005 4E 6 AEY 6k, BE B HERITS AS
D—DLE>TVW3. AS18088 (QIC) IXiE L A YN AS2508
iK% LDIBET, AS/IREA 3 L. i AS RR
BEFOEEINMLIZC LT, I AS RRELHPLEL
#Abh3.

4.2 HHI3BNODERFTHH

AMAZD7To—F—RiconT7ua—#, v b, &
{#HF AS OEMOEMOENEZRE 7 ISR

E7h5, HIF AS OREMFC VL 3 T7a—Epe R
v FRBDECHMICHZ T e HB. E, KBTHS
2004 % 11 A3 H, 200545 H 4 B, 20054 11 A 23 BX#f
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7 7o—8 A7y MY HETHETF AS ROIIZEL

Fig.7 Time change of flows,

o 2000

packets, and communication tar-

packets (%)

1 ® lino o2 10000
fumbor of AS
B8 EEEFKEE Y MIOED H—F 80)

Fig.8 Distribution of communication (log scale)

HEBLTT7a—80/r v FEL D RVERICHD. ED
fihic 2004 4£ 12 5 29 H® 2005 ¥ 12 A 28 H, 20064E1 A
4 BiIcOWTHRROBIRMAG NS, X1z, HAKED®
7 A5 9 BOMIGEEHTFE AS B bvimicd 5. RIE
AS 1349 20,000 EELTHED, BE ETEEEDHESTE
FEETo>TVWACTLICES. LL, K—F 80 DFEfEIE
WTid, #IC 2,200 @5 2,500 BEEOHT AS LEENMT
bhTHh, ARSMCRHIBEOEMNDELEALNS.
i, R—bF80D70—8 -y MBUIRMERE L B IC
WL TWa, Thud, AIMKRZBCENTA Y 2—% v MEst
DBENBLBH>TVBREEIENS.

H— bk 80T 3 AS DHARES DY 5 7 2™ 8 ILRd. HE
HIEBE Sy FEDBWIEIC ASBY— L. L ASHE
Ny FEERLTVLSREDENRA—LV FTERLULTED, Hi
A AS BUERL TS, 2005%E8 31 HO TS 7CHBNT,
DA B L HDEMHNRENS. BLDD AS LDFEETH
30%2%% v FAMEDN TS H, Thid AS2504 DHEEKED
2y D= THol TOYSITIOREERNTE L, YDH
DF—2LFEBROB 20 BEEKED AS HEIBERD 50%%

2004 2005

DH jii¢: DH i 8]

flow | 23,519 | 548,140} 58,776 | 875,022
flow(%) 4.1 95.9 6.3 93.7
packet | 61,509 | 1,276,678 | 226,662 | 2,377,060
packet(%) | 4.6 05.4 8.7 91.3

#1 2004 £E 10 A & 2005 4 10 B OiGBHEFORM
Table 1 Detail of communication target compared between
2004/10 and 2005/10

BREFASK

2005/11/09 : 2286
2004/11/10: 2256

200511109
200411110 O

9 FERHEFICL Sy MROED LBBHEF AS BOK(L
Fig.9 Changes of communication targets in port 80 flow data

o OBe

HHTVS, LI 80 @ (£ F—2y b2k 0.4%) D AS
T, EEHRO 0%EEHTHEY., EEHMICELAHZ T
Lhtbhs. BECHMERTHAI-LTS, HICEE Ty
B LfiicHs AS & LT AS23816 (Yahoo! Japan AS) %
AS9370 (X< AV &—2 v ), AS20940 (Akamai) &
OEA ISP HE{ A5hi:.

i, HERToTVS AS DRRICOWTHMKBERT
3. MAEHRICBL OFABEZ TSI LS ko7 ASHHD,
FDOLS T4 IR EZVDTHNE, 2y Y-S EHOB
CERINEZMALEDEBBZERS. 22T, L EMBTHE
L EICHTF AS ORTHIEEL TV B0 EHEET 3. 2004 £
11 510 RA& 2005 4 11 B 9 BENMEL L, BEDEEHRF
AS ORFREFAE LI 2004 4F 11 A L 2005 4E 11 Al L
THEBOH--HHF AS X 1,365 {8, 2004 FEDOBFFDH - /=
AS AY921 fl, 2005 EDHFEEDH o7z ASH 1,232 &S
HBRTHD, ¥HBEEO ASHANEb-oTWS., X, Th
5D AS ROBAEFNThofER%ESR 1 1iRd.

HoxEHBEL, BHLTVLS AS BORJERIBL LN
S B, 2004 L 2005 ELEHITHEDH B AS BNERED
W% LEEDT VS, £kl LT, HICGEEBDHS ASH
HELOBERLTWVAEVAS., THITHEERMNT 581
LixoTWVWA, 2004 SEDFFEBDH -7z AS BHIZ 2004 £
o b®4.6%%2 EHBICEEE >TSS, 2005 EHzicl
BI3&5IKao1 ASBHOENRTy M hGHBHEIE8.7%L
KELE2TWA., FlKlBETZL Sk AS B, 3
BRICHDBREHNKREL L TETVBLVRS.

Wic, BGP EMELBHEL, ASHEFEETIONE S HER
L. 2004 SEDHFEREDH -7z AS B 921 D5 B, 2005
£ 11 A 9 HOBBEHI SHA T3 DL 8 HTH . T
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N5k, AS BESEC - TVBEHA6HhS. BDD 843
g, RBEZRICIIBoTVBIODT, ASBEGKNELZ-70T
B EEMR o DLEX OGNS, HRRIC 2005 £D
HEEDD -7 AS 8 1,232 MICBAL T 2004 £ 11 A 10 HD
BREFBMTIL, BRRICENALON 211 @S- Th
BT O 1 SEOMICFIRICTE AS THB. BhdD 1,021 18
BERRAKICREFEELTWEDT, Lt LERNEN -
ASHTHHLEXALNS. ULhb, HBCHX DRI
T&/= AS DEEISENMIC DL, BLRB LB LFET S
AS THHLNVAS.

EHIC, & AS BHCHT SRR 2175, 972005 £
ORTTHEN B o 1 AS BICOVWTHTRITS. REBIC ASH
AR o7 DL LT AS10007 (I P Revolution, inc) A%
HIFohs. AS10007 LiiFL A ZWDE 10,000 285w L
LOEEMNSH SN, VI Ry BBICHEEH AS HBMlEX
te 7 BCEANEL k> TVWA, AS8072 (Microsoft AS) &
4 AICHENMES B> T3,

RIE, 2005 SEDIMTTBI H o 7= AS BHS DLW TR R
2175, HEEDMBMA L AS £ LT, AS8075 (Microsoft AS)
DRMA B> TV 5. T BGP BR##BHELEL T3,
2004 ££ 11 BIC ASBOT2 ML TWETL T4y P ADBL
A, ASS075 ICEHENT WA T e h o/, E/z, AS5572
(BOTIC AS) *® AS30968 (Info Box) ¥ & bicu s 7 DI
1235, 2005 £E 11 BISEBBNME-> T3, —RNCTIRB SN,
Oy 7 EDOFEBMIXTVEDT, ZDD AS DRINIIIES
HOMEERNS B LELONS.

BT, 2004 $EL 2005 FEICEM L TEEDH - /= AS BHC
B9 3 EITS. K— BT 0 BEAKTHTHICN Yy
oo EAicHB AS £ LT, AS23816 (Yahoo! Japan AS) ¥
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