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An implementation of authentication system
which 3rd party could validate the reliability
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Abstract

Many organizations begin to convert their authentication system to universal authentication system, which
is represented in “Password synchronization system” or “single sign on system”. The universal authentication
system is one of the most critical pieces of the security of the systems, which rely on the authentication system.
But in many cases, the reliability of the authentication system highly depends on the reliability of the system
administrators and the inspections by 3rd parties are not made.

Since the digital archives law has been in force, one would uses the authentication systems to guarantee of the
genuineness of documents and/or the responsibilities to the ones. When questionable matters occurs in the “uid”
data themselves, the administrator wiil be required to proof the justifiability of the registration procedure.

We have implemented a system which 3rd party could validate the registration procedure to the authenti-
cation system by using digital signature and time stamping protocol and started operation. The report on the
implementation and the running will be made.
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dn: cn=foo,ou=people,o=University of Fukui,c=3P
changetype: add

cn: foo

uid: foo

sn: Smith

givenName: John

employeeType: parttime

dn: cn=bar,ou=people,o=University of Fukui,c=JP
changetype: modify

replace: employeeType

employeeType: permanent

replace: sn

sn: Raymond

3: B O LDIF

dn: cn=foo,ou=people,o=University of Fukui,c=JP
changetype: add

cn: foo

uid: foo

sn: Smith

givenName: John

employeeType: parttime

uFukuiSigner: cn=baz,ou=people,o=University of
Fukui,c=JP



uFukuiSignature: 7e07ch80163e9065922281ef5e786
cfb£f1a56979

dn: c¢n=bar,ou=people,o=University of Fukui,c=]P
changetype: modify

replace: employeeType

employeeType: permanent

replace: sn

sn: Raymond

replace: uFukuiSigner

uFukuiSigner: cn=baz,ou=people,o=University of

Fukui, c=JP 7. Send TSR and
- issue a timestamp

replace: uFukuiSignature
uFukuiSignature: a8b87686da534b4c3cOba94af720c
4311275950a

Cksum: dcff4434e28e12bdd1d06eb2bObcf19d

uFukuiSigner: cn=baz,ou=people,o=University of
Fukui,c=JP

uFukuiSignature: fec028cec0£f82968749b0%bff265¢
588c98aba4c
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