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Abstract In order to prevent information leakage, the security administrators have to make security
policy and enforce the policy by using access control. Moreover, the security administrators have to
make sure that a policy enforcement mechanism is not compromised and working properly. The problem
here is that existing policy enforcement mechanism does not treat both user’s identity and operating
environment as subjects in their policies. In this paper, we propose a policy enforcement mechanism
using virtual machine technology that can treat user’s identity and operating environment as subjects in
the policies. In this proposal, virtual machine monitor (VMM) is a policy enforcing point, and can be
certified that VMM is not compromised. We explain the overview of the proposed policy enforcement

mechanism.
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