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Abstract In large enterprise or university campuses, to prepare customized computer environment for users will
improve their work efficiency. But its administration cost will increase. And there’s no existing method to authen-
ticate users and operating systems and to control OS booting flexibly. So we propose a Secure Boot Control System
which can authenticate by a couple of a user and a hardware using certificates stored in authentication devices and
client systems. Secure OS boot contorolling will be realized by Boot Control Layer which is placed on the former
BIOS’s layer. It controls booting of OS and authenticates a user and a hardware. In order to examine the advantage
of this system, we implement Boot Control Layer by using Virtual Machine Monitor Xen’s Domain 0 treating as
instead of current BIOS. Using this way, we don’t have to modify our hardware architecture to realize the boot
controlling.
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