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Design and Implementation of a Transparent Framework
Providing Transport-Layer Protocol-Free Environment

RyoTa KAWASHIMA," YUSHENG JItt and KATSUMI MARUYAMA tt

TCP/IP protocol stack has long been core functions of information networks including the
Internet. Therefore, many applications are bound to work with current TCP/IP protocols
and service functions like QoS or security also implemented as application-level libraries. As
a result, network applications become increasingly complex and lose their flexiblity.

In this paper, we propose a framework for transparent protocol-free environment of any
transport-layer protocols which enables users to add service functions or arbitrary transport-
layer protocols into existing applications transparently. Moreover, the framework utilizes the
system-call hooking methods and enables server-type applications to support protocols used
by client-type applications adaptively.
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<?xml version="1.0" encoding="Shift_JIs«?>
<configuration application="ftp sexvex'>
<services>
<service name=“crypto” 1lib="1ibcrypto.so">

| <parameter name=‘algorithm’ value="AES"/>
<parameter name=“key_slze" value="128"/>

service

| <parameter name='‘mode" value="CBC" />

| <rule use=“true" service="ftp-ctl" port="21"

| transport="TCP, SCTP" type="client"/>
</service>

|_<service name="compression” lib="libc

<using-rules> Local Rule
<rule use="true" service="ftp-data" port="20"
transport="TCP,SCTP" type='"client'"/>
<rule use=“false” service="*" port="*#
transport="*" type="*"/> ]
<Jﬂ’§ﬁ§-ru1es>
</services>

Global Rule

t 18>

<default name="TCP’” lib=‘kernel’/> ]
<option name="SCTP“ lib="libsctp.so”> %

<parameter name='path-mtu’ value=“true’/.
</option>
</protocols>

</configuration>

Transport Protocol
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Fig.2 An example of configuration file

services ¥ 71213, FIAT 28— A, 51

TS5V, NTAYREERETS. rule ¥ JITi3,
BELEZY—EXZERT 58E 70—zl
T35, ZOY—EZAFAN—INZE, Fo—/N)WL—
NEa—J)VV—)O_FEENH D, o—H)LL—)
IE—OY—ERICH L ToH@EREN, FOo—/N\)b
M= DbERENS. —F, protocols ¥ 7
bEKICFBEITZ L4 o), FA4TFU4%, /S
SAYZRRT S, default ¥/ THEL-7O RO
W, BEWEEEZRATABICERINS. option
FUTRELZHEE, BERMEFMERLEZRICES
ARG ERE/R 7O R )V EIRET 5.

4. R =

AETIE, BRIV —LT7—70IT7EETH2E
WY — EZABREDEM, L4 7ok 2)lodmns
L7 O bal TV -REOERFEIDOVWTHLS
B,

M 3%, Y—EXHEBLU L4 O ba)LOfFEA
BEERLTWS, FreeNA 1, 8 —EXS51T 5
U, 7ahaNS1 TSV EREBNIFEATS. &5
1730 RENTNY ry NEREAZDA ¥
Tz —AaFOBRBENHD, TTUr—aER
MELUTHEEMIRUHENS. 2o, #5177
SY, AVFTI—AIATSYERIEINDTAT S
UbFEAINS.



HESA TS50, BET7ANERIILTSA
TSUHOBEBIRUHL Y ST 2BEL, ETHIC
Dyninst API? IZ&>TAEY LOY FUr—a>
TOEAA A—DIIRwES T ENS. ZOK, 77
U —2a 2oy FEEERFUCHT call a0
O LER, 177U 0MET 2B\ EERES
nas.

AVFT—A5ATSUR, $—ERSA1T5Y
ETIY RTx—LEREDY Y MR EDBEL %
5. NEICZET—YRAONY 7 7285, Avt—
CERORBERS>TWS, /-, BML~ZL4 7O
NaVEERTIEIZE, Vv NEEORDDIZ,
EBMULELL T4 T75) OERERUHT

Application

Insertion

|_Control
in Plane

Control Library

Socket Calls

3 ¥ L,
2wl Network Service Library 1 j) l
%‘ l Socket Calls Service
31 : f Plane
= s Network Service Library N JJ
2 ookt Calls>
g - Interface
,_5,‘ i Interface Library }_ Plans

Socket Calls

[ protocol Library

ey 2
]
==
7

/ Socket Calls

[

\\ Protocol
I/' Plane
)

)

‘Ls'm'sm][ DoRAM RIS
Socket APIs
B3 H—EXWEBICNT > ZAR—MET 03 OfFARE
Fig.3 An insertion structure of service functions and
transport-layer protocols

4.1 Y—ERBEEDIEA

H— E 2R DI AIZ DWTIIBEIZ FreeNA IZ &>
TEHINTBY, £V ATFLTHZEOHESLZZD
FEAAL TS, EiTh, HESATSVERET 7
AINVAD T o=V —)bBXoa——IncE
TWT, Yy hTEZEDY—EREREZFIAT S
MNOHWEITS. —EREEEFAT D LHMT L
BE, HES1 TSV TFMBOY—ERS1TIY
BERZEBEETTS. T TRINE, 125 72—
AS54 T35V OBEREETTS. INSOFMICD
WTIE, XY ICEL <BRsNTNn 5.

4.2 S RR—FE7OMINLDOEA
I—-YZEMAT L4 O b EERET BT,
RAW V4w N ERIINDHEEEZFAT 2LENH

5. RAW Vv M3, #HE D STREAM V7 v b
DGRAM Vv h&ERERD, EEIP Ny h&fE
R BZENTES. @HE, RAW VT v bZEERT
5701213, EHEEHERH 5 W Linux 1281 255%
24r—/)NE VU T+ (CAP.NET_RAW) MWWHEIT/R5.

[L_____ Application J]
= |

Control

Thread )
’ Protocol

Server

Sending

Thread Rece iving““)

l Thread

[ RAW Socket ]

B4 b5 2RE—-RMETO N OEEME

Fig.4 An implementation structure of transport-layer

protocols

BEIL—LT—ITHIDORAW Vv ~&FA
LTL4 7o halzERLTWDS. K4ICT0ERE
BEE2RY. L4a7obhan@y7obals1 75y
EZabhalg—N"\nsERINTVWS. Fokal
Y—NIZNXTy FOEZEPLIRT > a3 VERRED
FRALEZTOMY L =70 ATHY, Toha)
SATIVR, 12 7x—AIF14 75y &7oba
NH—NOBELZFTD. 71477V —N\HTH,
F=FNNTy FEPRORDTHEIITEEAEY 25|
AL, #EEREZCOVRDT ZBICIIRTEROY 7y
NEEZEfTO TS,

ZDEDMINL L7 h 2B —= N\ EZ DI,
RAW V7 v hSR— b &EB L WO ERER NN
5TH5. 7O0baNY—NNATHR—+EESZEEL,
ZELENNTY BN TO AICERESI TS &
T, ARVFERBEZNMADODEROY FUr— 3>
IZRIST B 2 EWAIREIC /RS, £, o)y —
NEQRBEIHERTETITNE, 77— 3 i3E
HOMBROEETHEIRLIENTES.

4.3 ZOraNzZyU=-7o€x

Vary NEEIZIE, axT T alBO T U AR—
NE7O bVROBRERND D, #MaLITTCP L



No7o VB ERTES. £2T, ZOBKE
EHFCEMLEZ7ORINCOERIES. EE
121X, connect % accept 7z E DY v NEEE A
WT7o Y= NERLOROL, —NRETIE
RAW Vo v FZ2RWTEET HAEZTD. Z0OH
HMAZIEEL, BFE7 ) r—Ta oWRAT 570
raWzBT )= a3 UEBMICEbES T
N7V -REZEHET .

Y—NBO7 TV —23>TlE, 1% 7x—X
SATISUATHRATA 0 INVAOY ry hes
THERRL, select VAT LA—INZK>TIY AT >
MO T7 7V AZBERLTWS, ZELTI M7 >
rOMER L0 INZBETH—N\DRERTET
OhINERET S.

F/-, UDP 2Epaxra>LAX7abtalo
BEZ, BROIFFOHEI NS ZEBERICHL T select
REATAZ LK TRKOMEMAZEBRT LI &
MNARETHZM, EEHTOLINDBRECES XY

2 aYLATHIBREND 3.
5. F il

AETH, 3, 4 ETRLEBEIL—LT—TD
7—FT 7 F ¥ &Il U T B ERIC DN
T3,

DFOERE, FHEY M —H9%v b THHRIN
Aoy REzENTNT 2T INA A R=ILL
TH5 Linux BLNX Windows ETH-/7=. £/7, i
OSIZBWT, EBRAT U r—a idA—nY—
AT 7ANDE AN NEINTNS. K1LICERT
FRLEYY CREZRT.

K1 ERTERALLETS VRE
Table 1 Machine specifications

Machinel

0os WindowsXP /Linux(2.6.18)
CPU Intel PentiumM 1.73GHz
512 MB

Ethernet (1000BASE-T)

Memory
Network
Machine2
os WindowsXP /Linux(2.6.18)
CPU Intel PentiumD 2.8GHz
Memory | 4 GB

Network | Ethernet (1000BASE-T)
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Fig.6 Throughput of the receiver application on Windows
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