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Location-based Authentication and Access Control Mechanism for

Ubiquitous Mobile Nodes

Kenya Nishiki Masayuki Sakata Erika Tanaka
Systems Development Laboratory, Hitachi, Ltd.

Abstract: With the recent advances of ubiquitous network infrastructure, theft of
personal identity and illegal use of services have become serious problems. In this
paper, we propose distributed system architecture based on authentication control agent
in order to construct the high performance and high reliable platform. Authentication
control agent provides context-aware authentication function which enables selection
of adequate security policy in response to the present context and inter-domain
authentication function which enables service roaming without re-authentication.
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