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For achieving mission—critical network applications, checkpoint recovery protocols have been researched and
developed. In conventional protocols for wired networks, stable storages to store state information are assumed
and enough bandwidth is assigned to synchronize a sender and a receiver computers of a message in order to
avoid that the message becomes inconsistent, i.e. neither orphan nor lost. In this paper, we propose a novel
checkpoint protocol in ad hoc networks without stable storage and enough communication bandwidth. Here,
a checkpoint request message is delivered by flooding. State information of a mobile computer is carried by
this message and stored into neighbor mobile computers. A candidate of a lost message is detected and stored
by intermediate mobile computer on its transmission route. Here, communication overhead for taking global
checkpoint is reduced.
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1 Introduction

Recently, wireless LANs composed of mobile com-
puters such as notebook PCs and personal digital as-
sistants (PDAs) within which a wireless communica-
tion protocol such as IEEE802.11 [3], HIPERLAN [1]
and Bluetooth [2] are so highly developed are widely
available. Not only infrastructured networks which are
consist of mobile computers and fixed infrastructure
network with base stations but also ad hoc networks
only with mobile computers are required for achiev-
ing lower construction and maintenance overhead and
higher flexibility. Examples of applications in an ad
hoc network environment are temporally configured
networks in conventions and for disaster rescue,
cooperation among autonomous mobile robots in an
area where it is difficult to set base stations, sensor net-
work and so on. In an ad hoc network, mission-critical
applications are also supported as in a conventional
wired networks and checkpoint recovery in one of the
important methods for achieving fault-tolerant envi-
ronment. However, in traditional checkpoint protocols
for fixed networks is assumed that all computers have
some stable storages. In addition, network bandwidth
are assumed to be so high that inconsistent messages,
i.e. lost and orphan messages, are detected by syn-
chronization between sender and receiver components
with low communication overhead. Hence, it is diffi-
cult to apply these conventional protocols in a mobile
ad hoc network since required cost for achieving stable
storages in unstable mobile computers and overhead
for achieving synchronization among mobile computers
which are connected unreliable, unstable and narrow
wireless communication links. Therefore, in this paper,
we propose a novel checkpoint protocol which achieves
a stable storage by cooperation among multiple mobile
computers and avoiding communication overhead due
to synchronization between sender and receiver mobile
computers.

2 Related Works

2.1 Checkpoint Protocol

An ad hoc network N = (V,€) is a network with a
set V of mobile computers and a set £ of bi—directional
wireless communication links (M, M;) between two
mobile computers M; and M; between which messages
are exchanged directly. Generally in a computer net-
work both wired and wireless, a global checkpoint Cy,
which is a set of local checkpoints ¢; each of which is
taken by a mobile computer M; € V is consistent if the
following condition is satisfied [6].

[Definition]
1) A message m which is transmitted from a source
mobile computer M, to a destination one My
is a lost message for a global checkpoint C) if

Send(m) precedes to ¢s in M, and ¢q precedes to
Receive(m) in My. Here, Send() and Receive()
are message sending and receipt events in an ap-
plication layer, respectively.

2) A message m is a lost message for Cy, if ¢s precedes
to Send(m) in My and Receive(m) precedes to cq
in Md.

3) A global checkpoint Cy, is consistent if there is
neither lost nor orphan message for Cy. O

Here, if all lost messages are retransmitted after re-
covery, it is possible for a system to keep consistency
even with recovery. Hence, a consistent global check-
point is re—defined as follows:

[Definition]
4) A global checkpoint C) is consistent if there are
no orphan messages and all lost messages are re-
transmitted after recovery. O

A checkpoint protocol in [8] is designed to store lost
messages into a message log in a destination computer
M for retransmission in recovery according to this def-
inition of a consistent global checkpoint.

Almost all conventional checkpoint protocols are de-
signed on an assumption that each lost and orphan
message is detected in a destination computer My of
the message. Hence, virtual synchronization among
all computers in a system is required. For example in
a checkpoint protocol in [11], a computer is prohib-
ited to send any application message between receipt
of a checkpoint request message CReq and receipt of
a checkpoint finish message CFin for avoidance of or-
phan messages. However, in an ad hoc network, higher
synchronization overhead is required than in a conven-
tional wired network due to narrower bandwidth of
wireless communication links, reduction of transmis-
sion power of wireless signal, contention and collision
caused by multiple access and longer transmission de-
lay hidden terminal problem in multihop transmission.

Thus, longer duration suspending execution of ap-
plication programs is required and processing time for
a checkpoint protocol is extended. In our protocol pro-
posed in this paper, in an ad hoc network, not only a
destination mobile computer but also an intermediate
one along a message transmission route detects that
a message m is possible to because to become a lost
or orphan message and stores or delays m as needed
to achieve a consistent global checkpoint. Here, only
synchronization between two neighboring mobile com-
puters and lower synchronization overhead is required.

2.2 Mobile Checkpoint Protocol

In [14], mobile computer networks are classified into
the following 4 categories:
1) Centralized Networks
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2) Cell-Dependent Infrastructured Networks
3) Cell-Independent Infrastructured Networks
4) Ad hoc Networks

An infrastructure network with fixed computers and
base stations as an interface between wired and wire-
less networks is included in 1), 2) and 3). Hence, each
local checkpoint is taken by storing state information
for recovery into stable storage in a computer in wired
network. In [10], hybrid checkpointing realized by com-
bination of synchronous and asynchronous protocols.
Protocols in [10] and [15] are designed for 1) and one
in [14] is designed for 2). In addition, protocols in [4]
and [16] are designed to store local state information
of mobile computers into a stable storage in a fixed
computer. However in 4), since a network consists of
only mobile computers, it is difficult to achieve stable
storage. Hence in our protocol, local state information
of a mobile computer is stored into storage of neighbor
mobile computer.

3 Checkpoint Protocol

Our proposed protocol is designed under the follow-
ing assumptions:

1) Any pair of mobile computers in an ad hoc net-
work are mutually reachable with multi-hop mes-
sage transmission during processing of the check-
point protocol.

2) A wireless communication link between two mo-
bile computers is dynamically connected and dis-
connected due to their mobility.

3) Each mobile computer keeps a list of neighbor
mobile computers within its message transmission
range up—-to—date.

4) All wireless communication links between two
neighboring mobile computers are bi—directional
and communication along them is half-duplex.

Now, we show an outline of our checkpoint proto-
col. Any mobile computer in an ad hoc network ini-
tiates a checkpoint protocol. Transmission of request
for taking local checkpoints and virtual synchroniza-
tion of them are realized by flooding [7] of copies of a
checkpoint request message CReq as show in Figure 1.

On receipt of CReq, a mobile computer M; takes its
local checkpoint ¢; by storing its state information S;
and broadcasts copies of CReq to all its neighbor mo-
bile computers within its message transmission range.
By applying this method to all mobile computers, all
mobile computers in an ad hoc network take their lo-
cal checkpoints due to assumption 1). Here, since it
is difficult for each mobile computer alone to imple-
ment stable storage for storing S;, M; asks neighbor
mobile computers of M; to store S; for achieving sta-
ble storage. Since each mobile computer broadcasts
CReq after taking its local checkpoint, i.e. achieving

time

Figure 1: Checkpoint Protocol.

its local state information, no additional messages are
required to transmit the state information by pigging
back it to CReq.

[Ad hoc Checkpont Protocol (Outline)]

1) Any mobile computer My initiates a checkpoint
procedure. M, takes its local checkpoint ¢y by
storing its local state information Sy and broad-
casts copies of a checkpoint request message CReq
with an ID created by M, to which Sy is pigged
back to all mobile computers within a message
transmission range of My.

2) My sets a timer Tp.

3) A mobile computer M; receives CReq from a
neighbor mobile computer M;.

4) If M; has not yet received another CReq from M;
with the same ID, M; stores local state informa-
tion S; of M; carried by the received CReq.

5) If M; has not yet received another CReq with the
same ID from any other neighbor mobile com-
puter, M; takes its local checkpoint by storing
local state information S; and broadcasts CReg
with the same ID assigned to the received CReq
and to which S; is pigged back to all mobile com-
puters within a message transmission range of M;.
In addition, Mj sets a timer Tj.

6) If T; times out before M; receives CReq from all
neighbor mobile computers, M; broadcasts CReg
to all mobile computers within a message trans-
mission range again. O

Here, messages sent, forwarded and received dur-
ing processing of a checkpoint protocol might be lost
or orphan messages. Hence, each lost message is re-
quired to be stored in a certain mobile computer and
to be retransmitted after recovery in order to keep a
global state of an ad hoc network consistent. On the
other hand, it is impossible to keep a global state in
an ad hoc network consistent if there are some orphan

0 1130


研究会temp
テキストボックス
－113－


messages which is not surely retransmitted after recov-
ery. Hence, an orphan message should be avoided in an
usual message transmission protocol. If there is neither
additional connections nor removed connections due to
mobility of computers, during a checkpoint procedure,
the following properties are satisfied:

[Properties]

1) One of the following properties is surely satisfied
for any lost message m; along its transmission
route:

1-a) In at least one of mobile computers M; along
a transmission route of my, receive(m;) —
¢i — send(my) is satisfied. Here, — rep-
resents happen before relation between two
communication events.
For two mobile computers M; and M; which
are included in a message transmission route
of m; and between which messages are di-
rectly exchanged, both send(m;) — ¢; and
c; — receive(my) are satisfied.

2) The following property is surely satisfied for any
orphan message myg along it message transmission
route:

2-a) For two mobile computers M; and M; which
are included in a message transmission route
of mg and between which messages are di-
rectly exchanged, both ¢; — send(my) and
recewe(mg) — ¢; is satisfied. O

According to property 1), an intermediate mobile
computer along a message transmission route detects
a message my; which is possible to be a lost message.
If this detection is realized only in a destination mo-
bile computer My, e.g. only M, detects m; to be a
lost message in [6] and [11], My has already broad-
casts CReq to all mobile computers within a message
transmission range of My before Receive(n;) where My
receives m;. In this case, m; has to be broadcasted to
all mobile computers within a message transmission
range of My in order to be stored into these mobile
computers. However, there occur the following prob-
lems:

(1) Messages broadcasted to all neighbor mobile com-
puters for My to be stored for recovery is in-
creased.

(2) When m is broadcasted, mobile computers which
are included in a message transmission range of
My, and receive and store local state information
Sq of My are not always within a transmission
range of My due to their mobility. Hence, some
mobile computer keep only Sy and other mobile
computers keep only m;. Therefore, information
required for recovery in My is distributed into mul-
tiple mobile computers and high communication
overhead is required in recovery.

(3) Additional synchronization messages are required
to be exchanged among mobile computers in order
to detect that all lost messages required to be re-
transmitted in recovery for achieving a consistent
global state are stored in some mobile computers
and a checkpoint protocol terminates.

M M

My

Figure 2: Delayed Lost Message Detection Problem.

Therefore, in our proposed checkpoint protocol, a
message my; which is possible to be a lost message (we
call m; an pseudo lost message) is detected by an in-
termediate mobile computer along a message transmis-
sion route of m; before it sends CReq. For a message
my satisfying property 1-a), a mobile computer M; in
property 1-a) detects m; before M; broadcasts CReq.

[Detection of Pseudo Lost Message (1)]

If a mobile computer M; receives a message m; which is
sent out by another mobile computer and transmitted
through M;, i.e. forwarded by M;, before broadcast-
ing CReq and has not yet sent m; before broadcast-
ing CReq, my is a pseudo lost message. M; broadcast
CReq to which local state information M; and m; are
pigged back to all mobile computers within a message
transmission range of M;. On receipt of this CReq, a
neighbor mobile computer M; of M; stores S; and my
for recovery of M;. O

On the other hand, for a message m; satisfying prop-
erty 1-b), a mobile computer A; in 1-b) detects my; to
be a pseudo lost message. However, before receipt of
my, M; might have broadcasted CReq. Hence, in our
checkpoint protocol, detection of a pseudo lost message
is realized in M; and M; which has not yet broadcasted
CReq before sending my stores m; before broadcasting
CReq as shown in Figure 3.

[Detection of Pseudo Lost Message (2)]

If a mobile computer M; detects a message m; from
M; to be a pseudo lost message which is sent before
broadcast of CReq in M; and received after broadcast
of CReq in M}, M; informs M; that m; is a pseudo lost
message by using an acknowledgment message ack(m)
of my;. By receiving such ack(m;), M; is informed that
my is a pseudo lost message and in a next broadcast
of CReq, m; is pigged back to the CReq. In order for
this method to be realized in our protocol, each mo-
bile computer is prohibited to broadcast CReq between
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v v time

Figure 3: Lost Message Detection in Intermediate Mo-
bile Computer.

transmission of a message and receipt of its acknowl-
edgment message. O

An intermediate mobile computer only forward a
message that is possible to be an orphan message. By
delaying acceptance of the message in an application
layer in a destination mobile computer, i.e. Receive()
event, it is achieved to avoid orphan messages.

[Message Transmission Protocol]

In a mobile computer M;, a message sending event
Send() and a message receipt event Receive() in an
application layer occur if an application program re-
quests to send and receive a message, respectively. On
the other hand, on receipt of a message from a network,
a message receipt event receive() in a network layer
occurs. A message sending event send() in a network
layer occurs in Send() in a source mobile computer and
in receive() in an intermediate mobile computer.

(Send(m) in an application layer)
1) m.logged := false.
2) If M; has already sent a checkpoint request mes-
sage CReq, m.source_creq_sent := true.
Otherwise, m.source_creq_sent := false.

3) M; invokes send(m).

(Receive(m) in an application layer)

1) If m ¢ buffer;, M; suspends this procedure until
M; finishes a procedure for receive(m).

2) If m.source_creq_sent = true and M; has not yet
sent CReq, M; suspends this procedure until M;
sends CReq.

3) M; removes m from buffer;.

4) If m.logged = true and M; has not yet sent CReq,
m is included in a set of messages each of which
is discarded even if it is received after recovery.

(send(m) in a network layer)
1) If M; has already sent CReq, m.creq_sent := true.
Otherwise, m.creq_sent := false.
2) M; blocks to send CReq even if it receives CReq
until finish of this procedure.
3) M; sends m.

4) M; receives an acknowledgment message ack(m)
for m. If m.logged = false and ack(m).logged =
true, m is pigged back to a next transmitted CReq

(receive(m) in a network layer)

1) Ifm.logged = false, m.creq_sent = false and M;
has already set CReq, m.logged := true and M;
sends back ack(m) where ack(m).logged := true.
Otherwise, M; sends back ack(m) where
ack(m).logged := m.logged.

2) If M; is a destination of m, m is stored into buffer;.
Otherwise, M; invokes send(m) for forwarding m.
O

Messages which are to be pigged back to CReq from
M; are stored into a message log ML;.

[Ad hoc Checkpoint Protocol]

1) Any mobile computer M initiates a checkpoint
procedure. My takes its local checkpoint by stor-
ing its local state information Sy and broadcasts
a checkpoint request message CRegq to which Sy
and a message log MLy of My are pigged back to
all mobile computers with a message transmission
range of Mj.

2) My sets a timer Tp.

3) A mobile computer M; receive CRegq from M;.

4) If M; has not yet received another CReq from M;
with the same ID, M; stores local state informa-
tion S; of M; and a message log ML; carried by
CRegq.

5) If M; has not yet received another CReg with the
same ID from any other neighbor mobile com-
puter, M; takes its local checkpoint by soring its
local state information S; and broadcasts CReg
with the same ID assigned to the received CReq
and to which S; and a message log ML; of M;
are pigged back to all mobile computers within a
message transmission range of M;. In addition,
M; sets a timer Tj.

6) If T; times out before M; receives CReq from all
neighbor mobile computers, M; broadcasts CRegq
to all mobile computers within a message trans-
mission range again.

7) Otherwise, ML; := ¢ O

4 Concluding Remarks

This paper has proposed a novel ad hoc checkpoint
protocol in which detection of lost messages is not
based on end-to-end but hop-by-hop, i.e. an interme-
diate mobile computer detects and stores pseudo lost
messages which are possible to be lost messages. By
introducing this method, each mobile computer is re-
quired to broadcast a checkpoint request message only
once in a checkpoint procedure. That is, lower commu-
nication and synchronization overhead is required. If
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wireless communication links between mobile comput-
ers are connected and/or disconnected during a check-
point procedure due to mobility, there may exist lost
and/or orphan messages which do not satisfy proper-

ties

1) and 2). In future work, we design an extended

protocol to achieve consist global checkpoint even with
such messages.
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