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Abstract  In multi-hop ad hoc networks, communications rely heavily on the cooperation of each node. Albeit a
good teamwork could run the mobile networks well, some selfish behaviors will definitely break them down, such
as ‘“listening only” for saving the limited energy, or “receiving the valuable” without forwarding to others. This
paper examines the theoretical aspects of selfish nodes through a non-cooperative game framework. Depending o
the tradeoff between the nodes packet generating requirements and forwarding probabilities for other nodes, we
introduce a unique "cost and compensation” scheme: the nodes first select their initial packet generating rates, in
order to attain their desired values, they adjust the rates according to the associated status of the network; and the!
are also compensated once they forward packets for other nodes. Finally, simulation results show the proposec
distributed algorithm is effective to achieve optimal strategies -Nash Equilibrium(NE) for individual nodes and it
enforces the potentially selfish nodes to co-operate.

Keywords: Ad Hoc Networks, Cost and Compensation, Non-cooperative game, Nash Equilibrium(NE).

. INTRODUCTION cient pricing mechanism makes decentralized decisions
compatible with overall system efficiency by encour-
Wireless networks are growing increasingly, adoptingging less aggressive sharing of resources rather than
many of the characteristics of ad hoc networks. Wireleise aggressive competition of the purely noncooperative
ad hoc network tries to pull all the nodes participatiogame. A pricing policy is called incentive compatible
in network function, but some nodes use a probabilistic pricing enforces a Nash equilibrium that improves
“waiting and see” approach - try to avoid the forwardeghe sum of all nodes utilities. Although those pricing
packets by waiting for some other nodes to take dthemes achieve the whole system maximal throughput
up, with a certain probability. Consider that if “oneor power control purposes, (here, pricing does not refer
packet” is held in an intermediate node, and that noge monetary incentives, can be treated as a credit level)
feels no interest in forwarding the packet after a longbme policies are extreme, which we think do not
time, then how can we do with that? Earlier work [7hccount for the relative preferences for individual nodes.
has shown that such non-cooperative behavior coudfgpically, pricing should be motivated by two different
easily jeopardized the network performance to severegjectives: 1) it generates revenue for the system and
degrade. However, the dynamic interactions arising ) it encourages players to use system resources more
ad hoc networks make it difficult to analyze and predieifficiently. However most previous work focus on the
node performance, inhibiting the development of thfirst aspect of this problem. In this work, pricing rather
wireless ad hoc networks. refers to motivate individual node to adopt a social
Recently, the idea of using pricing scheme based behavior from gaining more benefit for themselves.
Game theory to stimulate node cooperation rushes inin this paper, we use pricing policy in such a way: we
mobile ad hoc networks [2], [8], [10], [11]. An effi-introduce a “cost and compensation” scheme as a less-
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aggressive way to avoid such non-cooperative behavibetween each source and destination pair has been de-
We assume that once a packet is sent from a source nddenined first, such as using AODV routing protocol.
the packet is associated with a cost, i.e, when nodddere the nodes are non-cooperative in the sense that
needs sending packets as a source node, it is requirddey have no means of contributing for others, because
cost(e.g. reasonably some money). The cost is adjustablat forwarding packets will either consume energy or
according to the network status, whereas the node aalay their own packets. Each node wishes to optimize
also accept or reject the cost. If we think of the implieds usage of energy and network maximally. Finding a
costs as the penalties to be paid by the source nodes, thead balance between these two conflicting objectives
local optimization of the node, for example, the desirad the primary focus of this paper.

performance minus the cost to be paid, will yield an op- In the Non-cooperative node ganig the objective
timal point. In order to induce voluntary forwarding, thef each node is to maximize its final payoff. LE}(:)
network will also compensate the nodes who consurdenotes this final payoff for node the individual node
energy in forwarding packets for other nodes. Each nodwtivation is considered as proble@

can optimize only its forward probability strategy (It is
assumed that each node optimizes its forward probability 1 9
without regard to the other nodes). However, offering maz{Ui()} = maz{ui() = G () + C7()} - (1)
unrestricted packets generating rate by each node is not;(-) denotes the utility function for nodé which

in the network interest and thus the network chargésobtained by joining the gamE as the usage of the
each source node for generating packets. The "cost aretwork, formally expressed as normalized throughput
compensation” in this context could be regarded as tf@ individual nodei,

network credits, which do not necessarily relate to real
money.

The remainder of the paper is organized as follows.
Section 2 we describe the basic framework and defini-
tions,In Section 5 we present a game of non—cooperative'\mdes access wireless Ad Hoc network through the air
nodes in the context of mobile ad hoc network, and tiaterface which is a common resource, so cost function
existence of Nash Equilibrium is also shown. Section@:'(-) is assigned to nodg which models the node’s
proposes an algorithm to find the Nash Equilibrium igOSt for sharing this common resource, indicating current
game. Section 4 we discuss the evaluation results. Find)§twork status. The nodeminimizes its cost function

section 5 concludes the paper and the subject of futdt¥ deciding its packet generating rate according to the
research. feedback network status. Compensation functigi(-)

is also assigned to node which means, in order to

induce voluntary forwarding, the rewards (e.g. energy or

idle time) associated with forwarding should be com-
Given a N-node mobile ad hoc networkd) the pensated by the network. The cost functiop'(-) and

transmission radius is assumed to be identical for &pmpensation functior;*(-) are expressed separately

nodes;B) a node can only directly communicate witHsS,

the nodes which are inside its transmission range, thus

the pacl_<ets_ may be .relayed over multiple nodes_ before ;i) = Z (i - 25) 3)

the destination node is reach&d each node is assigned

wi() ==z [[ P;* ()

JES(P)

II. BASIC FRAMEWORK

_ Syt
an orthogonal code to modulate data, such that it cannot e

: : C3() = Z (A - P4 y) (4)
receive more than one packets or cannot transmit and i it s
receive a packet simultaneously [12], [13]) we do i€ R(1)
not consider channel errors. Cost factora; represents the cost incurred per unit

of packet rate generated by nodeas a source node.
Compensation factaok; represents the compensation per
unit of packet size associated with the contribution when
The basic setting of non-cooperative garifieis as node: forwards packets for other node3(:) represents
following: There areV nodes in ad hoc networks; amonghe set of sessions in which nodés a relay node.
the set of nodes, there is a subsggtwhich represents In this paper, we assume all the nodes are "rational”,
for source nodes, to send traffic 1o, which represents which means nodes’ behavior are totally determined by
for destination nodes subset. To do this, a set of routéemselvesu;(-), C;!, C;? are all functions of variable

A. Non-cooperative Game
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x;. In the game, the nodes control their packet generating
ratesz; and forwarding preferences*to optimize their
utilities; the network controls cost coefficient; and
compensation coefficient; to maximize its revenue.
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B. Nash Equilibrium

0.2

Definition 1 The situationz* = (z7,...,z},...,2})
1'is called the Nash Equilibrium in the Ganig if for
all nodes give strategies; € X; andi = 1,...,n there

IS

0.0 0.2 0.4 0.6

%, U, (%)

0.8

Fig. 1. Nash Equilibrium in 3-Node game

Ui(z") = Ui(z™ || @) (5)
RemarklIt follows from the definition of the Nash
equilibrium situation that none of the nodésis in-
terested to deviate from the strategy, (when such In this section, we give an algorithm to compute
a node uses strategy; instead ofz?, its payoff may NE of non-cooperative node ganig and illustrate the
decrease provided the other nodes follow the strategig¥lementation issue on ad hoc networks.
generating an equilibriumt*). Thus, if the nodes agree As mentioned above, the algorithm could easily be
on the strategies appearing in the equilibrium then affipplemented as a local procedure (optimizatiow/g(f)),
individual non-observance of this agreement is disadvaffice we know the nodeassociated cost facter;. This
tageous to such a node. In this paper, we will S|mp||ﬂ§, however, based on a simple iteration method. The goal
Nash Equilibrium as NE. of iteration method is to search for the optimal value of
of x; for problem Q. To reach this equilibrium, each
node can change its strategy at a rate proportional to the
iteration of its utility function with respect to its strategy,
As a simplified example, let us firstly consider aﬁubject to constr_ains _[16]. Moreover, sinC(_e the sol_ution
ad hoc network with 3 nodes, denoted by, Ny, Ns. to the problem) is unique, the correspondlng_ splutlons
Transmission could be finished through one intermedidt@1Verge to the NE vector. Here, we apply similar non-
node or to the destination directly; has one unit packet coope_ratlve distributed algorithm conS|dered_|n [15] with
to send taVs, it sends its packet to other nodes and keePi€ difference that we treat the node as link and the
its desired costN, also has packet to send ;. N; packet gengratlng rate as the allocate ra_te. And cqst and
has no knowledge of whethe¥, or N, will send the compensation parameters could be delivered to in the
packet directly to it or using a relay node. (Suppose tR&cket headers.
network cannot verify any claims the nodes might make FOr the case of more general networks, we need to
about their strategies.) calculate the derivative pf the utility functloq of Equapon
Figure 1 illustrates how the Nash Equilibrium is deterl-' Th_en _the problem s reduced to a smg_le variable
mined by using the cost and compensation function. ?rP“m'Z"‘“‘?” prqblem: a node does a lterative step to
this example, the packet forward probability forl and COMPUte its optimal packet generating rate. Thus, we
N2 are both [0,1] and botk, versusUs, andz; versus compute the derivative with respect to equation 1,
U, are plotted in the same figure. The intersection point
of the two plots is a Nash Equilibrium, which means
both N; and N, can benefit each other only when they
use the forward probability strategy approaching 0.5.

Ill. THE DISTRIBUTED ALGORITHM

C. 3-Node Case Study

dl‘i
dt

(6)

Note that in the above expression we first assume

Note (z1,. .., %1, 2, Tir1, .. ., o) i an arbitrary nodes’ strat- that the packet forwarding probabilitie®) and cost

egy set in cooperative game, ang is a strategy of node. We
construct a nodes’ strategy set that is different frononly in that
the strategyz; of nodei has been replaced by a strateag:y. As
a result we have a nodes’ situatién, . . . ,xi_l,x;,xiﬂ, ey Tn)
denoted b)(mHm;). Evidently, if nodei’s strategyz; andz; coincide,
then (z||z;) = =.

and compensation factor of all the source nodes in
the network are same initially and then compute the
derivative with respect to thigz). This is because

during the computation the node must take both cost and
compensation into account to get the optimal strategies.
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Thus, solving the problem is reduced to a single @ --------- /c::-____t:>

variable optimization issue. A node does a iterative \ @ ¢
ascent to compute its optimal packet generating rate. ¥ \1
Thus, in itsk™ computation, a nodé uses the iteration .:DG)‘::”"’J‘? \ @

i =l r e - KeT) @

where {(k) is a sequence of positive numbers sat-
isfying the usual conditions imposed on the learning & “=--.. r,s @ _____
parameters in stochastic approximation algorithms, i.e., @ """""" (19
Yra(k) = oo and Yja(k)? < oo. Here, the reason
we choose stochastic algorithm is that this distributédd- 2. The packet forwarding graph of the random scenario
algorithm can be randomly changing with time owing
to the node mobility. Thus a node needs to appropri-

ately modify the cost functior”!(-) and compensation ¢ nction (equation 1). Relay nodes observe the updating
function C*(-) based on its most recent feedback fromyst associated with the former packet generating rate
the network. However, in case of any change in thg, the new destination node. The new packet forward
network, there will typically be some delay till a node,qhapility is chosen randomly. Comparing the costs and
completely recognizes the change. Note that it is possiblgynensation the nodes choose in the next step whether
thaf[ different nodes sgttle to different local maxima. V\% generating own packet or to forward packet for other
define here that the imposed “cost and compensaliqfyqes. For each node, we determined NE that results in
policy ensures that all the node settle Nash Equilibriufge highest payoff function.

(Nash Equilibria)in the highest payoff. The simulations we investigate has the main design
Above algquthm implementation requires a node arameters listed in table 1. We illustrate our results
_know the neighborhood stat.us of the network arou gr various parameters. For each parameter, the default
!tself. In orde_r to get effective knowledge about thax;alue and their varying range are provided. In our
in topology-blind ad hoc networks, here, we need SOMG., 4tion, the studied scenario is high density and the
mechan!sms (for example, we C_OUId use some d'SCOV%'a(eed mobility of the nodes is rather low, so we could
mechanisms) to get feedback signals and using feedb re the packets drop rate. Also, we consider only
signals to measure or estimate the network status. Sim % number of packets that are generated and forwarded,
to say, the feedback signals incluqle the node W”"ngne@%ore the size of the packets, this assumption allow us
to pay c; and network compensation factay. to capture the main aspect of the problem and we believe

it could be extended in the future work.
V. PERFORMANCEANALYSIS

In this section, we evaluate the performance of “cost Table 1 Main Simulation Parameters

and compensation” scheme in a general setting, whidh Parameters \ Value
is closer to the realistic topology scenario of wireless ad Space 1000m % 1000
hoc networks, we conducted the following simulation on  Number of Nodes 20
NS2, using IEEE802.b at the MAC Layer. Placement uniform
Cost Factor 0~1
A. Scenario and Simulation Setup Compensation Factar 0,051
T Initial Value= 600 pacekt/s

We studied a given network model (Fig.2) including

20 nodes located randomly according to a uniforn Packet size 1024byte
distribution within a geographical area of 1000m by Buffer_ size fori 50 packets
1000m, some nodes randomly choose a destination(e|g. Maansgm i 2_(_)00 packet/s
S1to D1, $2 to D2, S3 to D3), and separately generate 5 Initial Value=0.5
packets according to a Poisson process with the initial_Simulation Time 2000s
value 600packet/s. At each updating step, relay nodes
(e.g. 4,5,6...) decide whether to forward the packeés Metri

. Metrics

as before, or to cease forwarding for a while. The
decision is taken on the base of their current payoff We are interested in the following metrics.
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- Equilibria on Throughput of Individual Noddndi-
vidual throughput is determined by logging the accumu-
lative traffic originating form the node in 1s intervals.

- Equilibria on Packet Success Forward Rateom-
putes the rate that assigned packets are successfully
forwarded by node to correct relay node or destination
in 5s intervals

- Convergence of the individual node strategyom-
putes the time required for convergence of the scheme.
The individual payoff function against the time for
different step size.

V. RESULTSANALYSIS

Equilibria, Packet Forward Ratio (%)

In evaluation,S1 is selected, as it is the most extreme
source node in the network; and nodlés also selected
as it could represent the mobile nodes near the center of
the network, which are frequently used as relay nodes.

In Fig.3, the equilibria strategy is calculated for nodgg. 3.
S1 and 9, cost factor« is ranging from 0 to 0.6,
compensation factor is set to 1. It is shown that the value
of Equilibria on packet success forward ratio for ndtle
and 9 can be selected to find the best tradeoff between
individual payoff and packet forwarding probability for
other similar location nodes. As = 0.1, for node9, the
equilibria points are smaller. This is due to the fact while
node9 is closet to the center of the network, distances
to its neighboring nodes are all relatively high, and will
be carrying larger amounts of traffic for other nodes.
Hence, whena = 0.5 its usage and equilibria points
will be reasonably high, as reflected by the figure.

As the Fig.4 indicate$'1 has a steady state under dif-
ferent cost and compensation value. Even if convergquge
rate is only weakly fluctuated by compensation function,™
we still could see the node behavior can be influenced
through the introduction of a compensation function.

It can be observed from Fig.5 that the final behavior of
node9 converges under the control of proposed system,
here differenta, A values are used. As we could see
that small values oty lead to low iteration steps. This
is due to the fact that if the traffic is low, nodes will
operate far from the central region and their strategies
will not be strongly coupled. However, as the valuenof
increases, the convergence speed also increases, even not
so obvious. This is due to the fact that @sncreases,
the cost is heavier, more negotiation time is needed to
compensate for the packet forward probability strategies.
Accordingly, there is less incentive for the nodes behawg. 5.
selfishly. This figure also compares payoff as a function
of the cost factora with different \ value. We see
that through the compensation function the NE strate-
gies, convergence time for nodeis much longer than

Equilibria, Packet Generating Rate (10%it/s)

Global Convergence
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only using cost strategies, thus choosing cooperation 5] K. Paul and D. Westhoff, “Context Aware Detection of Selfish
more beneficial with respect to non-cooperative behavior. Node in DSR based Ad-hoc Network”, IEEE GLOBECOM

. . . . 2002, Taipei, Taiwan, Nov. 2002
Also, payoff function for nodé increases with the high [6] S. Buchegger, J.-Y. Le Boudec,"Performance Analysis of the

compensation factor. CONFIDANT Protocol: Cooperation Of Nodes - Fairness In
Distributed Ad-hoc NeTworks” MobiHoc 2002, Lausanne, 9-
11 June 2002
VI. CONCLUSION AND FUTURE WORK [7] Sergio Marti, T.J.Giuli, Kevin Lai, and Mary Baker, “Mitigating
. . Routing Misbehavior in Mobile Ad Hoc Networks”, Proc. of
We established a framework using game theory to pro- Mobicom 2000, Boston, August 2000
vide incentives for non-cooperative nodes to collaborati] Luzi Anderegg and Stephan Eidenbenz,"Ad hoc-VCG: a

in the case of wireless ad hoc networks. The incentive Truthful and Cost-Efficient Routing Protocol for Mobile
h din th is b d ' imole * Ad hoc Networks with Selfish Agents”, Mobicom San
scheme proposed in the paper is based on a simple “Cost pjgq california,Sep.2003.

and compensation” mechanism via pricing that can bp] Chiranjeeb Buragohain, Divyakant Agrawal, Subhash Suri,“A
implemented in a completely distributed system. Using Game Theoretic Framework for Incentives in P2P Systems”

_ ; Proc. of the Third International Conference on P2P Computing
non-cooperative game model, we showed network has (P2P2003). Linkoping Sweden, 2003

a steady state and such optimal point — NE exist o] J. Crowcroft, R. Gibbens, F. Kelly and S. Ostring, “Modelling
the system, the algorithm we provided helps to find the Incentives for Collaboration in Mobile Ad Hoc Networks”

NE. From the simulation results, we showed that node Proc. of Modeling and Optimization in Mobile Ad Hoc and

. . . . Wireless Networks (WiOpt)2003, March 3-5, 2003, INRIA
behavior could be influenced through the introduction of Sophia-Antipolis, France

“cost and compensation” system. The advantage of tifi$] p. Michiardi and R. Molva, * game theoretical approach to
proposed scheme is to lead to a less aggressive way in evaluate cooperation enforcement mechanisms in mobile ad hoc

h n hat i not r It in ner nari networks” P_roc. of Modeling anql Optimization in Mobile Ad
the sense that it does not result in a degenerate scenario Hoc and Wireless Networks (WiOpt)2003, March 3-5, 2003,

where a node either generates all the own traffic, not |\rja sophia-Antipolis, France
forwarding any of the request, or forwards all the othgr2] S.H. Shah, K. Chen, K. Nahrstedt, “Dynamic bandwidth man-
nodes packets. As far as we know, this is the first work agement for single-hop ad hoc wireless networks”, Proc. IEEE

- ” P— International Conference on Pervasive Computing and Commu-
that introduce "cost and compensation” concept that has nications (PerCom 2003), Dallas-Fort Worth, Texas, USA, Mar.

formal framework of encourage nodes to cooperate. 2003,
In terms of future work, we will investigate the effect13] J. Yoon, M. Liu, B. Nobel, “Random waypoint considered

of different packet sizes on our scheme. and take the harmful”, Proc. of the 22nd Annual Joint Conference of
q . b f ival d d ! d . the IEEE Computer and Communications Societies (InfoCom
ynamic number of arrival and departure nodes into  5q93) San Francisco, CA, USA, Mar.-Apr. 2003.

consideration. However, in this paper we do not diSCUBS] Haikel Yaiche, Ravi R. Mazumdar, Catherine Rosenberg,“A
the conditions under which integration of nodes are 9ame theoretic framework for bandwidth allocation and pricing

. . . . . in broadband networks”, IEEE/ACM Transactions on Network-
interested in forming small non-cooperative groups, this ing, 2000, Volume 8 , Issue 5 . Pages: 667 - 678,

will need a strong NE exist in the system, but it rarelyis) zuyuan Fang and Brahim Bensaou,“Fair Bandwidth Sharing
happens. We think this problem will be a part of our Algorithms based on Game Theory Frameworks for Wireless

future work. Our future work will also want to address _ Ad-hoc Networks”, Infocom 2004,

the issues of the algorithmic imolementation in th%el J.B.Rosen, “Existence and unigueness of equilibrium points
ISSu gori IC 1mp ! ' for concave n-person game,” Econometrica, vol.33,pp.520-534,

context of different measurement scenarios. Jul.1965.
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