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ABSTRACT

Incessant innovation in mobile device technologies over the
last several years has significantly changed the way we
access and use information, communicate, and entertain
ourselves. Environmental devices, such as projectors and
large flat screen monitors, are being deployed in public
spaces such as train stations, airports, and malls.
Proliferation of wireless technologies makes it possible for
mobile and environmental devices to interact in new ways
and in more situations. Our project, Celadon advocates the
symbiotic use of devices to mitigate the inherent
shortcomings of each class of devices and poses several
challenges that need to be overcome.

In this paper we present several scenarios from diverse
domains where device symbiosis can improve worker
productivity, effectiveness, and quality of life. The
challenges that are unique to these environments are
analyzed. We end with thoughts on how device
manufacturers, software vendors, and public organizations
can collaborate to overcome these challenges and promote
device symbiosis’?

1. INTRODUCTION

Developments in mobile computing technologies over
the last several years have significantly changed the way we
access and use information, communicate, and entertain
ourselves. PDAs, smart phones, digital cameras, portable
media players and game consoles are some examples of
mobile devices that were introduced or improved
significantly during this period. For instance, Samsung's
smart phones incorporate a 9M pixels camera (SCH-V770),
voice recognition capabilities (p207), or a 3GB disk drive
(SGH-1300), while Apple’s iPods incorporate disk drives up
to 60GB (Photo iPod). These developments make it easier
for mobile users to both create content and to carry it with
them.
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Significant price reductions of environmental devices,
such & large flat screen monitors and projectors, have
encouraged their increasing deployment in public spaces,
such as train stations, airports, and malls. For instance, 17"
computer monitors and 32° LCD screens are available under
$250 and $1500, respectively. As the incremental cost of
adding computing and networking capabilities to these
devices is very small, they have been enhanced with touch
sensitive screens and WLAN interfaces.

Plummeting costs of wireless technologies, such as
Bluetooth, 3G and 802.11, have increased their availability
tremendously, which makes it possible for environmental
and mobile devices to interact in many more locations and in
new ways.

Mobile devices are constrained by their input
mechanisms, display capabilities and battery life, but are
always available, and they can be personalized to meet the
owner's needs. Environmental devices, on the other hand,
typically have better input mechanisms, substantially higher
media capabilities, and fewer energy limitations but are not
portable and are typically shared in public spaces. Symbiotic
use of devices to mitigate inherent shortcomings of each
class of devices poses several issues that need to be
addressed:

How should a mobile device find, and authenticate to
an environmental device?

How should environmental devices be shared among
mobile users?

What should the application programming model for
the symbiotic interactions be?

In this paper we introduce a vision for enabling on-
demand collaboration between personal mobile devices and
environmental devices facilitated by the middleware. Our
project, Celadon, attempts to investigate and help realize
several scenarios from diverse domains where device
symbiosis can improve worker productivity, effectiveness,
and quality of life. Device symbiosis applies to many sectors
- some being entertainment, retail, health care, public spaces,
and automotive. The challenges that are unique to these
environments are described. We end with thoughts on how
device manufacturers, software vendors, and public
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organizations can help exploit and expand the results of the
Celadon project.

2. RELATED WORK

Although device symbiosis [1] is a relatively new
concept, severa technologies designed to support seamless
collaboration between mobile devices and between mobile
and stationary devices already exist. This section provides a
brief overview of the most popular ones.

Sun’s Jni [9] is a Java-centered technology for
federating computing devices into what appears to a user as
a single system. The most important concept of the Jini
architecture is that of a service, defined as an entity that can
be used by a person, a program, or another service. Jini
services communicate using Java Remote Invocations
(RMI™s) and access to the services is leased-based. Jini
includes a lookup service, across-services transactions, and
distributed events. Typically, the components of a Jini
system are divided into of the three categories:
infrastructure, programming model, and services. The
infrastructure consists of the components which represent a
minimal Jini core: service discovery and lookup, and a
distributed security system. The programming model
consists of the Jini extensions to the Java programming
language, and includes the leasing, event and notification,
and transaction interfaces. Jini devices are assumed to have
enough computing resources to implement the core Jini
protocols and device-specific functionality. Alternatively,
Jini allows devices to be accessed through a proxy, which
must have enough computing resources for the proxy task
and for controlling the proxied device.

UPnP [6] is designed to support zero-configuration,
“invisible” networking, and automatic discovery for a wide
range of devices from different vendors. UPnP is defined by
the Universal Plug and Play Forum, which is an association
of more than 740 vendors in computing, networking, mobile
devices, consumer electronics, and home automation,
appliances, and security.

The basic building blocks of an UPnP system are
devices, services, and control points. A device is a container
for services and nested devices. A service, which is the
smallest unit of control in the UPnP architecture, exposes
actions and models its gate with state variables. A control
point is a controller capable of discovering and controlling
other devices; devices are expected to incorporate control
point functionality.

An UPnP service consists of a state table, a control
server, and an event server. The state table includes all the
service's state variables. The control server receives action
requests, executes them, and returns responses. The event
server publishes eventstriggered by state changes.

UPNP uses open standard protocols such as TCP/IP,
HTTP, XML, and SOAP. In addition, UPnP uses HTTPU
and HTTPMU, which are extensions of HTTP using
UDP/IP, and introduces two new protocols. First, the Simple
Service Discovery Protocol (SSDP) defines how services

can be discovered on the network. SSDP is built on HTTPU
and HTTPMU. Second, the Generic Event Notification
Architecture (GENA) defines how notifications can be sent
and received using HTTP over TCP/IP and multicast UDP.
These protocols support the lower layers of the UPnP stack.
The UPNP stack specifies three additional layers, defined by
the UPnP Device Architecture, the UPnP Forum Working
Committee, and the UPnP vendor, respectively.

The Digital Living Network Alliance (DLNA) [5] aims
at providing a seamless interaction among consumer
electronics, mobile and PC devices. This interaction is
supported by the digital home network, which is based on IP
networking and UPnP™ technology. For 2004, the DLNA
Home Networked Device Interoperability Guidelines v1.0
focuses on interoperability  between  networked
entertainment and media devices for personal media uses
involving imaging, audio, and video. In the future, the
guidelines may broaden to include new media formats and
areas such as home control, communications and advanced
entertainment scenarios.

Appl€e’ s Bonjour [2], formerly named Rendezvous, is an
open, standards-based networking technology that delivers
true zero-configuration networking over standard IP.
Bonjour is designed for local and ad hoc networks that don’t
have central DNS servers and aren't managed by IT
professionals. For name service, it usesa DNS variant called
Multicast DNS Service Discovery (mMDNSSD). Apple
makes available free, source-code implementations of
Bonjour for UNIX, Linux, VxWorks, Windows, Windows
CE, and Pocket PC 2003 platforms.

3. CELADON VISION

The main objective of the Celadon project is to enable
on-demand seamless collaboration between a wide range of
heterogeneous mobile and environmental devices facilitated
by middleware. Key advantages of mobile devices, such as
portability, sole ownership, and privacy, are preserved.
Celadon middleware helps overcome their inherent
limitations, such as display size or battery life time, by
enabling them to establish symbiotic relationships with
environmental devices that do not suffer the same
limitations. Furthermore, assigning additional roles to
environmental devices improves their cost-benefit equation,
which should further increase their availability.

If we are to realize the vision of widely deployed
ubiquitous collaborative environments, we need to create an
ecosystem where the incremental benefits of deploying
service-offering environmental devices far outweigh the
incremental cost of deploying and maintaining them. If we
are able to achieve this goal, we can establish a positive
feedback loop that will result ina rapid proliferation of such
collaborative environments, eventually leading to situations
where symbiotic usage models become the norm as opposed
to amere proof of concept demonstration. There are several
examples from history, such as telephones, fax machines as
well as the Web, where technologies have reached the point
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of maturity and such a positive feedback loop has taken off.
In fact, this phenomenon is often referred to as Metcalfe's
law: when N devices are able to interoperate with each
otzher, the usefulness of the system becomes proportional to
N<.

We believe that if we are to eventually see Metcalfe's
law establish itself in the domain of device synbiosis, we
need to start with environmental devices that are extremely
simple to create, easy to deploy and cost very little to
operate and administer. Such simplicity will translate to low
overall costs, making it easier to justify deploying such
devicesin theinitial stages before the positive feedback loop
has actually taken hold. After the benefits of the feedback
loop begin to be felt, it may be possible to justify a gradual
increase of their costs by moving to more capable
environmental devices.

We envision collaborative environments organized into
Celadon zones, which are public areas equipped with
wireless access points for technologies, such as Bluetooth
[4] or 802.11 [1], and with environmental devices, such as
displays, projectors, and printers. Bus and train stations,
airport terminals, doctor/dentist waiting rooms are the most
common examples of Celadon zones. Buses, trains, and
airplanes can also be Celadon zones, provided they are
equipped with the necessary environmental devices.

Figurel. Internet-connected Celadon zones

Mobile wsers in a Geladon-enabled public area, i.e, a
Celadon zone, join the system as soon as their mobile
devices (MDs) get in the proximity of, and discover
available environmental devices (EDs) through the wireless
local area network (WLAN) (see Figure 1). Users join and
leave Celadon zones seamlessly, based on their current
profiles or subscriptions, therefore enabling multiple service
offerings on top of the same ubiquitous infrastructure.
Celadon zones do not overlap and they are typically
connected to the Internet.

Capahilities of both environmental and mobile devices
are exposed to each other as Celadon services, similar to Jini
and UPnP. The user’s mobile device requests for services
available in the Celadon zone after the user enters the zone.
The user profile and credentials, which are stored on the

mobile device, determine the services that the user has
access to.

Next, the mobile device attempts to establish a session, if
enough services are available; the device becomes the
session manager. In the Celadon architecture, sessions
represent temporary symbiotic environments which allow
mobile and environmental devices to collaborate seamlessly.
Sessions are destroyed, and environmental resources freed,
either explicitly, by the session manager, or implicitly, when
the session manager device leaves the Celadon area.

Resources, such as environmental displays, are allocated
to sessions according to pre-established access rights.
Resources are typically dedicated to asingle session. Shared
devices, such as large public displays, are represented as
multiple resources. Resources are generally removed from a
session only with the permission of the session manager.
The user of the session manager device is charged for the
resource usage during the session.

Within a session, devices collaborate by invoking each
others services. However, cross-session invocations are not
permitted. To access a device outside of its session, the
session manager must either add the device to its session, if
available, or join the device' s session.

In Celadon, device communication is based on TCF/IP,
IP addresses are allocated dynamically using DHCP, and
device discovery relies on DNS technology. Once the
devices in the zone are found, they are queried for available
services. Overall, Geladon service discovery is simpler than
in UPNP, as Celadon doesn’t rely on HTTP extensions.

Similar to DLNA, initial Celadon services are related to
media presentation. However, Celadon targets public areas,
which are more dynamic that DLNA’s digital home.
Specific examples of Celadon services are given in the next
section.

Celadon services are accessed using existing web
services technologies, such as SOAP over HTTP. Our
previous experience with web services stacks on mobile
devices [3] indicates that the performance penalty
introduced by the use of web services is acceptable for a
wide range of application scenarios.

In the heterogeneous device environment that we wish to
support, using SOAP as a messaging backbone solves
significant issues rised by device heterogeneity, most of
them at the syntactic level. However, remaining issues at the
semantic level need to be addressed differently.

To address these issues, the Celadon architecture uses
OSGi, a dynamic code provisioning architecture, for both
the mobile and the environmental devices. OSGi is a
component-based architecture, which enables device-side
applications to load required components from the
management sever at the run time. In this sense, application
components can be customized to be on-demand in order to
meet the shortage in device storage. For the Celadon
prototype, we use the Service Management Framework,
which is an OSGi-compatible product by IBM.

Celadon uses separate OSGi bundle servers for mobile
and environmental devices. Bundles are downloaded on-
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demand whenever the required functionality is absent on the
mobile device, the environmental device, or both. For
instance, an environmental device may need a special media
renderer and/or transcoder to display the content supplied by
a mobile device, or a mobile device may need to convert its
key inputs before forwarding the commands to another
device, or the client- and server-implementations of asimple
network game may need to be downloaded on the mobile
and environmental devices.

Finally, to accommodate mobile devices with reduced
capabilities, i.e. which cannot support an OSGi client
environment, the Celadon architecture provides mobile
device adapters. The adapters are bundles for the
environmental devices, which allow them to interact with
the mobile device using its native messaging protocol(s).
We expect the inclusion of mobile device adapters in our
architecture to speed up the proliferation of Celadon
collaborative environments.

4. BUSINESSMOTIVATION

While the Celadon vision is conpelling and challenging by
itself technically, several business aspects need to be
addressed before Celadon zones start appearing
ubiquitously. Essentially, for rapid adoption, the whole chain
of technology and service providers that are supporting or
using device symbiosis needs to be able to profit from the
deployment.

L et us examine the remarkable growth inthe deployment
of 802.11, arguably a technology that has significantly
changed the way people work, communicate, and entertain
themselves. It started in the late nineties with deployment in
corporate buildings to provide flexibility to employees
which in tum increased their productivity. Around the same
time, several companies rushed to provide broadband access
to homes, thus increasing the areas where 802.11 could be
utilized. Users who had experienced the benefit of 802.11 at
work, found it compelling to deploy 802.11 access points at
homes. This demand in turn drove down the price of 802.11
access points and network cards. The plummeting cost of
802.11 access points and the simplicity of the technology
made it possible even for coffee shops to provide this
function. At present, many airlines such as Lufthansa
Airline, Korean Airline and Japan Airline offer or plan to
offer 802.11 on their flights. Some of this momentum can be
attributed to the fact that 802.11 was an open standard that
coexisted and extended the reach of well established
standards such as TCP/IP and other Internet protocols.
Equally important, 802.11 deployments were driven by solid
cost-benefit analyses in the office, home and retail
environments.

In contrast, Bluetooth has taken much longer to mature
since the standard was much more complex. Bluetooth tried
to define several complex profiles from scratch and also had
interoperability problems in its early years. As a result, the
positive feedback process has taken much longer to establish
itself.

The device symbiosis supply chain includes
manufacturers of mobile and stationary devices, software
vendors, content providers, and Celadon zone operators,. At
present device manufacturers are well on their way to
incorporate capabilities necessary for device symbiosis in
their devices. Already several public areas such as airports,
hotel lobbies, and malls provide kiosks. Ubiquitous wireless
connectivity is currently available in several countries.
Software for seamless and fluid device symbiosisis the next
big challenge. Once such applications and the supporting
middleware become available, we will see an accelerated
deployment of services that would lead to a rise in the
number of Celadon zones. We now examine several
scenarios where device symbiosis could take hold before it
becomes as ubiquitous as 802.11.

5. USAGE SCENARIOS

A keen understanding of multiple usage domains will
ensure that problems faced by users are addressed more
effectively than what is possible by applying technology by
brute force methods.

Let us first examine a health care example. In atypical
hospital visit, a patient may communicate with receptionists,
nurses, technicians, doctors, pharmacists, insurance
personnel, and either provide or receive data from them. In
a health care system that has embraced device symbiosis,
several tasks may be simplified and made more efficient,
thus freeing busy personnel for more citical tasks. The
patient may transfer his medical insurance data and past
medical records, current medication list including dosages,
securely to the health care system from his personal mobile
device. The patient may specify a duration for which such
data can be preserved. The doctors could carry a portable
device and attach it alarge TV/display in the patient’s room
and discuss the patient’s xray or MRI scan. The patient’s
mobile device can get a copy of the patient’s imaging results
or laboratory tests that the patient could view after being
discharged. @ The hospital staff can privately send
information to the physician on his personal device or audio
headset. Information such as the patient's location and
condition may be conveyed more easily instead of the
current practice of relaying the information through a nurse
since privacy concerns prohibit the broadcasting of patient
names over the public address system. The nurse could
transfer the patient’s pill regimen to his personal device that
can them remind the patient to take the medication and also
notify the nurse of non-compliance. The health care scenario
is especially challenging since the personnel are specialized,
mobile and busy; and the medical equipment is sophisticated
and very expensive. Device symbiosis could improve the
quality of health care and also reduce the cost by utilizing
medical personnel and equipment more efficiently.

We now discuss aretail scenario where device symbiosis
can help improve customer experience. A customer wishing
to renovate her kitchen might bring high resolution
photographs of the kitchen to a home improvement store on
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her cell phone camera The store consultant and the
customer can start the remodeling process by viewing the
images of the current kitchen on alarge display. The store
consultant could then use additional tools to get the
dimensions of the cabinets, etc., and look up replacement
units and bring up their three dimensional graphical models
and images on the shared display. More sophisticated
systems could overlay the images of the new cabinets on the
image of the present kitchen. Once the customer is satisfied,
the cabinets can be ordered right away and a copy of the
order and the overlaid images could be transferred to the
user’s camera phone for sharing with other family members
and for later review. The final installation appointment can
be coordinated with email exchanges. The overall objective
of this application is to simplify the complicated process
used today, which starts with setting up an appointment for
somebody to visit your house to take measurements, then
looking either at printed brochures or ones on the internet,
followed by placing an order after guessing how the
renovated kitchen will appear and ending with an
installation. Businesses can benefit with this approach since
they can get the customer to sign the contract right away
before the customer changes her mind. In addition, no
technician needs to be dispatched to the user’s home for
measurement. Finaly, the order process is completely
electronic and avoids printing and transcription costs.

Several public transportation terminals such as trains
stations and airports include large displays. Multiple people
can use their cell phone to play collaborative games while
waiting for their train. Transportation agencies can derive
additional revenue from such use. Seats on some modern
airplanes also include displays. Users could potentially
bring several movies on their cell phone and view them on
such a display without having to carry a separate DVD
player or be limited to the movies shown on the plane.

Visits to theme parks can also be made more enjoyable.
Imagine being able to track your friends and family on large
displays throughout the park that show a map of the theme
park. Icons on the large display, flags of Argentina for
example, can indicate the locations of friends and family.
The key that translates the graphical icons on the large
display to person names could be on the user’s personal
device. This separation of data ensures that the location is
revealed only to the user and not to other people near the
display.

Visitors to museums could receive additional
information about exhibits on their personal devices. Thisis
especially useful for viewing works of at where they are
best viewed at a distance from which textual descriptions
that accompany the art are difficult to read.

Device symbiosis has several potential applications in
automobiles. Imagine a user renting a car at the airport. The
user’s personal device could transmit his arrival at the
airport automatically to the rental car company. This can be
done by looking at the position data of hiscell phone and his
calendar. This in turn triggers the rental car company to
prepare his vehicle and associated documentation. Upon

entering the car several user preferences, such as seat height
and position, mirror adjustments, temperature preferences,
radio station settings, etc., can be transferred to the
automobile from the user’s persona device. To preserve
privacy, these settings can be erased when the user is
returning the car. Automobile manufacturers would have to
agreeto astandard that can be used to transfer such settings.
Suitable security mechanisms have to be devised so that
unauthorized people cannot change your settings. One
possible mechanism is to provide the user with a temporary
credential when the car is picked up that is valid for the
duration of therental.

Personal fitness enthusiasts could carry exercise
regimens in wearable devices that attach to exercise
equipment. The regimes could be provided by a personal
trainer and could be further adjusted based on readings from
biophysical sensors. The data from the workout could
continuously be logged on the user’s persona device for
later analysis and historical tracking. Thus data can be sent
and received by both the user’s personal device and the
exercise equipment to enhance the overal quality of the
exercise.

Movie theaters could leverage audio symbiosis by
broadcasting the audio n multiple languages that can be
received by the user’s personal audio device. The personal
device could automatically select the channel on which a
particular language can be heard by exchanging user profile
information with movie theatre. This is especially useful in
cosmopolitan environments such as international airports
where people from many nations pass through.

In summary, we have examined several scenarios where
device symbiosis can significantly alter the current user
experience and business efficiency. We considered
healthcare, entertainment, travel, and business sectors. The
organizations that can benefit are varied and the relative
priority of the challenges could be different in each of these
scenarios. Some involve public spaces and others do not,
and therefore the privacy and security requirements vary in
these applications. It is clear to us that several other domains
can benefit from symbiosis as well.

6. CHALLENGES

Though the Celadon vision is simple to explain, the
underlying machinery to make it work is complex. The
interfaces to use Celadon however must be simple — similar
to an automobile that is complex but exposes few simple
controls that the user can master to drive.

From atechnical perspective one of the main challenges
is the wide range of device types that need to be
accommodated. Because of the rapid pace at which mobile
device technology is evolving, it is common to see devices
with widely different capabilities among a user population.
It is also common to see devices being replaced relatively
frequently. Even among the environmental devices one can
expect to see a wide variation. As a result, the Celadon
software infrastructure must not just enable interoperability
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across heterogeneous systems, but also adapt to rapidly
changing device capabilities. Our interfaces need to be
flexible enough to be able to leverage the capabilities of
newer devices that have not been invented yet, while at the
same time be capable of providing services to devices that
are on the verge of becoming obsolete.

One of the critical success factors for such a system is
ease of use. Establishing relationships between the mobile
and environmental devices must be intuitive and effortless.
It is also important to ensure that the steps can be executed
quickly and efficiently with as much automation as possible.

In addition to the above there are several other
challenges such as, reliable access control mechanisms,
information security, robustness, affordability, resiliency,
fairness of resource allocation, metering and billing, and
dataintegrity.

From a business perspective, the main challenge is to
enable a value chain where the different players, such as
hardware manufacturers, software vendors, service providers,
and the end customers, can all derive value from the
enablement of such collaborative iterations between devices.
Another business challenge isto create new service offerings
that leverage the ecosystems where devices can collaborate
with each other.

In addition to the business and technical challenges,
several social challenges, such as privacy, have to be
addressed. For example, if auser is viewing private content
on a public display, who decides what content types are
acceptable? Devices in the environment may have to be
ruggedized to prevent vandalism, withstand harsh weather
and temperature variations. Since devices could be
accessible to several people, how can denial of service
attacks be prevented?

While some of these challenges pertain to computer
science and engineering, several others are multidisciplinary
in nature. Impetus from both private and public sectors is
probably necessary to accelerate the progressin this area.

7. CONCLUSIONSAND FUTURE
DIRECTIONS

We presented the Celadon vision and outlined the
exciting business and technical challenges that need to be
overcometo realize the full promise of device symbiosis.

We have begun prototyping parts of our system and our
current focus is on display symbiosis — where small private
displays and large public displays can be exploited to their
fullest potential. Our approach uses open standards and we
realize that efficient field upgrades, dynamic provisioning,
device heterogeneity, limited device life and rapid turnover,
etc., are key issues in the adoption of device symbiosis.
Once these basic building blocks have been built for one
type of symbiosis, our model can be extended to other forms
such as audio symbiosis, battery preservation symbiosis, etc.

It is not the intent of the Celadon project to address each

of the scenarios we discussed in this paper. Rather, our goal
is to build the platform technologies that accommodate the
implementation of several scenarios that demonstrate the
value of device symbiosis.
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