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abstract As the network connectivity of home appliances becomes popular, new threats are arising.
Attacking through the computer viruses or malicious abuse of these equipments may cause a serious accident
in a home. This paper presents a systematic classification of the malfunction of household appliances and
operational model for malfunction detection which includes description language for malfunction detection
rules. Evaluations and discussions are given based on the incident report from the Association for Electric
Home Appliances.
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