FEEREN LB B
IPSJ SIG Technical Report

2008 —UBI—20
2008711713

3)

BEESLEIC KB E/NA ViR RT
X277 741V AT LDRE

S

= ==

oK BT o R £ #Mlo& R it

HHBEOBMEL, R FU—VOREEMSEDLICONT, EHEFICITIL DS OFRSER
EINBLICRoTVE. EHEFZIREINLOTVWED, AMIEROE#IIRE 2BETHS. £
T4 TR PR R EEERICB T 2 EmER L - HEFEL LT, HERSLEY
FAOESEA ML —U VAT LAERELCEX L. ZOFRDIESE L LS ob 2 BHEELZEL
BERENAKEVALENSEMEEERESEED L ZACRERH . AR TS - E54 A8
BIZITHEX 2T 7 7AW AT L% FUSE (Filesystem in Userspace) % fi\ T Linux #RICE
# L. 72 WILLCOM DEEKMHE 77 v b7 4 —2A “Sandgate WP” (2R TIT o BEB(L - 18
FHUBEROHAFRICOVTRT

An Inplementation of Self-Encryption Based
Secure File System for Mobile Handsets
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People have had more opportunities to preserve important information properties in mobile
handsets. The security for mobile handsets will become essential in cases of the loss and the
theft. We have proposed an architecture for the distributed storage system, which gives the
high speed encryption to mobile handsets, by light-weight processing called self-encryption,
in the high-speed wireless communication environment today and in the near future. In this
paper, we implement the secure file system that automatically processes encryption and de-
cryption working on Linux PC with FUSE (Filesystem in Userspace), and show the measure-
ment result of the processing time at encryption and decryption by the terminal development

platform “Sandgate WP ”of WILLCOM.
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WB) TR LTITW,

(1) p-value 25 0.01 & Y K& \&|& (Proportion)
(2) p-value D—#&¥ (Uniformity)

DN LHEFIOTFMEET 5. (1) T, EAOK
ZméelilE, 001 LEERD pvalue DEDE
B2 0.99 £ 3,/ 22X00 DEFIZAS> THNHHAI,
FVWEETHD LTS, 72, (2) TR, Bbh
7z p-value 23X [0,1) T—RIZHHFL TWBE & H
NBEDIT, VA 2RBREICTRERITY. v 2%
BREIC LD BB p-value 25 0.0001 ML 72 61F, X
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ZESRET D LHAN L Y EAKFNTESWE. Zh
i, < TRETRIEEE Y MIOBBEES KX
RBEDELEZOND. 5EOERTIZ 8000byte
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£ 2 p-value 2 0.01 £ 9 bR&L L 5EE
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64byte | txt 0.540 0.436 0.514 0.713
zip 0.992 0.987 0.993 0.985
128byte | txt 0.565 0.567 0.539 0.982
zip 0.988 0.991 0.987 0.992

256byte | txt 0.489 0.578 0.383 0.960
zip 0.995 0.983 0.988 0.984
512byte | txt 0.243 0.294 0.159 0.511
zip 0.940 0.973 0.899 0.989

£ 3 p-value Dk

block M SR i Gy L]
64byte txt 0 0 0 0

zip 0.850 | 0.13188 | 0.738 5.4E-02
128byte | txt 0 0 0 6.1E-13

zip 0.083 | 0.38041 | 0.010 1.2E-03
256byte | txt 0 0 0 0

zip 0.070 | 0.00853 | O 1.4E-02
512byte | txt 0 0 0 0

Zip 0 7.3E-08 0 1.3E-06
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sefs.c
#include (fuse.h) W

static int sefs_write(const char *path, const char *buf,
size_t size, off_t offset, struct fuse_file_info fi){

/] BERAAE M %¥5L
sprintf(encrypt, "enc_fuse %s”, sM);
system(encrypt);

/] me BT yTa—F
sprintf(curl_put, “curl -T %s

https://largend.net/pub/ -k”, sm2);

system(curl_put);

/] mo ®iHE
sprintf(rm_rem, “rm %s”, sm2);
system(rm_rem);

/] M &iEE
sprintf(rm_M, “rm %s”, path);
system(rm-M);

/] cr B MITYXR—Ah
sprintf(rn, “mv %s /tmp/fuse/%s", sc, fn);
system(rn);

return res;

}

static int sefs_read(const char *path, char *buf, size_t
size, off_t offset, struct fuse_file_info *fi){

/] me ¥ a—F
sprintf(curl_get, “curl -o /tmp/fuse/%s.rem
https://largend.net/pub/%s.rem -k”, fn,

fn);
system(curl_get);
/] M &%
sprintf(decrypt, “dec_fuse %s”, sM);
system(decrypt);
return res;
}

static struct fuse_operations sefs_oper = {

.read = sefs_read,
.write = sefs_write,

}

int main(int argc, char *argv(]){
umask(0);
return fuse_main (argc, argv, &sefs_oper, NULL);
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TZ7ANVY AT AL LT LinuxPC @ NFS 4— 3%
<~ ML THD. 7urThxCESBICLER
L.

43 RBRER
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HEM 2K 9 IR L.

20
18 [ ¢ BHEESILEESE P
16 [ * AESEES{t = 9E=00
5 14 BEES X B Prd
12 7= —Aes —= p—
E 10 —= y & OE-07x
o o8 =
4 L
2 =
o .
0 5 10 15 20 25
T7ANY AKX [MB]
8 EEE{LALEEREMEHRE R
4.4 = ®

X8 K9 &b, BECHBLEIREE(L - HEOME
FIZBWT AES OB L% 1.8 fEDEX TREHITH
ZERbhol. ZOABBEROEL Y LEVERT

J UB—F 774V mg ¥ 7 n— RCENETILS



18 [ * BSESLEES -
= 9E-0lx
16 [ " AESH#S P
& 14 [T HEESLE 65 DL
E 12 - —AES #5% Prd
# 10 Pra
= 8 _ - y = 5E-07x
6 a7 _—
4 P /
2
o .
0 5 10 15 20

T7ANH 14X [MB]
9 EE AT FHERE R

YZXLZHAWREDERIT T 7 A NERFIALZ R
TEDH, R4IWCTFT LI, FFD 10Mbps BD
ERBEEZRE L THREOEEIBWVWTITZ0EIL
TRV, ZHiER 5 IR L B ERELiElcEB
FB7 7 ANDFEHRAS, BEALERN»OLIS K
512, NFS — B DFAAL, & XIALIHER
BPPoTNBHZEICHLEEBINTEY, n—HL X
PU—VIZBIT2EMERGMLELRBE, me DX
yra— RERZTHOESLEL MT SHREOEE
CHWERDHD. ZOEDF Y a— Ry 7708
WCEBLBEDNTHELI AN —I v B ET
FEICLY, 77 A VORBRABLFE Y a— RO
TRBEIC L @mEBEBELBND.

x4 QEEEEE
A X [MB] 1 2 5 10 20
BEMES({LE [s] | 0.66 1.06 | 2.57 | 5.18 | 10.19
AES [s] 0.92 1.85 | 4.49 | 8.95 | 18.27
SLFRRETZE [s] 0.25 0.80 | 1.91 | 3.78 | 8.09

x5 BOHSLEICRIT5HAAL - BXALEM

#A X [MB] 1 2 5 10 20
BERESE [s] | 0.66 1.06 | 2.57 | 5.18 | 10.19
Read/Write[s] | 0.52 | 0.97 | 2.40 | 4.62 | 9.05
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ZZETENAIRKRONEER L RET 2 0O
BB L2 EF 2T 77 A AV AT ADOEEIZHON
T, EBEOD Linux PC BT A3BEERE1T-
. ZOEXaT 77 A NV AT ARCBWCILE R
TR KBRS - EELAEN 2 —F a2 b
@ Read/Write IZ& b2 TIThbh5b. £y 40z
LDUEKRBFET T v b7 4 — A “Sandgate WP” I28
7% B ERSLEOMBERETY, BORELER
WEROBEBLFEL Y bEHICIT I BAEEITHI 2 &
Bhhot.
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