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A mechanism to change authority of a server process
using the user authentication information in a client
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Abstract
This paper proposes a mechanism to change authority of a server process according to that of
a client process for applications based on TCP/IP. In this mechanism, a credential (the user
identifier and the group identifier in Unix) of a client process is sent to the kernel executing
the server process by using the IP option. A new system call ”setremote” is introduced to
change authority of servers. This system call enables to change the authority of a server with-
out the root privilege. The proposed mechanism has been implemented in the Linux kernel.
Two existing servers (inetd and a POP server) have been adapted to use the the proposed

O

O

mechanism, and the effectiveness of the proposed mechanism is shown.
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Client Server

main(...) main()
{ o
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fdl = socket(...):
bind(fdl, ...):
connect (fd, ...): listen(fd1, 1)
for (;3) {

fd2 = accept(fdl,...):

pid = fork():
if (pid ==0) {

=i close (fd1) ;

aA—H4H, NRT—FOEE: 1—HE, NRT—FD
2{E &1 —YREL
HERERE
setuid (uid)
setgid(gid) ;

[ F-5oxEELmE; TAOERELWE;

I, EfE exit(0);
}

close (fd) ; close (fd2) ;

exit(0);

} }
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Fig.1 The atructure of a target application
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Client Server

main(...) main ()
RO

fd = socket(...): fdl = socket(...):
bind (fd1, )i
listen(fdl, 1)

for G:) {

fd2 = accept (fdl,...):
pid = fork():

EREE if (pid ==0) {
close (fd1);

setremote (fd2) ;

[ 3a—%& 27— FoiE: xR |

connect (fd, ...):

FAOEBELME, |
close (fd2)
exit(0);

[ F—soxziErns;

nE, GEfE

close (fd) ;
exit(0);
} }

close (fd2)

0 2 setremote() DOO0O
Fig.2 A server using setremote()
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Fig.4 Transmission of credential
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