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A Collusion-Resistant Approach to Privacy-Preserving
Distributed Data Mining

Shintaro Urabe

Jiahong Wang

Eichiro Kodama Toyoo Takata

Faculty of Software and Information Science, Iwate Prefectural University

When data mining is performed across more than one site, i.e., when distributed data mining is
conducted, the privacy of any participating site must be well preserved. For example, several credit
card agencies such as Banks would cooperate to mine the union of their databases to detect patterns
matching credit card frauds. It is obvious that the precondition is that no privacy of the individual
agency should be leaked out to others. In this paper we address the subject of privacy-preserving data
mining, and propose a collusion-resistant approach to distributed privacy-preserving data mining.
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