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Performance Analysis of Hash Fragment Marking Schemes for IP Traceback

SHiGEO Shioba and Toru IKeDA

Probabilistic packet marking (PPM) is an IP traceback technique that lets routers probabilistically mark
packets with partial information of an attack path during packet forwarding. In this paper, we theoretically
evaluate the efficiency of hash fragment marking scheme, where a router pre-calculates a hash of its IP ad-
dress and marks a fragment of the hash into the IP header of a packet. Note that the hash fragment marking
scheme is a very general PPM model that covers most of existing PPM schemes proposed so far. We derive
an explicit representation for false positive ratio (FPR) and false negative ratio (FNR) of the hash fragment
marking scheme regarding the attack path detection. We also explain how to set parameters values to satisfy

given requirements for the FPR and the FNR.
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