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Abstract A routing protocol is one of the indispensable technology in order to construct mobile ad hoc networks. Though
that has been studied for many years, it isn't used practically, because there are security problems. Then, it is important that
routing protocol should take account of security attack from malicious nodes.

One of the representative ad-hoc routing protocol is AODV(Ad-hoc On-demand Distance Vector routing protacol). A
characteristic of this protocol is that sending a Hello message regularly to confirm whether neighboring nodes are active or not.
By transmitting and receiving a Hello message, that can construct and cut connection route quickly. In this paper, we propose
that "Ghost Attack” which construct a false connection route, and interfere end-end data transmission by camouflaging a Hello
messege. In addition, We propose effective defense algorithm for this attack. We also evaluate proposed methods by computer
simulation and show that it can defense from this attack.
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