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Abstract In an ad hoc network, we cannot assume a trusted certification authority and a centralized repos-
itory that are used in ordinary PKI systems. Hence several studies have been done on a PKI system of
web-of-trust type in which each node within communication range can issue certificates with each other in a
self-organizing manner. This system is useful for ad hoc networks whose topology can change, but it has a
problem that nodes without certificates necessary for authentication need to find a certificate chain to the tar-
get node. In this paper, we model this system as a weighted directed graph and formally define the certificate
chain finding problem, and we propose a new method based on distributed algorithms that solves the problem.
Furthermore, we propose a measure of communication cost, and according to the measure, we compare our
method with an existing method.
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