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Recently requirement of public key cryptosystem has been increased on the Internet

communication. A “public key certificate” issued by a Certification Authority(CA) is needed for
secure communication with public key cryptosysytem.
A public key certificate is data structure which binds public key value to the public key owner
digitally signed with the CA’s private key. A public key of an entity should be safely obtained from
the certifiicate verified through “certification path”. A certification path comprises a certificate of the
entity signed by one CA, and zero or more addtional certificates of CAs signed by other CAs. Also,
certificates on a certification path should be verified that they are not revoked .Using CRLs issued
by CAs is an effective method of certificates revocation verification.

This paper describes that management of CRLs by CAs makes certification path complex and a
solution to it.
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