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abstract

We propose a privacy enhanced access control model for X.500 directory service.

The notion of privacy has various aspects. In this paper, we focused on a notion of a privacy as a right
to control own information. Our model is constructed as follows. (1) We provade a new privacy control
layer over the X.500 Directory access control. (2) An ACA (access contorol agent) which observe the
requests for access to privacy information in the privacy control layer. (3) The ACA access judge the

adviability about the access of privacy information from the trust information of the requester from the
directory.
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