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Security Consideration of External Connections

Taiji Inui
Information System Services Department, Bank of Japan

In making an external connection (connecting general purpose internal networks used for
business operations and transforming information), the basic premise is to secure smooth
transmission of information (data) while maintaining the security of internal information
assets from the viewpoint of leakage, destruction/tampering, and the obstruction of
business. First, needs such as electronic public relations and information/data exchange,
as well as elements involved in making external connections must be clarified. Second,
risks accompanying external connection must be categorized. Third, how to address these
risks must be decided. And lastly basic procedures for dealing with this issue should be

considered.
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