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Surveys of Computer Virus Infections in Japan and Overseas

SHIGERU ISHII

Office of Computer Virus Countermeasures

IT Security Center

Information-technology Promotion Agency, Japan

IPA has been making Computer Virus Infection Surveys in Japan and abroad. This

paper summarizes and compares the results of surveys carried out in Japan in 96,97

and ‘98, overseas surveys in ‘97 and 98. We find the rate of virus infection in Japan is

around 40%, and that figure of America and Europe is around 50 to 60 %. The major

viruses are XM/Laroux, WM/Cap and Form, which are common in Japan and abroad.
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Fig.1 Rate of Virus Infection in Japan
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Fig.2 Rate of Virus Infection in Japan

(Based number of employees)
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Fig.3 Rate of Internet Connection in Japan
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Fig.4 Rate of Virus Infection abroad
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Fig.5 Major Infected Virus Names in japan
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Z1 BHCBIBIRETAINADELEFHT  (ER1 04)
Table 1 Major Infected Virus Names in abroad (1998)

H KE RAY JEBR

14z | WM/Cap 11.9% | WM/Cap 14.5% | WM/Cap 26.7%
24 | XM/Laroux 10.9% | 74+ —A 10.6% | 74 —2A 10.9%
347 | WM/Concept 104% | /%UF47—bF 1 6.9% | XM/Laroux 8.7%
447 | WM/Wazzu 89% |7 F—EAX| 6.1% | WM/Concept 5.1%
547 | B2 74% | U v /X — -| 53% | WM/Colors 4.4%

AutoStart9805

£ i B F—ARSU7T

147 | XM/Laroux 24.6% | W32/CIH 18.9% | WM/Concept 22.7%
26 | 7 F—FEX 20.6% | WM/Taiwan 10.8% | XM/Laroux 9.1%
347 | W32/CIH 11.7% | XM/Laroux 10.0% | WM/Wazzu 9.1%
a4 | B F— 5.1% | WM/Cap 7.7% | WM/Cap 8.4%
547 | WM/Cap 46% | XUF4T—b | 54% U N— 6.5%
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Table 2 Number of Infected Computers in Japan and abroad(1998)

BRGEN B FDODH 1& 2~10& | 11~50F | 5 1&BLE
SRS 6. 2%{ 11. 5%| 50. 7%| 19. 3%| 12. 3%
KE 4. 4% | 14. 3%| 52. 7%| 18. 1%| 10. 4%
K1 13. 6% 11. 1%| 43. 2%| 25. 9% 6. 2%
pleiis 13. 8% 22. 9% 42. 2% 16. 5% 4. 6%
wE 3. 0%| 19. 7%| 59. 5%| 16. 9%| 10. 8%
B 0%| 39. 3%| 53. 6% 7. 1% 0%
F—AL5UY 3. 2% 17. 9%| 49. 5% 12. 6%| 16. 8%
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Fig 6 Usage Rate of Anti-Virus Software in

Japan
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Fig 7 Update Management of Anti-Virus Software

in Japan

5. P7FVTMORBET v TTF—k
BRIZBTZ7IF V7 NoFAREZR
6I2RT. ‘964FEMN61. 9%, ‘9 7THEN
73. 6%, ‘98EMNT6. 9% EHMLT
ETWNDEHOD, EEERD 2 3 %OHEMT
BOIF V7 RRBEAFIBINTW WK
MTHD, BRELTWTHI—HFIZENMN R
BT IWANELWERTR,. 7/F207
Mz LB T ABEH, BERBATIRTH O,
FEisEAFBAROMN ENEENS,

TOF) TR MOT T r—a Yy

TJhERRD, BENXERTZIIONT. £
DA IV ARHHEREDHIRINC EAEAE S
TLBERIHY, > T, TIVFY T
DT v TTF— NIBERARTHSB. Lhl
BAS, K7 0X51, 6 BOHEEF T
MBI T v TF— MEHIAES THS T,
LY RI-—PHEBICHBEINZEXDRET
H5, TNTIR BERT v 7T — ML
WHETES., Hoh<BALETIFLUT
RO RE E R X2 D,



OFLE-> TS BMEXM->TIVS
O#FLEIE&A->TNS ORALEL

K8 HEANI—TE#H (FR104F)

Fig.8 User’s Consciousness in Japan (1998)
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