A Eax—FEFaUTq
7.

(1999.

Ny FT— LB BEERIHT SHEROBRLR

th | B 7 B Wk

DIt KRR EHRIEHE

BFBEN LI, FAYINT— SOTRERMEN LT BoICMREIN, AR TELVTER
M/ ARELTHDAEND. TNETICEORMEREEET 2 DI EHOBRENRF TN
TWaH, FEREIVWELSHIINATOARN, BFENMNEDSVOREEF>TVWENEL
<HHTBILRBEERIETHD. JORETR, NuFU—JEkick>TELEHEL BN R
KAt LT, TOBENUERE L THNS NERBELERFIL 7 FEERD D ERRKRT TO0—F &
1BET5. TOHEREELT, SNHEARERAL, —KOBLFEGN S/ yF I DHE
RERDBIENTEDZLEFTY.

Key-search attack on image signed by patchworking -
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A digital watermark is developed to prevent from the illegal use of the digital data and
is embedded in the redundant part where it can not be perceived as interference noise. So
far, various attack methods are examined to measure the robustness. of digital watermark
but the evaluation measure of watermark is not established yet. It is important to us how
much robustness the digital watermark has. In this report, we propose the general hit search
approach which looks for the pseudo-random number sequences and the shift quantity which
is used as the watermark to the digital monotone picture signed by the patch-working. It
is shown in the report for attacker to find the secreat key of patch-working from the signed
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picture by using SN rato and variance.
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Fig. 1 Key-searching flow diagram.
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Fig. 3 Hysteresis of some pixel values and overflows.
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1 RERKE (n= 10000)

Table 1 Result of Key-search(n= 10000)
RA 3 2 1 R 3 2 1

S [SNEH] 5388 [SNE| #9EX |SNEE S [SNEHE| S8 [SNEH] S8 SN
100]1818.83]73.03| 1817.59] 79.67] 1816.89] 90.28 50 11819.38]78.66]|1817.93|86.75[1817.05
99 |1818.62}75.65]1817.43182.87]|1816.81]96.30 49 |1819.42/74.93]1817.98]81.38]1817.09{93.29
98 [1819.02]75.36]1817.71/82.87]1816.96 48 11818.88]74.80{1817.62]81.52|1816.90] 93.29
97 11820.30]75.50]1818.56181.98/1817.37]93.29 47 11819.16/76.71|1817.78182.87]1816.98| 93.29
96 11818.47}75.1211817.33]80.9811816.75{90.28 46 11818.82]72.5711817.56]78.10]1816.89/87.84
95 |1819.08]75.69]1817.7482.87]| 1816.95/93.29 45 11819.78]173.8211818.20| 79.39]1817.20( 90.28
94 11818.82]73.53]1817.57180.17] 1816.89] 96.30 44 11818.93]173.03|1817.65/79.31]1816.92] 90.28
93 ]1819.47176.17]1817.99]82.15]1817.09]93.29 43 11818.75]75.84|1817.51}82.49] 1816.85] 96.30
92 11819.14|73.0711817.80]79.67/1817.01/93.29 42 11819.21]176.85/1817.82|83.51]1817.00/ 96.30
91 [1819.06]75.65]1817.72181.6711816.95]91.52 41 11818.83|75.09]1817.58{82.15]1816.88] 96.30
90 [1819.37]77.7211817.93|84.53|1817.05[93.29 40 11819.55]73.691818.05180.06]1817.12]91.52
89 11820.21}174.07]1818.51]181.52|1817.36]96.30 39 |1819.01173.58|1817.70{79.39] 1816.95 90.28
88 j1820.03]75.54]1818.36181.67}1817.27]93.29 38 |1818.76]74.68]| 1817.52| 80.73] 1816.85]91.52
87 11819.83172.4811818.25]78.81]1817.22)89.31 37 11819.29]175.16]1817.89|82.1511817.04 96.30
86 11819.15]75.54]1817.79182.3211816.99 36 |1820.48]73.53]1818.68]79.14]|1817.43{88.51
85 |1818.99|77.05|1817.67|84.25[1816.92] 93.29 35 11819.37173.29]1817.95|79.57] 1817.08{91.52
84 11818.79]176.25]1817.54]83.29| 1816.86 96.30 34 11819.84]|74.12|11818.25|80.17]1817.22[(91.52
83 |1819.47173.84]1818.00)79.96/1817.09] 90.28 33 ]1819.85174.4211818.27{81.38]1817.23/93.29
82 11819.39}75.47]1817.96]81.98|1817.07]93.29 32 11819.88]73.5111818.28/80.17]1817.24| 93.29
81 |1819.87|75.73]1818.28]82.68| 1817.23]93.29 31 11819.23|73.22;1817.86}79.3141817.02| 89.31
80 [1819.42174.80]1817.96]81.38]1817.07]93.29 30 |1818.92175.88]1817.62|82.87]1816.91
79 11819.42176.30]1817.96]82.49]1817.06] 93.29 29 11820.14]77.2111818.44|83.99]1817.31] 96.30
78 11820.06]74.93|1818.40}81.67]1817.29] 96.30 28 11818.90]74.65[1817.62{81.82]1816.91 96.30
77 11820.15171.9211818.47|77.43] 1817.34|87.84 27 11819.62173.99]1818.08|79.48]1817.13{90.28
76 {1819.08173.74]1817.74]179.76}1816.97}91.52 26 11819.62]|74.59] 1818.09181.38]1817.14
75 11819.94]174.28|1818.32{80.85] 1817.25] 93.29 25 11819.14)73.0711817.79{78.81]1817.00( 89.31
74 11818.88175.12|1817.62]82.68] 1816.90] 96.30 24 11819.75]76.08}1818.18/83.99]/1817.18] 96.30
73 |1819.52178.74/1818.02185.88| 1817.10] 96.30 23 |1819.01]174.68]1817.70] 80.98| 1816.95] 93.29
72 11819.57174.20{1818.08180.73} 1817.14] 96.30 22 11819.60772.93|1818.11}80.39]1817.15/ 96.30
71 11820.51§75.96]1818.68]83.29]1817.43 21 11818.96]73.58|1817.66}78.8111816.92| 86.30
70 11818.48176.34]1817.34]83.99]1816.76 20 11819.00]73.74|1817.70] 79.67] 1816.95| 88.51
69 11819.24176.25]/1817.84]82.68]1817.01]|93.29 19 11818.80}76.34]1817.54]82.68) 1816.86{93.29
68 11818.88]73.69|1817.61]79.31]1816.90| 88.51 18 11819.71|75.0211818.16)82.32|1817.18| 96.30
67 11818.93]75.16/1817.62]80.50]| 1816.90{ 89.31 17 11820.28]74.99| 1818.55{82.87]1817.37 96.30
66 11820.07|74.15]1818.39]180.39]1817.29]91.52 16 11819.49174.17]1818.02|80.39{1817.11]91.52
65 11820.21|73.62]1818.50]79.76] 1817.35/91.52 15 11819.07[74.59711817.73180.85]1816.96{93.29
64 11820.36]|74.56]1818.58]79.76] 1817.38] 89.31 14 11820.06]76.21]1818.39]{83.29]1817.29] 96.30
63 |1818.54]75.65]1817.3882.32] 1816.79]| 96.30 13 11819.41]75.88]|1817.95|82.32|1817.07] 96.30
62 11818.46|74.02]1817.32]79.57|1816.76]90.28 12 11819.45174.4211818.00181.11}1817.09] 90.28
61 |1819.96]76.21]1818.32|82.68] 1817.25]93.29 11 11819.23173.92]|1817.83]79.67]1817.01]90.28
60 11819.48]173.31]1818.01}78.66]1817.10187.26 10 |1819.20177.16] 1817.82|85.16] 1817.00! 96.30
59 [1820.23]174.20]1818.53]81.38]1817.36 9 11819.57|73.7211818.08|80.06[1817.14[91.52
58 11819.67]75.12]1818.12{81.67| 1817.15[/93.29 8 11819.53[74.68]|1818.04)80.61|1817.11]91.52
57 11818.62]75.47]1817.44182.87]1816.81/96.30 7 11818.71}174.71]1817.49]80.98] 1816.84{93.29
56 11819.12|74.87]1817.76]80.98| 1816.96]91.52 6 11818.84175.19]|1817.58]81.67]1816.88]93.29
55 11818.93175.92]|1817.64/82.68]1816.91{93.29 5 11819.43|74.34]1817.98[/80.50) 1817.08{90.28
54 11819.31/73.07[1817.90{78.30]1817.04|87.84 4 |1820.33174.34|1818.57|80.61]1817.38]93.29
53 ]11819.50|76.66]1818.01|82.68]1817.10 96.30 3 11819.60[74.65|1818.10/82.15/1817.15
52 11819.51174.39|1818.04|81.82] 1817.11|96.30 2 |1818.63/76.61]1817.43183.99)1816.80]96.30
51 }11819.65]73.84/1818.12179.86]1817.16/91.52 1 ]1817.86183.07/1816.90{96.30] 1816.53




Table 2

&2 BERWE (n= 5000)

Result of Key-search(n= 5000)

3 2 1 -3 2 1
N[5 [SNEE| 2% [SNEE| A [SNE E [ SNIE | 2 [SNEE| 2 [SNEE
10011817.59) 79.48 | 1817.03]|85.50| 1816.75}93.29 50 {1818.25] 82.49 | 1817.46]91.5211816.96
99 |1817.56| 78.81 | 1817.02]|85.50]| 1816.75] 96.30 49 |1818.23| 77.72 | 1817.46]|84.25]1816.97
98 11818.08] 79.14 | 1817.36|85.88]1816.92 48 |1817.61| 79.31 | 1817.04]|86.30}1816.76
97 |1818.66| 81.67 | 1817.74]90.28]1817.10 47 |1817.91] 78.74 | 1817.23]|83.99]| 1816.851 93.29
96 | 1817.36] 79.22 { 1816.88|85.16] 1816.67] 96.30 46 |1817.49) 78.17 | 1816.96]/83.74]1816.72}93.29
95 | 1817.92| 82.32 11817.24|88.51]1816.85]96.30 45 }11818.02] 76.66 | 1817.31}82.32|1816.90}93.29
94 11817.52] 78.66 | 1816.98|84.25]1816.73] 96.30 44 11817.76} 77.66 |1817.15/83.99|1816.81}96.30
93 |1817.75] 78.81 [ 1817.13184.25]1816.80] 93.29 43 1181782} 81.67 |1817.17|88.51|1816.82
92 11817.86] 78.59 | 1817.22|85.88]1816.85 42 1181793} 82.87 | 1817.25191.52]|1816.86
91 |1817.68] 79.76 | 1817.07]85.16{1816.77] 96.30 41 |1818.07} 78.89 | 1817.35}86.30}1816.92
90 | 1817.76] 80.06 | 1817.14]86.75{1816.81] 96.30 40 [ 1818.34] 78.10|1817.53]185.50{1817.00
89 |11818.89] 79.96 {1817.90}87.26]1817.19 39 [1817.84| 77.78 | 1817.20]84.53| 1816.85
88 |1818.34| 79.76 | 1817.52185.88] 1817.00] 96.30 38 |1817.75] 79.96 { 1817.13]85.88] 1816.80} 96.30
87 |1818.19] 77.60|1817.43]|84.83|1816.96 37 11818.04| 81.24 1 1817.33|88.51]1816.90
86 | 1817.77] 83.07 {1817.14]90.28] 1816.80 36 |1818.50] 78.51 {1817.63]83.74]1817.05] 93.29
85 | 1817.81] 79.86 {1817.17]85.50]|1816.82]|93.29 35 |1817.86] 77.37 | 1817.21]83.07{1816.84]93.29
84 |1817.87]| 83.9911817.21]93.29]1816.83 34 |1818.05] 77.05|1817.34[83.07|1816.91]96.30
83 | 1818.34] 77.91 | 1817.53|83.99{1817.01]96.30 33 |1818.31] 78.23 | 1817.51184.25]1816.99/93.29
82 |1817.99] 78.44 {1817.29/84.53]1816.88] 96.30 32 |1818.02} 77.10 |1817.32]83.74]1816.90] 96.30
81 |1818.61] 79.86 |1817.72|87.26}|1817.09{96.30 31 11818.23) 77.97 11817.46|84.83]1816.96/96.30
80 {1817.75] 79.48 | 1817.13|87.26]1816.80 30 |1818.06] 81.67 |1817.34]89.31]{1816.90
79 |1818.16] 78.44 {1817.40|83.74]1816.93/93.29 29 |11818.48] 79.96 | 1817.62]85.88]1817.05]96.30
78 11818.21] 80.28 {1817.44]|87.26]| 1816.95 28 11817.32] 79.57 | 1816.85]85.88]1816.66| 96.30
77 11818.44] 75.26 | 1817.60/80.50{ 1817.04{90.28 27 11818.57] 76.25 |1817.68]81.52}1817.08|91.52
76 |1 1818.13] 77.32 {11817.39/83.07| 1816.93}93.29 26 |11818.61] 79.57 | 1817.71]87.2611817.09
75 1 1818.15] 77.43 11817.41183.74| 1816.94(93.29 25 11818.78] 77.72 | 1817.84|84.83|1817.16
74 |11817.79] 77.43 11817.16|83.51}1816.82} 96.30 24 11818.20} 79.39 |1817.43]85.50]| 1816.95] 96.30
73 |1818.25} 83.29 | 1817.47191.52({1816.97 23 |1817.40| 78.51 | 1816.90]84.53]|1816.69]96.30
72 |11818.12] 79.76 | 1817.38{86.75] 1816.93 22 11818.14] 78.59 | 1817.41]85.88]1816.94] 96.30
71 | 1818.69] 80.39 | 1817.75186.75] 1817.11 21 11817.70) 77.10|1817.10]82.68] 1816.79]90.28
70 11817.44] 81.52 | 1816.93/90.28] 1816.69 20 |1817.58] 79.31 |1817.02]85.50] 1816.75] 96.30
69 | 1818.00| 81.67 | 1817.30|88.51]1816.88} 96.30 19 | 1817.95| 78.17 | 1817.27183.74| 1816.87|93.29
68 |[1818.09] 78.03 | 1817.36{83.29]|1816.92] 93.29 18 | 181855| 81.38 | 1817.67(89.31|1817.07
67 11817.61] 80.28 ] 1817.04]86.30]| 1816.75] 96.30 17 11818.30| 80.61 | 1817.51]188.51}1816.99
66 | 1818.07| 77.91 | 1817.35|83.51]1816.91}93.29 16 |1818.13] 78.30 | 1817.39185.50]|1816.93
65 | 1818.41] 78.23 | 1817.57|84.53]1817.02] 96.30 15 {1817.92} 77.16 | 1817.25183.2911816.86} 96.30
64 | 1818.62| 78.74 | 1817.71]84.83]|1817.09196.30 14 | 1818.73] 78.59 | 1817.79184.83|1817.14{96.30
63 | 1818.18] 78.51 | 1817.43{85.50} 1816.95 13 {1818.12] 79.96 {1817.38{86.75[1816.93
62 | 1817.25] 80.06 | 1816.79]|86.75| 1816.63 12 §1817.76] 77.49 {1817.15{83.07|1816.81(90.28
61 | 1818.00} 80.61 | 1817.30/88.51|1816.89 11 §|1817.71] 78.03 | 1817.11|83.74]1816.79/93.29
60 {1817.95] 74.87 11817.27179.86]| 1816.88|87.84 10 | 1818.23] 80.85 | 1817.45}87.26| 1816.96| 96.30
59 |1818.54] 78.10 | 1817.67]85.16] 1817.07 9 |1818.33] 77.10 11817.52|82.87}1817.00]|96.30
58 |1817.41] 78.51 }1816.91/85.50| 1816.69] 96.30 8 {1818.45] 79.57 {1817.60]85.50]1817.04]96.30
57 1181758} 80.28 | 1817.01]87.84|1816.74 7 |1818.22] 81.3811817.44|188.51|1816.96
56 | 1817.63] 85.50 |11817.05]96.30]1816.75 6 {1817.68] 78.03 |11817.09]83.74|1816.78| 96.30
55 {1817.50| 81.24 [ 1816.97{88.51]1816.72 5 {1818.14] 81.82 1 1817.40189.31|1816.93
54 |1818.14| 77.84 |1817.39]183.07] 1816.93|93.29 4 |1818.85| 77.78 11817.87183.74|1817.17{ 96.30
53 |1818.12| 78.23 | 1817.38]83.99]1816.93]96.30 3 ]1818.001 81.67 |1817.30189.31]11816.88
52 11818.50| 79.86 | 1817.64|87.84| 1817.05 2 |1817.68] 81.98 |1817.08/89.31|1816.77
51 {1818.54| 77.05}11817.66]82.49]1817.07]93.29 1 11817.63| 85.16 | 1817.04196.30| 1816.75




5. RORFREFME

BOSEBERIIHELHEICIOWTRIZTS.
UNIX BETER 1 KHERLT—4 100 X 3 = 300
BE77AVELTEZHTOIZ 15T NS, BN
L7ZNVT)XLDFEAURKEETHEINZD OEL,
HERLOEBHE (unsigned int) BREZIEEFREED
, ThbbgELTHNTWAETHE, &i3oh
5 65535, AlX 175 5 £ TERRTHRITRSAN.,
TDEE, 655536 X 5 = 327680 HOERNMVEL
5.

RRFREITHMIC,

(327680/ 300) X 157 = 171486 (¥)
DED,

171486/(60 X 60) = 47.6 (Ff)

CEEIND. ZORRMICRETODORREIEMNA
I2bONBROERICLERRMERS.

BOHTE LS FHCLEINTZ 2720, BEED
T EENTOS S LOEELETS T ETEAY
EREHIANTERENTIREE 725,

6. B U IC

AT, MEABEZAALEBE» LAHRITHLT,
FEMLEDRABZ TN T XLNEEA, £iMfI5H0
FERTAFTELBRIEN LEGNSREERTS
TEMTRETH BT 2R, EFEOBRADFIN
BR#OBERICFEEHZEBVWTWEWI EIZH S, DF
D, EMUEDRAATIVI) ALAERZ I ENTEN
W, BEAFEERSE) LEG» SEEES LD
BRVWRFEREBSDIIENTES, DI LR, BX
DHBETHNE, TOHDBLRBRED LIZHO
BEHRIZH L TEMN L EEDADZ 0B L ERET
EDZTZELEBHRLTNS,

BEIATFATIE, 7IVIUXLZAMUEZ ETR
DI E > THEFRORTLEEHERTD I EA%ER
INTWa, Lihl, BFENLOEE, £OT7
TUZLZERMBEL TS, EBTFENLOREHR
AP —DEEEEL DI HSEBBEMNLOT NI
XLZENETEIERBAIREZDOEEZSN, 7
NIV XLZNELTHEN UFROLEHENBETS
EORETENLOBARENEENTNS.

Hi%, TEIERERICH L TEFENTINE S
MPRELTNLDBDTHS.
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