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Matryoshka An Autonomous Capsule for Content Usage Management

Chlharu Kagaml, Kunihiro Moriga, Osamu Shionoiri, Nonhxko Sakurai
NTT Cyber Space Laboratories

Information' dlgltxzatxon has been promoted in various fields so that we can get more convenient
and efficient surroundings. In the years ahead, it can be foreseen that there will be much more
different types of information over a network, such as-costly or confidential information.
Information operability brought about by digitization, however, has led to the problem of illegal
usage, which hinders the progress with the distribution of digital information. To solve the problem,
Matryoshka- is intended to be.a content capsule which can manage autonomously the operation
executed by the user upon the content. This management of content usage is under the control of
the restrictions set by content provider. In this paper, we describe a specific form of the restriction
and try to apply it to i)atientfs medical records which include confidential information. /
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