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Expected Reduction of Cost for Online Certification
Status Verification With Red-Black Hash Tree

Kensuke Abe Hiroaki Kikuchi Shohachiro Nakanishi
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Abstract: Certificate Revocation is one of the critical issues for a practical public-key infras-
tructure. A new efficient revocation protocol using one-way hash tree structure instead of the
classical list structure, which is known as a standard for revocation, was proposed and examined
in communication and computation costs reduction [KA0O]. A tree approach, however, might be
of O(n) in the worst case when all entries are sorted in descending order. A red-black tree is a
binary sorted tree with one extra bit per node, which is used for balancing tree and to guarantee
that operations of search and insertion take O(log,n) in the worst case. In this paper, we study
the red-black hash tree for online certificate status verification and estimate the reduction of costs
against the binary search tree in terms of communication and computation costs in revocation.
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