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Abstract

We clear up about threats in person authentication system that configured by fingerprint recognition technology
with a smartcard. We also suppose how to protect against the threat. The discussions in present articles about
the system was limited only how to implement smartcard and fingerprint recognition technology. So there is less
argument about analysis of possible threats and countermeasure. First, we analyze the threats caused by a system
structure and a devise itself, Then we show an example of sequence flow and system configuration method that
remove the threats.
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