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Abs tract The status of cryptography is often offered as the national security issue. Such

viewpoint fails to explain the status and history of private use of cryptography. The struggles
over the key escrow in 1990s has been described as the political issue: the tradeoff between
privacy and law enforcement, however, it fails to notice the risk analysis based on the technical
review by professional organizations such as IAB statement.

Though the international key escrow lobbying was over, the needs for the electronic surveil-
lance still remain. New surveillance scheme that is discussed at IETF is different from the key
escrow scheme in 1990s anymore.
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