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Abstract The authors proposed two 128-bit block cipher algorithms Hierocrypt Type-I and Type-II based on a nested
SPN strucuture where the upper-level S-box consists of the lower-level SP network hierarchically. The key scheduling
parts are designed on a 256-bit modified Feistel structure. This paper proposes a 64-bit version “Hierocrypt-L1,” based

on the Type-II algorithm.
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Appendix

A Algorithm of Hierocrypt-L1

The encryption algorithm of Hierocrypt-L1 is presented in this
appendix, which consists of “Notations”(A.l), “Structure”(A.2),
and “Fundamental Operations”’(A.2). In A.2, operations for both
Hierocrypt—L1 and Hierocrypt-3 are presented.

A.1 Notations

We follow the notation of Hierocrypt—~3 to express an n-bit value.
The following shows an example of concatenation expression of a
(64)-bit value X(g4)-

X(e4) = X1(32) 1 X2(32) »

Xi32) = Taimar1(8) IZaicaro@yll - 1ai—arasy » 1=1,2,

X;(8) = Tgj~s+1(1) 1Tgi—sr2()ll - - Zej-s481) » T=1,2,...,8.
Note that the LSB of the value X;(,) (i=1,2,...,m) is Z;n(1), Which
is the ¢n-th MSB of X(,,) -

A.2 Structure

The structures of data randomization part and the key scheduling
part are described in this section. Fundamental operations used
there are described in the next section.

A.2.1 Encryption

The 6-round encryption of Hierocrypt—-L1 cousists of 5 operations
of round function p, an operation of X S-function, and the final key
addition (AK) (See Figure 1).

— 3 (0) (1 _p
Prea) = X(gq) - RS
2 X)X X, AK o

Figure 1: Encryption of Hierocrypt-L1

The number of rounds is 6.
‘The 128-bit value X&?‘) is the output of the i-th operation of round
function p (¢ = 1,2,...

,5). The plaintext P(g4) is assigned to the
0-th value X

(64)"
The value Xgél) is the output of the t-th operation of p-function for
the input Xé;”l) and the round key Kéizs)
1
X((64) = P(Xé:M) ) K(lZS))’ t=1,2,---,5

(5)

Similarly, (64)

X((gz) is the output of X S-function for the input X
and the final key K ((f%s)'

)
fsi) = XS(X(Bd)’ (125))

The ciphertext C(gq) is given as the addition (XOR, exclusive or)

between the 6th round output X and the first half of the final

(64)
key K f-('(); 4
Cleg) = X((giy & (KDl

Je )
1(32) 2(32) :

A.2.2 decryption

The decryption of Hierocrypt-L1 is the inverse of encryption,
and consists of the final key addition, the inverse of X S-function
(XS™%), and 5 inverse operations of round function (p™*).

X{m) =Cl(eq) ® (K1(32) ”K2(32))
X 5)) = x5~1(x®) k(&

%t M (64)* (128))
X(soa) —p—.‘(x(sd)’ (125)) 5,...,2, L.
The plaintext P(gq) is given as the final output X(GZ)
— (0
Proay = X(gy -

padding (—1) 0. (0 o 1
K28y Z((ns)) —_ Z(l;s) — Z&;s)
2 -
[S:AN Zéx%s) AL Z&%s)
() g (7
— Z(x%s) _ z(l;s)

Figure 2: Intermediate key scheduling
A.2.3 Key scheduling

The main part of key scheduling consists of the intermediate key
generation part and the round key generation part, preceded by the
intermediate key initialization. The intermediate key part recur-

sively generates intermediate key outputs Z((:>23) (t=12...,7),

(z =
T)is insorpestinialerofiontinphmmundiiios (R, oo divided

into 4 pieces.

and the round key generauon part gerates round kegs K )

Z((:)zs) = th(?az) I‘Zﬁiim ”Z:E(az) ”Zq(sz) ’

¢
Koy = K{Ga

(t) (t) (t)
)"KQ(JQ)”KCi(:H) 'IK4(32)
To generate the intermediate keys, the o-function is used for 5 < ¢ <
7, and the ¢~ '-function is used for 5 < t < 7. Under the recursion
rule, the intermediate key values are symmetric with regard to the
point ¢ = 4.

- Z(-9

t)
z! (128) °*

(128) 5<t<L7.
round-dependent constants To prevent periodic patterns
from appearing in the intermediate key generation, and to im-
prove resistance against the related key attack, we introduce round-
dependent key additions to the intermediate key generation part.
The round-dependent keys have been made by combining two from
the four 32-bit values which are given as binary expansions of irra-
tional numbers.

Ho= 0x5A827999 = trunc(v'2/4),
H;= O0x6ED9EBAl = trunc(v/3/4),
Hy = O0x8F1BBCDC = trunc(v5/4),
Hi = O0xCA62CID6 = trunc(v10/4),
Hy= OxF7DEF58A = trunc(V15/4),.

Pazxj i

Preprocessing The intermediate key Z({;s) is made of the en-

cryption key K (jength) (length = 128, 192, 256) with an initial oper-

trunc(z) =

ation. The intermediate key Z(us) is deriven from Z((IZS)) through
the pre-whitening operation ¢o. ‘The padding operation is done
when length = 192, 256 where padded values are concatenations of
the above mentioned 32-bit constants H;. The padding operations
are described as follows.

[128-bit key])

Ki(ag) [ K22y =

Z§(32)) = Ki(s2) »

-1
Zg(sz)) = Ky(32) » Z-(a(az)) = Hs||H> .

K(6a) »
-1
Zé(az)) = Ks(s2)'>

[192-bit key]

K a2y | Ka(32) 1 Kaqaz) = Kaag) »
Zé(—slg)) = Ky(32) »

Z{G = HallHa .

Zﬁ(];)) = Ky(32) »
Z:S(sz)) = K3(az) »

[2586-bit key]

K (az) 1 K2a2) | K3(az) 1 K a2y = K(ase) »

- -1
Zl((312)) = Ky(az) » Zé(zz)) = Kaa2)

(=1)
Z§(32) = Ka(2) » Z4(32) = Ka(s2) -

[pre-whitening](po)



The pre-whitening is done, before iterative operation by the o-
function. The pre-whitening operation po is made from p by re-
moving P(18),
0  _ -1 (0.
Z((xga) = ”O(Z((ns))'c(a)z))'
20 = Msu(2i53) @ G

3(32) (32) ?
-1
Zg‘();z) = MEE(Z§(32)>) >
0. = z{=1)
Zg(;z) = Zy0a2)

~1 -1 )
Zy():)u) = Z§(32)) ® Fv(zé(sz)) eaz:g(c)xz)) .

As the round-dependent comnstant Ggg;), the following 64-bit con-
catenated value is used.

G5}y = Go(5) = HillHo .

Round function for intermediate key (o-function)
The intermediate key Z((:)n) is generated by the operation ¢ up

to t = 4, and afterwards by the inverse operation o~*. The se-
quence of intermediate keys is symmetric with respect to the point
t = 4 for this round-trip-type scheduling.

=z{&-0

t
z{) (128) »

i 4<t<T.

‘We call the region: (1 £t < 4) as the plaintext side, and the other
region: (5 € t £ 7) as the ciphertext side, corresponding to the
position in the data randomizing part.

[Iteration of intermediate key(plaintext side)] (1 <t < 4)

Z((:)zs).= "'(Zgz_sl)) » GE;)z)) ’-

Wiay Wiy = PO @{Ez5) |
Zg'(?az) = MSE(WJ(Z::;))) & Gg)z) ’

200 = Mss(WiisY)

t)  __ a(t-1)
Zf(az) = 23032y »
- t—1
Z:St(?n) = Z?(azl)) ® F"(Zg(az)) @ Zzge(?u)) .

[Iteration of intermediate key(ciphertext side)] (5 <t < 7)

- t—1 t—1
Z((:;s) =0 1(Z((ns))’Gész) )) » .
-1 21 -1
Zi‘(%z) = Zézzz)) & Fy (Zx((sz)) @ Zg?sz))) :

t t—1
Zé(gsz) = Zg(xz)) ’

) _ t—1) t—1)
wa = Mea(Z{5) @ 63"
t t—1
Wz((gz) = MB3(Z§(3:))) '
t 2)—1 t
Z§?32) ”Z.S()az) = P02 (Wfiiz)llwé(in) .
Round key generation The different rﬁles are applied to
generate a round key from the corresponding intermediate key for
the plaintext side and the ciphertext side.
[Round key generation(plaintext side)] (1 <t < 4)
) (x-1) €)
V((3:.2> =F (25 ® 28),)

K®

—1
1(32) & Gy e V((:g) ’

1(32)

K;t()zn) = Zéga) @ ‘/((;z)) s
K§3;) = Zﬁi%m ® V((;?)) ’
Kﬁ?zz) = Z.ﬁ'(;;)) & Zﬁ?m .

[Round key generation(ciphertext side)] (5 <t <7)

VEH = Fo (25 @ 755
Kl = 20 9 7853
K§§§2> = Wl(::)n) ® V((::n)) )
K§E§z> = W,(E;,,) £4 V((st:)) ’
Kﬁ?ﬁz) = 252;2? ® Wézgz) .

Table 3: Key schedule of Hierocrypt—L1

round key t operation c&’a_

= TEW) ) Ty
Kl ;8) 1 o Hy
K(128) 2 hd Ha
K((';’Z;) 3 o Ha
K(:)z—;) 4 o | Hg
K{i%e) 5 g1 Hy
K(128) ¢ ot 3
K((Zés) 7 o1 Hy

A.3 Fundamental Operations

Fundamental operations for both Hierocrypt-L1(HC-L1, for short)
and Hierocrypt—-3(HC-3, for short) are presented.

Round functions for HC-L1 and HC-3 (p) The p-
function, which is the round function of the data randomization
part, is a composite function of the X S-function and the M DSy -
function.

[HC-L1]: The input data are the X(gq) and the K128y -

P (X(eay, K(128)) = MDSn (XS (X(eay: K(128))) -

[HC-3]: The input data are the 128-bit value X (128) and the 256-bit
value K (256) -

P(X(ms), K(2ss)) = MDSy (XS (X(ns)-K(zss))) .

M DSu-functions for FHC-L1 and HC-3 The MDSy-
function is a linear transformation consisting of exclusive or’s be-
tween 8-bit subdata x;s) (€ GF(2)%), where ¢ = 1,2,...,186 for
HC-L1; and 2= 1,2,...,8 for HC-3. M DSy is represented by the
following matrix form.

[HC-L1])
Y(es) = MDSu(X(eay) »
Yi(8) 10101110 x1(8)
Y2(8) 11011111 Izés)
Ya(s) 11100111 Z3(8)
Ya(8) | .. 01011101 Z4(8)
Ys(8) | — 111010101 L5 (8)
Ye(8) 11101010 Tg(8)
Y7(8 11111101 Z7(8)
Ya(s 10101011 Zg(8)
[HC-3]
Y(128) = MDSu(X(128)) ,
Yi(8) 1010101011011111 Z1(8)
Y2(8} 1101110111100111"° T2(8)
Y3 (8) 1110111011110011 :'33%8)
Ya(s) 0101010110101110 Z4(8)
Ys(8) 1111101010101101 Ts(8)
Ys(g) 0111110111011110 Zo(s)
Y7(8) 0011111011101111 T7(8)
ya(s) | _ | 1110010101011010 Ta(s)
Yog) { — 11101111110101010 Zo(8)
Y10(8) 1110011111011101 T10(8)
Y11(8) 1111001111101110 Z11(8)
Y12(8) 1010111001010101 T12(8)
Y13(8) 1010110111111010 T33(8)
Y14(8) 1101111001111101 Z14(8)
Yi5(a) 1110111100111110 Z15(8)
Y16(8) 0101101011100101 Z16(8)
X S-functions for HC-L1 and HC-3 XS-function is a

-

composite function of the S-
function. :

unction, key addition, and M DSy, -

XS(Xprys K(sray) = S(MDSL(S(X (1) ® K1(b1))) © Kagery) »
bl = 64, bld = 128, for HC-L1,
bl = 128, bld = 256, for HC-3.

S-functions for HC-L1 and HC-3 The S-functions con-
sists of parallel operations of s-function.

Yy = S (X)) »

bl = 64,
bl = 128,

Yi(s) = 3(-"‘:‘(8)) ’
i=1,2,...,8 for HC-L1,
t=1,2,...,186 for HC-3.



M DSy -functions for HC-L1 and HC-3 The MDSy.-
function consists of parallel operations of mdsy,-function for 32-bit
subdata.

Yoy = MDSL (X(bty) » ¥i(az) = mdsy (Zy(s2))
bl = 64, for HC-L1,
bl = 128,

for HC-3.

s-function for both HC-L1 and HC-3 The s-function
is a nonlinear transformation for 8-bit input/output value, which is
given as the following table where all numbers are represented in
hexadecimal.
5(256) = (
(s(0) s(1) s(2) ... s(F) s(10) s(11) ... s(FF)) =
(07 FC 55 70 98 8E 84 4E BC 75 CE 18 02 E9 5D 80

1C 60 78 42 9D 2E F5 E8 C6 7A 2F A4 B2 5F 19 87

0B 9B 9CD3C3 77 3D 6F B9 2D 4D F7 8C A7TAC 17

3C 5A 41 C9 29 EDDE 27 69 30 72 A8 95 3E F9 D8

21 8B 44 D711 0D 48 FD6A 01 57 E5BD 85 EC 1E

37 9F B59A 7C 09 F1 Bl 94 81 82 08 FB C0 51 OF

61 7F 1A 56 96 13 C1 67 99 03 5E BECAFA SEDF

D6 83 CCA2 12 23 B7 65 D0 39 7D 3B D5 B0 AF 1F

06 C8 34 C51B 79 4B 66 BF 88 4A C4EF 58 3F 0A

2C 73 D1 F86B E6 20 B8 22 43 B3 33 E7 FO 71 7E

52 89 47 63 OE 6D E3 BE 59 64 EEF6 38 5C F4 5B

49 D4 E0 F3BB 54 26 2B 00 86 90 FFFE A6 7B 05

AD 68 A1 10 EBC7 E2 F2 46 8A 6C 14 6E CF 35 45

50 D2 92 74 93 E1 DAAE A9 53 E4 40 CDBA 97 A3

91 31 25 76 36 32 28 3A 24 4CDBD98D DC 62 2A

EA 15 DDC2A50C 04 1D 8F CBB4 4F 16 ABAAAO) .

mdsp-function for HC-L1 and HC-3 The mdsg-
function is a linear transformation which is represented by 4 x 4
matrix multiplication where all matrix and vector elements are re-
garded as elements of GF(28).

i=1,2,
i=1,2,3,4,

Yi(az) = mdsL(Xi(z2)) »
Yai—-4+1(8) C4 65 C88B Z4i—a+1(8)
Yai-4+2(8) | — [ 8BC465C8 T gi-a+2(8)
Yai—a43(8) | | C88BC4 65 Tai—4+3(8)
Yai—a+4(8) 65 C8 8B C4 T4i—a+4(8)
Here, 8-bit data x(g) and the matrix element a (in hexadecimal) are

regarded as elements of GF(2%) related as follows.

s
z(g) & Zx,‘(l)za_’ s
i=1

7 7
a=2a,v2i #Ea‘-zi .
i=0

i=0

The polynomial p(z) = 284+ 2%+ 2% 4+ 2+ 1 is used as the primitive
polynomial for the Galois field GF(2%).

P™_function for HC-L1 and HC-3 The Pt™ function
consists of the a linear transformation for the input X(4,) which is
a concatenation of four n-bit values z;(,) (¢ =1,2, 3,4() where each
element is regarded as an element of GF(2)".

Yy = P (X(amy)

X(an) = Zy(n) |Z2(n) 123 (n)|Z4(n) »
Yian) = Ys(n) 19200 1¥3(n) 1a(n) »

Y1(n) 10 10 Z1(n)
Y2(n) 0 1 0 1 Z2(n)
Ya(n) o 1 1 1 L3(n)
Ya(n) 1 0 1 1 Ta(n)

The inverse function P(™) _1, is given by the following equation.

ay—1
Xamy = P 7 (Yoamy)

Mp-function for HC-L1 The Mg-function consists of a 32-
bit linear transformations, where each 8-bit subdata is regarded as
an element of GF(2)®.

Y(a2) = M (X(32)) »

Yi(8) 0 1 0 1 Zy(8)
Ya(8) ___ 1 0 1 0 T2(s)
Ya(s) - 11 0 1 Z3(8)
Ya(s) 1 0 1 1 Za(s)

Msg-~function for HC-3 The Msg-function consists of a con-
catenation of two 32-bit linear transformations, where each 8-bit
subdata is regarded as an element of GF(2)®.

Y(a2) = Mse (X(32)) »

Zi(n) 1 1 1 0 Yi(n)
T2(n) _ 1 1 0 1 Ya(n)
Tamy | L0 1 1 0 Ya(ny
Ta(m 1 0 0 1 Ya(m)

Ms~function for HC-L1 The Ms-function consists of a 32-
bit linear transformations, where each 8-bit subdata is regarded as

an element of GF(2)%.

Yaz) = Ms (X(az))

Yi(8) 1 0 1 o0 *1(8)
Y2(8) - 1 1 0 1 Z2(8)
Ya(s) 11 1 ¢ T3(8)
Ya(s) o 1 0 1 Tq(s)

Yi(s) 10 1 0 Z1(8)
Y2(8) - 11 0 1 Z3(8)
Ya(s) 11 1 0 Ta(s) »
Ya(s) 0o 1 0 1 T4(8)
Ys(8) 11 1 1 Z5(s)
vemy | _ [ 0 1 1 1 T(s)
Y7(s) - 0 0 1 1 Z7(g)
Ys(a) 1 1 1 0 Zg(s)

Mgs-function for HC-3 The Mpg-function consists of a con-
catenation of two 32-bit linear transformations, where each 8-bit
subdata is regarded as an element of GF(2)®.

Y(a2) = Mpa (X(s2)) »

Y1(8) 0 1 0 1 T3 (8)
Ya(8) — 1 0 1 0 T2(8)
Ya(s) 1 1 0 1 z3(8) ’
Yags) 10 1 1 Tycs
Ys(8) 11 0 0 Z5(s)
Ye(s) _ 0 1 1 0 Tg(s)
Y7(8) - 1 0 1 1 Z7(8)
Ya(s) 1 0 0 1 Tg(s)

Fy-functions for HC-L1 and HC-3 The F,-function is a
nonlinear function which consists of the s-functions and the P(")-
functions.

Yoiny = Fo(Xpiny) »
uis) = $(Zi(g)) » Y(oin) = P(Ho)(U(uh)) ,

blh = 64, blo=16, for HC-L1,
blh = 128, blo = 32, for HC-3.



