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Abstract As one of the effective measures against IP address spoofing, there is a way each network
administrator takes care not to pass outside the packet, as which the IP address is misrepresented, by the .
means of packet filtering. For that purpose, it is important to set up the newest filtering rule that reflects
pertinently the change in the network that is the target of management. This paper proposes how to update
the filtering rule automatically by using routing announcement with reference (G routing tables.
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Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
kozagawa.sys .wa ¥ 255,256,255,255 UH 0 0 0 eth0
133.42,147.0 kozagawa sys.wa 255,250,2585.0 UG 0 0 0 ethd
133.42,147.0 265,255,285,0 U 0 0 0 etho
133.42,140,0 133.42.147.254 255,255,285.0 UG 1 0 0 ethd
133.42,141.0 133.42,147,254 255.255.255.0 UG 1 0 0 eth0
133.42,198.0 133,42,147,254 255,295.255.0 UG 2 0 0 etho
133,42,196.0 133,42,147,254 255,255.255,0 UG 2 0 0 etho
133,42,197.0 133.42,147,254 255.255.,255.0 UG 2 0 0 etho
133,42,194 .0 133.42,147,254 255,255.255.0 UG 2 0 0 etho
133.42,195.0 133.42,147,254 255,255,255.0 UG 2 0 0 ethd
133.42,192.0 133.42,147,254 255,255,255,0 UG 2 0 0 eth0
133.42.193.0 133.42,147,254 255,255.255.0 UG 2 0 0 etho
133.42,254.0 133.42.147,254 255,255,255.0 UG 1 0 0 etho
133,42,250.0 133,42,147,254 255.255.255.0 UG 5 0 0 etho
192,163,10.0 192,163,1,254 255,255,255.0 UG 0 0 0 ethl
192,163,100,0 182,163.1.254 265.,255.255.0 UG 1 v} 0 ethl
192,163,110,0  192,163,1.254 255.255.255.0 UG 1 0 0 ethl
192,163.120,0 192.163.1.254 255,255,255.0 UG 1 0 0 ethl
192,163,200.0 192.163.1.254 255,255,255.0 UG 2 0 0 ethl
127.0,0.0 * 255,0,0,0 U 0 0 0 lo
default 133.42.147.254 0.0.0.0 UG 0 0 0 eth0
gefault 133.42,147,254 0,0,0,0 UG 6 0 0 etho

K5 :—F4>2T75—T)N

[root@kozagawa /root]#

[root@kozagawa /root]# /shin/ipchains -nL

Chain input {policy ACCEPT):

Chain forward (policy REJECT):

Chain output (policy ACCEPT):

{ront@kozagama froot]#

root@kozagawa /root]# perl program3.pl

ipchains: bad rule (does a matching rule exist in that chain?)

[root@kozagawa /root]#

[root@kozagawa /root]? /sbin/ipchains -nL

Chain input (policy RCCEPT):

Chain forward (policy REJECT):

target prot opt source destination ports

ByRoute all ~———— 0,0,0,0/0 0.0,0,0/0 n/a

Chain output (policy HCCEPT)

Chain ByRoute (1 references):

target prot opt source destination ports

ACCEPT all ——— 192,163,10.0 0.0.0.0/0 n/a

ACCEPT all -=—— 0,0,0,0/0 192.163.10.0 n/a

ACCEPT all -—-— 182,163,100,0 0.0.0,0/0 n/a

ACCEPT all ——- 0.0,0,0/0 192,163.100.0 nfa

RCCEPT all -——— 192,163.110,0 0.0.0.0/0 n/a

ACCEPT all e 0.0,0,0/0 182,163,110.,0 n/a

ACCEPT all ———-o 192,163,120.0 0.0.0,0/0 n/a

ACCEPT all -————- 0.0.0.0/0 192,163,120.0 n/a

ACCEPT all -——- 192,163,200.0 0,0.0,0/0 n/a

ACCEPT - 0,0.0,0/0 192,163,200.0 n/a

all
[root@kozagawa /root]# |l

6 : FEITHIR
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#!/usr/local/bin/perl

#HH# Setting

$under = ethl;

#Ht# Read routing table
@routels = “cat /root/badroute’;
##H# Check IP address

$x=0;
$y =0;

while (1){
$interface = substr(@routels[$x], 72, 4);
if($interface eq $under){
@addressls[$y] = @routels[$x];

$y++ '
}
$x++;
\ if@routels[$x] 1t D{last;}
printf @addressls[1];
#H Make rule
$x=0;
while($x < $y){
$Saddress = substr(@addressls[$x], 0, 16);
$Daddress = substr(@addressls[$x], 16, 1);
if ($Daddress eq "*"){
$x++;
next;
}
@rulels[$x] = "/sbin/ipchains -A ByRoute -b -s ${Saddress} -d 0/0 -j ACCEPT¥n";
$x++;
}
### Make rule box

system "/sbin/ipchains -N ByRoute";
system "/sbin/ipchains -F ByRoute";
system "/sbin/ipchains -D forward -j ByRoute";
system "/sbin/ipchains -A forward -j ByRoute";

#t# Write rule
$x=0;
while($x < $y){

system @rulels[$x];
$x++;
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